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Lab 1.2.7 Wireless Component and Media Identification

Estimated Time: 30 Minutes

Number of Team Members: 5 teams with 2 students per team

WLAN Networking Devices

Cisco Aironet Client Adapters

Cisco Aironet 1200 Series Access Point
(802.11a and 802.11b)

Ll

.

Cisco Aironet 1400 Series Cisco Aironet 350 Series
Cisco Aironet Antenna 5 GHz Bridge 2.4 GHz Bridge
802.11a

802.11b

Objective

The following objectives will be covered in this lab
¢ Identify the basic media characteristics of wireless LANs
¢ Identify the components of a Wireless LAN
e Describe the functions of the Wireless components

Scenario

Wireless Local Area Networks (WLANs) have become a popular choice in network installations.
Implementing a WLAN is simple because installation is generally limited to installing building
mounted antennas and placing the access points (AP).

Local Area Networks (LANs) will quickly become a mixture of wired and wireless systems depending
on the network needs and design constraints.

In larger enterprise networks, the core and distribution layers will continue as wired backbone
systems. Enterprise systems are typically connected by fiber optics and unshielded twisted pair
(UTP) cabling. Even in many smaller networks, there still remains a wired LAN at some level.
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Preparation

The instructor will setup 4 equipment stations:

Wireless Wired
Station 1 AP(s) Hub or Switch
Station 2 Bridge(s) Fiber Optic, modem, WAN Switch
Station 3 Client Adapter(s) Wired Ethernet NIC
Station 4 Antenna(s) Ethernet Cable

The instructor will allow the students to examine the equipment and be able to compare the
equipment to wired networking equipment.

The following tools and resources will be required to complete the lab:

e A conventional PCI and PCMCIA Network Interface Card(s) for wired networking
connections

e Physical media such as UTP
e A conventional wired network hub or switch

e The Cisco Wireless course equipment bundle

Safety

Do not handle any wireless devices while they are powered. A general rule is to not touch or come
within several inches of any powered antenna. Also, make sure to power down any device before
removing a PCI or PCMCIA card. Most important, do not remove antennas from a Wireless AP or
Bridge while powered. This can damage the unit.

Station 1 AP

The AP station contains at least one model of a wireless AP. Depending on the academy equipment
inventory, there may be multiple models and vendors. There will also be some wired equivalent
devices.

a. What models of Cisco APs are currently listed at cisco.com?

b. What is the model of the AP at the station?

c. What is the frequency range(s) of the AP provided?

d. Does the AP have a detachable antenna or is the antenna built in?

e. What wired ports are available?

f.  What is the wired equivalent to the AP that is located at station 1?
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g. What are the advantages and disadvantages of the wired and wireless access devices?

h.

Device

Advantage

Disadvantage

Draw and label the appropriate icons for the AP, hub, and switch in the space below.

Station 2 bridge

The bridge station contains at least one model of wireless bridge. Depending on the academy
equipment inventory, there may be multiple models and vendors. There will also be some wired

equivalent devices or media.

a.

What models of Cisco bridges are currently listed at cisco.com?

What is the model of the bridge at the station?

What is the frequency range of the bridge provided?

Does the bridge have a detachable antenna or is the antenna built in?

What wired ports are available?

What is the wired equivalent to the bridge that is located at station 27

What are the advantages and disadvantages of the wired and wireless bridge devices?

Device

Advantage

Disadvantage
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h.

Draw and label the appropriate icons for the bridge, modem, and serial line in the space below.

Station 3 client adapters

The client adapter station contains several models of wired and wireless adapters. Depending on the
academy equipment inventory, there may be multiple models and vendors. There will also be some
wired equivalent devices.

a.

What models of client adapters are currently listed at cisco.com?

What are the models of the client adapters at the station?

Does the client adapter have a detachable antenna or is the antenna built in?

What frequency range does the client adapter operate at?

What is the wired equivalent to the wireless client adapter that is located at station 37

What are the advantages and disadvantages of the wired and wireless client adapter?

Device Advantage Disadvantage

Draw and label the appropriate icons for the client adapter in the space below.
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Station 4 antenna

The antenna station contains at least one antenna model. Depending on the academy equipment
inventory, there may be multiple models and vendors. There will also be some wired equivalent
devices or media.

a.

What is the model of the antenna?

What is the frequency range of the antenna provided?

What is the wired equivalent to the antenna that is located at station 47?

What are the advantages and disadvantages of the antenna devices?

Device

Advantage

Disadvantage

Draw and label the appropriate icons for the antenna, wireless signal, and Ethernet line in the

space below.
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Lab 1.4.7 Wireless Lab Setup

Estimated Time: 30 minutes

Number of Team Members: Instructor led classroom demonstration

Objective
The following objectives will be covered in this lab:
e Learn the topologies for the basic WLAN design.

e Learn the topology in the basic metropolitan area design.

Scenario

WLAN technology has two functions. First, WLAN can take the place of a traditional wired network.
Second, WLAN can extend the reach and capabilities of a traditional wired network.

Much like wired LANSs, in-building WLAN equipment consists of a Personal Computer Memory Card
International Association (PCMCIA) card, a personal computer interface (PCI) or industry-standard
architecture (ISA) client adapters, and wireless APs.

WLANS are also similar to wired LANs for small or temporary installations. A WLAN can be arranged
in a peer-to-peer or ad hoc topology using only client adapters. For added functionality and range,
APs can be incorporated to act as the center of a star topology or function as a bridge to an Ethernet
network.

With a wireless bridge, networks located in buildings miles away from each other can be integrated
into a single local-area network.
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Preparation

The instructor will need at least one laptop computer, at least one desktop computer, and the
equipment in the wireless course equipment bundle. The instructor should attempt to have as many
wireless computers as possible, in order to display the concepts involved in the wireless network.

The following tools and resources will be needed for this lab:
o Wireless networking course equipment bundle
e Laptop computers with the PCMCIA NIC inserted
o Desktop computers with the PCI NIC inserted
e A switch or hub for a wired connection
e A computer to act as a server on the wired network
The instructor may compile any variety of equipment on the wired network to depict the wired
network in a more realistic setting.
Step 1 Setup a basic WLAN

1. The instructor will have a variety of PCs or servers cabled into the wired network infrastructure
without wireless devices.

2. The instructor will distribute the various computers with the wireless NICs around the classroom
in a similar fashion to a basic WLAN topology.

The instructor will introduce one AP as the root hub in the classroom.

The instructor will introduce a cable from the AP to a switch connected to the wired network. The
wired network is now being extended with the wireless AP to the various wireless clients that
were assembled.
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5. List the devices in this topology:

Step 2 Setup a site-to-site WLAN (Optional)

The instructor will introduce a second AP or bridge into the topology and will introduce the various
antennas that can bridge wireless signals across to another building.

a. What type of antenna distributes wireless signals in all directions and can be used in a point—to—
multipoint wireless bridge topology?

b. What type of antenna distributes wireless signals in one general direction and can be used in a
point-to-point topology?
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Lab 1.6.1 Challenges of Wireless Regulations

Estimated Time: 20 minutes

Number of Team Members: Each team will consist of two students

Objective

The student will learn the future direction and technologies associated to wireless regulations.

Scenario

There is continual development in wireless LAN (WLAN) technologies. One primary challenge is to
conform to local, state, and national regulations related to wireless LAN emissions. Our focus is on
Wireless emissions that occur in the 2.4 GHz and 5 GHz radio frequency spectrums. In this lab, each
team will be assigned a topic to investigate.

Preparation

The instructor should compile a list of wireless regulatory bodies.

This lab will require a computer with a connection to the Internet for online research purposes.

The student teams should be encouraged to research resources such as trade publications,
magazines, and vendor literature that are applicable to current and future trends in the area of
wireless local area networks.

Step 1 Assign each team a regulatory agency to research

The research should include guidelines regulating the operation in both radio frequency spectrums
(2.4 GHz and 5 GHz):

United States (FCC)

Europe (ETSI)

Japan (JST)

Australia/New Zealand (ANZ)
Other

Team Agency Assigned:

Team 1

Team 2

Team 3

Team 4

Team 5

Team 6
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Step 2 Research sources
a. List at least three different web sites that were visited for the research information:
1.
2.
3.

Step 3 Presentations

a. Give a brief summary of the regulatory agencies researched.

b. What is the future trend of wireless this agency’s regulations in the 2.4 GHz RF spectrums?

c. What is the future trend of wireless this agency’s regulations in the 5 GHz RF spectrums?

d. How does this body differ from the others?

e. What officials comprise the regulatory agency or body?

f. How do companies comply with the regulations?

g. How do the regulatory agencies police the airwaves?

h. What action(s) do they take for violations?

i. What penalties are imposed for violations?
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Lab 1.6.8 Challenges of Wireless Media

Estimated Time: 20 minutes

Number of Team Members: Each team will consist of two students

Objective
The student will research a topic involved with the future direction and technologies associated with
wireless networking.

Scenario

There is continual development in the WLAN community. One emerging standard is 802.11g.
802.11g operates at higher speeds than 802.11b in the 2.4-GHz range. 802.11g, like 802.11a,
supports Orthogonal Frequency Division Multiplexing (OFDM) modulation with speeds up to 54
Mbps. 802.11g is designed to be backwards compatible with 802.11b clients. If additional speed is
needed, 802.11g may become a good choice. If the 2.4-GHz frequency is noisy at a given locale,
802.11a 5-GHz technology may be a better option.

Preparation

The instructor should compile a list of current trends in the area of Wireless Local Area Networking
or use the topics given in step 1 of the lab.

This lab will require a computer with a connection to the Internet for online research purposes.
Utilize resources such as trade publications, magazines, and vendor literature that are applicable to
current and future trends in the area of wireless local area networks.
Step 1 Assign each group a specific topic from the list below to research

o WLAN security

o WLAN frequency ranges

e WLAN devices

e WLAN connection speeds

¢ WLAN applications

e WLAN vendors

Team Topic Assigned:

Team 1
Team 2
Team 3
Team 4
Team 5
Team 6
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Step 2 Research sources

1. List at least three different web sites that were visited for the research information:

Step 3 Presentations

a. Give a brief summary of the Wireless Local Area Networking topic researched.

b. What is the future trend of this topic for Wireless Local Area Networking?

c. What companies are involved in the development of the wireless networking topic?

d. Is there an IEEE standard for the topic researched? If so, what is it?
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Lab 2.4.3 Install a WLAN Adapter Card

Estimated Time: 15 Minutes
Number of Team Members: six teams with two students per team

Objective
The student will learn the procedures for installing the client adapter in the PC for wireless
networking.

Scenario
Install a wireless LAN adapter (WLAN) card in a laptop, desktop, or both.

T
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Preparation
This lab will require the following materials:
e Desktop or Laptop PC
e One Cisco Aironet PCI352, CB20A, or PCM 352 Client Adapter Network Interface Card.
e One PC installed with a Microsoft Operating System
e One Screwdriver for PCI card installation
¢ Instructor should preconfigure SSIDs on the APs and determine the IP addresses needed for
the PCs or laptop computers that are used in this lab
Step 1 Installing the client adapter card in a laptop

Before installing a new adapter card into the laptop, the laptop may need to have an integrated
wireless NIC disabled. To disable an integrated wireless NIC, click on the Start button and select the
Control Panel option. If in Classic View, select Network Connections or the appropriate Network
Control panel. If in Category View, select the Network and Internet Connections category and
select Network Connections. Right-click on the integrated wireless adapter and select Disable.

Note When inserting a wireless NIC into a laptop, the power can be on or off.

Insert the Cisco Aironet PCM 352 Client Adapter into the PCMCIA slot. The CB20A installs into the
Laptop PC cardbus slot. A CardBus adapter will not fit completely into a PCMCIA laptop slot. This
may be a problem on older laptops. A PCMCIA adapter, however, will fit in a PCMCIA slot or a
CardBus slot. Below is a comparison of the cards.

Notice the different shape on the right hand side of the cards.

a. Which card is located in the top of the graphic?

b. Which card is located on bottom?
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Step 2 Installing the client adapter card in a desktop

a.
b.

C.

Turn off the PC and all the components.
Remove the computer cover.

Remove the screw from the top of the CPU back panel above an empty PCI expansion slot. This
screw holds the metal bracket on the back panel.

Examine the client adapter. The antenna connector and the LEDs face out of the computer and
are visible when the cover is placed back on. Prior to installing the card, check to make sure the
2-dB dipole 'rubber ducky" antenna has been removed to prevent damage during the card
insertion.

Tilt the adapter to allow the antenna connector and LEDs to slip through the opening in the CPU
back panel.

Press the client adapter into the empty slot until the connector is firmly seated. Install the screw.
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g. Reinstall the screw on the CPU back panel and replace the computer cover.

h. Attach the 2-dB dipole antenna to the adapter antenna connector until it is finger-tight.

i. For optimal reception, position the antenna so it is straight up.

j-  Boot up the computer and proceed to Step 3. Install the drivers for Windows.

Step 3 Install the drivers for Windows

a. After the client adapter is installed into the computer, Windows automatically detects it and
briefly opens the Found New Hardware window.

b. The Found New Hardware Wizard window opens and indicates that the wizard will help to install
the driver.

Click Next. Another window opens and asks what the wizard should do.

Select the recommended Search for a suitable driver for my device and click Next.

e. Select CD-ROM drives. Deselect all other options. Insert the Cisco Aironet Series Wireless LAN
Adapters CD into the computer CD-ROM drive. Click Next.

f.  The wizard finds the installation files on the CD and displays the search results.

g. When the client adapter driver is displayed, click Next to copy the required files.

h.  When Windows has finished the installation, click Finish.

Remove the CD from the computer CD-ROM drive.

Step 4 Configure the SSID through Windows

a. Double-click My Computer, Control Panel, and System. For Windows XP, click Start>My
Computer>Control Panel>System. See your instructor for instructions for other operating
systems

b. Inthe System Properties window, click the Hardware tab.
Click Device Manager.

In the Device Manager window, double-click Network Adapters.
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e. Right-click the Cisco Systems 350 Series PCMCIA Wireless LAN adapter, or the applicable
Aironet Card.

f. Click Properties.
In the client adapter Properties window, click the Advanced tab.

h. In the Advanced window, select Client Name. Type the unique client name of the computer in
the Value dialog box.

i. Select SSID. Type the RF network SSID, as assigned by the instructor, in the Value dialog box.
Remember the SSID is case-sensitive. Click OK.

Note The Service Set Identifier (SSID) is a unique identifier that stations must use to be able to
communicate with an AP. The SSID can be any alphanumeric entry up to a maximum of 32
characters.

Step 5 Complete the driver installation without a DHCP server

a. Double-click My Computer, Control Panel, and Network and Dial-up Connections. For
Windows XP, click Start>Control Panel then double-click Network and Dial-up Connections.
See your instructor for instructions for other operating systems

b. Right-click Local Area Connection.
Click Properties, Internet Protocol (TCP/IP), and Properties.

d. Click Use the following IP address and enter the IP address, subnet mask, and default
gateway address of the computer which can be obtained from the instructor. Click OK.

e. Inthe Local Area Connection Properties window, click OK.
f. If prompted to restart the computer, click Yes.

g. The driver installation is complete.

Step 6 Verify the TCP/IP settings
a. Select Start > Run and enter the following:

b. On Win2000 or XP, enter emd to bring up the command prompt. While at the command prompt,
type in ipconfig /all to verify the IP settings.

c. On Win9x, enter the winipcfg command from Start>Run and press Enter

Step 7 (Optional) Installing on other operating systems

The URLs below provide information for installing the Aironet Client Adapter card on non-Windows
Operating Systems:

a. http://www.cisco.com/en/US/products/hw/wireless/ps4555/products installation _and configurati
on_guides list.html

b. http://www.cisco.com/en/US/products/hw/wireless/ps4555/ps448/index.html
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Lab 2.5.2.1 Install Aironet Client Utility (ACU)

Estimated Time: 30 Minutes

Number of Team Members: six teams with two students per team

Objective

The student will learn the procedures for installing the Aironet Client Utility (ACU). Also, the student
will configure, select, and manage profiles.

Scenario

Install and configure the ACU to allow a user to configure, manage, and monitor wireless
connections.

Topology

Preparation
This lab will require the following materials:
e Desktop or Laptop PC
o Appropriate wireless client adapter card
e One Cisco Aironet PCI352, CB20A, or PCM 352 Client Adapter Network Interface Card.
o Aironet Client Utility installer
e 2 configured APs (instructor must setup)
o Office Profile = AP1 — SSID of AP1
o Home Profile AP2 — SSID of AP2

Resources

http://www.cisco.com/en/US/products/hw/wireless/ps4555/products installation _and configuration g
uide book09186a0080184b6e.html
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Step 1 Configure XP to use the ACU
To configure the client adapter through ACU instead of through Windows XP, follow the steps below:

a. Double-click My Computer, Control Panel, and Network Connections. Click Start>Control
Panel then double-click Network Connections.
For Windows XP, click Start>My Computer>Control Panel>System. See your instructor
for instructions for other operating systems.

b. Right-click Wireless Network Connection and click Properties.
c. Select the Wireless Networks tab.
d. Deselect the Use Windows to configure my wireless network settings check box.

e. Follow the instructions in the "Installing ACU" section to install ACU.

Note If you are planning to configure the client adapter through Windows XP but you want to use ACU's
diagnostic tools, then install ACU but do not create any profiles.

Step 2 Install the Aironet Client Utilities (ACU)

[F Aironet Client Utility - Current Profile: home (=[]
Commands Options Help
i D B W w el @ & ? ®
Select Profile Status Statistics Load Link Test Site Survey Link Status Preferences  Help About
Profile Manager Firmware Meter

Cisco SYSTEMS

®

Aironet Client Utility V6.0

Your 350 Series is Not Associated! [3:44PM

After the appropriate driver is installed for the computer's operating system and for the client adapter
type, follow the steps below to install the Aironet Client Utility (ACU).

If EAP-TLS, EAP-MDS5, PEAP, or EAP-SIM authentication is going to be used on a computer running
Windows 2000, Service Pack 3 for Windows 2000 and the Windows 2000 Wireless 802.1X hot fix
must be installed before installing ACU.

Follow the procedure below if ACU has never been installed on the computer or if ACU version 4.13
or greater is currently installed. If a version of ACU prior to 4.13 is installed on the computer, uninstall
it; then follow the steps below to install the latest version. Cisco does not recommend uninstalling
ACU version 4.13 or greater before installing the latest version of ACU.

ACU version 5.05.001 or greater must be used with one of the following software combinations:
e PCM/LMC/PCI card driver version 8.2 or greater and firmware version 4.25.30 or greater

e Mini PCI card driver version 3.4 or greater and firmware version 5.00.03 or greater
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e PC-Cardbus card driver version 3.4 or greater and firmware version 4.99 or greater

Note The most recent version of the ACU can be obtained through the Software Center on the Cisco

Connection Online (CCO)

To install or use the client utilities on Windows NT or Windows 2000 systems, a user must log
onto the system as a user with administrative privileges. The utilities do not install or operate
correctly for users not logged in with administrative rights.

Select Start then Run and enter the path for the downloaded ACU setup.exe file.
To use the CD go to d:\Utilities\ACU\setup.exe. “d” is the letter of the CD-ROM drive.
Execute the ACU setup.exe file. When the Welcome screen appears, click Next.

In the Authentication Method screen, select None, the default value, for server-based
authentication is not enabled for a client adapter and click Next.

Note See the hyperlink in the Resources section to find out more about the Authentication choices.

After the client utilities are installed, a user can elect not to implement any security features, or a
user can activate some level of security by using WEP keys.

In the Select Components screen, make sure the client utilities are selected. Make sure that any
undesired utilities are deselected. Click Next.

In the Select Program Folder screen, click Next to allow icons for the client utilities to be placed
in the Cisco Systems, Inc. folder.

If no server-based authentication was selected in Step 3, select Launch the Aironet Client
Utility and click Finish. The ACU opens so that the client adapter can be configured.

Step 3 Complete the driver installation without a DHCP server

g.

Double-click My Computer, Control Panel, and Network and Dial-up Connections.
Right-click Local Area Connection.
Click Properties, Internet Protocol (TCP/IP), and Properties.

Click Use the following IP address and enter the IP address, subnet mask, and default
gateway address of the computer which can be obtained from the instructor. Click OK.

In the Local Area Connection Properties window, click OK.
If prompted to restart the computer, click Yes.

The driver installation is complete.

Step 4 Verify the TCP/IP settings

a.
b.

Select Start > Run and enter the following:

On Win2000 or XP, enter emd to bring up the command prompt. While at the command prompt,
type in ipconfig /all to verify the IP settings.
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Step 5 (Optional) Installing on other operating systems

The URLs below provide information for installing the Aironet Client Adapter card on non-Windows
Operating Systems:

a. http://www.cisco.com/en/US/products/hw/wireless/ps4555/products installation and configurati
on_guides_list.html

b. http://www.cisco.com/en/US/products/hw/wireless/ps4555/ps448/index.html

Step 6 Using the Profile Manager

Profile Manager

&

a. Double-click the Aironet Client Utility (ACU) icon on your desktop to open the ACU's profile
manager.

b. Click the Profile Manager icon or select Profile Manager from the Commands drop-down
menu. The Profile Manager screen appears.

What tasks does the Profile manager allow?
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Step 7 Creating a new profile

340 Series Properties - [Office]

Systern Parameters | BF Metwork I Advanced [Infrastructure]l M etwork, Security

Cliert Marne: IM-"' Llient

55I01: |My 5SID

55102 |

55103 |
Power 5 ave Mode: Metwark, Tope:
% ik [Constantly fwake Mode] " AdHoo
i Max PSP [Max Power 5 avings) ¥ |nfrastructure
™ Fast PSP [Power Save Mode

Defaulks |
k. I Cancel | Help |

5710

Follow the steps below to create a new profile.
a. Click Add. A cursor appears in the Profile Management edit box.
b. Enter the name for the first new profiles named “Office”

c. Press Enter. The Properties screens appear with the name of the new profile in parentheses.

Note To use the default values, click OK. The profile is added to the list of profiles on the Profile Manager
screen.

d. Configure the Client name and SSID for the Office profile as directed by the instructor in order to
connect to the AP.

e. Click OK or Apply to save your profile.

f. Create profiles named “Home” and “Airport”
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Step 8 Selecting the active profile

Select Profile

X

Use Selected Profile + | Dffice

5

Uze Another Spplication To Configure My Wireless Setings ©

ak. | Cancel

Apply Help

81168

Follow the steps below to specify the profile that the client adapter is to use.

a. Open ACU; click the Select Profile icon or select Select Profile from the Commands drop-down

menu. The Select Profile screen appears.
b. Select Use Selected Profile

c. Now select the Office Profile.

d. Click OK or Apply to save the selection. The client adapter starts using a profile based on the

option selected above.

Note If the client adapter cannot associate to an AP or loses association while using the selected profile,
the adapter does not attempt to associate using another profile. To associate, a different profile must
be selected or select Use Auto Profile Selection. Use Auto Profile Selection—This option causes
the client adapter's driver to automatically select a profile from the list of profiles that were set up to be
included in auto profile selection. Use Another Application To Configure My Wireless Settings—
This option allows an application other than ACU to configure the client adapter. Examples of such
applications include Windows XP and Boingo. You must select this option if you are configuring your
card through Windows XP or 2000 but want to use ACU's diagnostic tools.

Step 9 Using the Aironet Client Monitor (ACM)

ACM is an optional application that provides a small subset of the features available through ACU.
Specifically, it enables you to access status information about your client adapter and perform basic
tasks. ACM is accessible from an icon in the Windows system tray, making it easily accessible and

convenient to use.
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The profile can also be quickly switched through the system tray using ACM.

« Bl 4:21pM

a. Left click on the ACU icon and go to Select Profile, then choose the Home profile.
b. The client will now associate to the second AP. Observe the ACM icon.
Now select the Airport profile. Observe the ACM icon turn gray
d. Finally, re-select the Office profile to connect to the first AP. The ACM icon should turn green.

About
Exit

Launch Aironet Client Utility
Troubleshooting

Preferences

Turn Radio Off
Reauthenticate

Show Cunng'un Status
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The appearance of the ACM icon indicates the connection status of your client adapter. ACM reads
the client adapter status and updates the icon every 2 seconds

Icon Description

The client adapter's radio is turned off.

The client adapter is not associated to an AP.

The client adapter is associated to an AP, but the user is not authenticated.

The client adapter is associated to an AP, and the link quality is excellent or good.

The client adapter is associated to an AP, and the link quality is fair.

The client adapter is associated to an AP, and the link quality is poor.

e.

What is the status of the client adapter?

Step 10 Modifying a Profile (Optional)

This section provides instructions for modifying an existing profile. Follow the steps in the
corresponding section below to edit, set to default values, rename, or delete a profile.

Editing a Profile

a.

b.
C.
d.

e.

Open ACU; click the Profile Manager icon or select Profile Manager from the Commands drop-
down menu. The Profile Manager screen appears.

From the Profile Management drop-down box, select the profile that you want to edit.
Click Edit. The Properties screens appear with the name of the profile in parentheses.
Change any of the configuration parameters for this profile.

Click OK or Apply to save your configuration changes.

Setting a Profile to Default Values

a.

Open ACU; click the Profile Manager icon or select Profile Manager from the Commands drop-
down menu. The Profile Manager screen appears.

From the Profile Management drop-down box, select the profile that you want to set to default
values.

Click Use Defaults.
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d. When prompted, click Yes to confirm your decision.

e. Click OK or Apply to save your change. The profile is saved with default values.

Renaming a Profile

a. Open ACU; click the Profile Manager icon or select Profile Manager from the Commands drop-
down menu. The Profile Manager screen appears.

From the Profile Management drop-down box, select the profile that you want to rename.
Click Rename. The Profile Management edit box becomes enabled.

Enter a new name for the profile.

®© 2 o T

Click OK or Apply to save your change. The profile is renamed and added to the list of profiles.

Deleting a Profile

a. Open ACU; click the Profile Manager icon or select Profile Manager from the Commands drop-
down menu. The Profile Manager screen appears.

b. From the Profile Management drop-down box, select the profile that you want to delete.
c. Click Delete.

d. When prompted, click Yes to confirm your decision.

e

Click OK or Apply to save your change. The profile is deleted.

Step 11 Importing and exporting profiles

This section provides instructions for importing and exporting profiles. You may want to use the
import/export feature for the following reasons:

o To back up profiles before uninstalling the client adapter driver or changing radio types
e To set up your computer with a profile from another computer
e To export one of your profiles and use it to set up additional computers

Follow the steps in the corresponding section below to import or export profiles.

Exporting a Profile

a. Insert a blank floppy disk into your computer's floppy drive, if you wish to export a profile to a
floppy disk. Or save the file to the PC hard disk.

b. Open ACU; click the Profile Manager icon or select Profile Manager from the Commands
drop-down menu. The Profile Manager screen appears

From the Profile Management drop-down box, select the profile that you want to export.

d. Click Export. The Save Profile As screen appears. The default filename is ProfileName.pro,
where ProfileName is the name of the selected profile, and the default directory is the
directory in which ACU was installed.

e. If you want to change the profile name, enter a new name in the File name edit box.

f. Select a different directory (for example, your computer's floppy disk drive or a location on
the network) from the Save in drop-down box.

g. Click Save. The profile is exported to the specified location.

26 - 429 Fundamentals of Wireless LANs v 1.2 — Lab 2.5.2.1 Copyright © 2003, Cisco Systems, Inc.



Importing a Profile

a.

c
d.
e
f.

If the profile that you want to import is on a floppy disk, insert the disk into your computer's floppy
drive.

Open ACU; click the Profile Manager icon or select Profile Manager from the Commands drop-
down menu. The Profile Manager screen appears.

Click Import. The Import Profile screen appears.
Find the directory where the profile is located.
Click the profile so it appears in the File name box at the bottom of the Import Profile screen.

Click Open. The imported profile appears in the list of profiles on the Profile Manager screen.

Step 12 Denying access to non-administrative users

By default, ACU allows regular-class users to modify and save profiles to the registry. However, if
you have administrative rights, you can prevent regular-class users from saving profiles on
computers running Windows NT, 2000, or XP. (This option is not available for Windows 95, 98, and
Me because these versions of Windows do not support different classes of users.)

Follow the steps below if you wish to prevent users without administrative rights from modifying and
saving profiles (or to allow regular-class users to save profiles if permission was denied previously).

Aironet Client Utility Preferences x|

ﬁmUpmehm{mm'rmwﬁml

. IR I R I TR IR TR R R B )
T Faster j Slower
1 &0

S .""*’Stﬂwﬂuﬂpﬁuw:

[T Display Seconds on Clock

— Signal Strength Display Units:
: * Percent
= dBm

~ Link Status Meter Oplions:——
| ¥ Show History

SEEI Aow NomAdmivistaiis Users o Save peciies 10 the segiy 1

petnde [ = | cacel | e .I

Open ACU by double-clicking the Aironet Client Utility (ACU) icon on your desktop.

G1573

Click the Preferences icon or select Preferences from the Options drop-down menu. The Aironet
Client Utility Preferences screen appears.

Deselect the Allow Non-Administrator Users to save profiles to the registry check box (or
select this check box if you wish to allow regular-class users to save profiles).

Click OK to save your changes.
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Step 13 Uninstall the Aironet Client Utilities (optional)

Note If this step is performed, the ACU will have to be reinstalled before the next lab.

a. Uninstall the Client Utilities

b. Close any Windows programs that are running.
Insert the Cisco Aironet Series Wireless LAN Adapters CD into the computer CD-ROM drive.

d. Select Start then Run and enter the following path: d:\Utilities\ACU\setup.exe. d is the letter of
the CD-ROM drive.

e. When the Welcome screen appears, select Remove and click Next.

f.  When asked if selected applications should be completely removed, click Yes.

g. If a message appears indicating that a file was detected that may no longer be needed by any
application but deleting the file may prevent other applications from running, click Yes.

h. If a message is received indicating that locked files were detected, click Reboot.

In the Maintenance Complete screen, click Finish.

If prompted to restart the computer, remove the CD from the computer CD-ROM drive and click
Yes.
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Lab 2.5.2.2 Install Aironet Desktop Utility (ADU)

Estimated Time: 30 Minutes

Number of Team Members: six teams with two students per team

Objective

The student will learn the procedures for installing the Aironet Desktop Utility (ADU). Also, the
student will configure, select, and manage profiles.

Scenario

Install and configure the ADU to allow a user to configure, manage, and monitor wireless
connections when using Cisco® Aironet® |IEEE 802.11a/b/g Wireless Adapters.

The Cisco Aironet IEEE 802.11a/b/g Wireless LAN Client Adapters (CB21AG and PI21AG) are radio
modules that provide transparent wireless data communications between fixed, portable, or mobile
devices and other wireless devices or a wired network infrastructure. The client adapters are fully
compatible when used in devices supporting "plug-and-play" (PnP) technology.

The AIR-CB21AG PC-Cardbus card is an IEEE 802.11a/b/g-compliant 2.4- and 5-GHz 54-Mbps
client adapter card radio module with a Cardbus interface that can be inserted into any device
equipped with an external 32-bit Cardbus slot. Host devices can include laptops and notebook
computers.
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The AIR-PI21AG PCl card is an IEEE 802.11a/b/g-compliant 2.4- and 5-GHz 54-Mbps client adapter
card radio module that can be inserted into any device equipped with an empty PCIl expansion slot,
such as a desktop personal computer.

Two client utilities are available for use with the client adapters: Aironet Desktop Utility (ADU) and
Aironet System Tray Utility (ASTU). These utilities are optional applications that interact with the
client adapter's radio to adjust settings and display information.

ADU enables you to create configuration profiles for your client adapter and perform user-level
diagnostics. Because ADU performs a variety of functions, it is documented by function throughout
this manual.

ASTU, which is accessible from an icon in the Windows system tray, provides a small subset of the
features available through ADU. Specifically, it enables you to view status information about your
client adapter and perform basic tasks.
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Topology

Laptop
Using
ADU

Preparation
This lab will require the following materials:
e Desktop or Laptop PC
e Appropriate wireless client adapter card
e One Cisco Aironet CB21AG or PI21AG Client Adapter Network Interface Card.
o Aironet Desktop Utility installer
e 2 configured APs (instructor must setup)
o Office Profile AP1—SSID of AP1
o Home Profile  AP2 — SSID of AP2

Step 1 Configure XP to use the ADU
To configure the client adapter through ADU instead of through Windows XP, follow the steps below:
a. Open the Control Panel. See the instructor for instructions for other operating systems.
b. Right-click Wireless Network Connection and click Properties.
c. Select the Wireless Networks tab.
d. Verify that the Use Windows to configure my wireless network settings check box is deselected.
e

Follow the instructions in the "Installing ADU" section to install ADU.

Note If the client adapter will be configured through Windows XP but the ADU's diagnostic tools will be
used, then install ADU but do not create any profiles.

31-429 Fundamentals of Wireless LANs v 1.2 — Lab 2.5.2.2 Copyright © 2003, Cisco Systems, Inc.


http://www.cisco.com/en/US/products/hw/wireless/ps4555/products_installation_and_configuration_guide_chapter09186a008007f869.html#98947#98947

Step 2 Install the Aironet Client Utilities (ADU)

Etiscu Aironet Desktop Utility - Current Profile: Wireless el 4
fction Opkions  Help

Current Status | Profile M anagement | Diagnostics

Cisco SYSTEMS Profile Mame:  “wireless

Link Status:  Aszzociated

Server Bazed Authentication:  MNone Data Encrplion: Maone
Metwork Tppe:  Infrastiucture Current Channel: B
Wwirelesz Mode: 2.4 GHz 11 Mbps P Address: 101010100
Signal Strength: | E scellent

Prior to installing ADU software and card drivers, the client adapter should be installed into the laptop
or desktop computer. When the computer reboots, Windows may recognize that hardware has been
installed.

a. Click Cancel on the Windows Found New Hardware Wizard to continue.

Found MNew Hardware Wizard %

YWelcome to the Found New

S -
\? Hardware Wizard

Thiz wizard helps you install a device driver for a
hardware device.

To continue, click Mest,

V "4

¢ Back I M et = I Carnicel |
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b. Navigate to the installation file for the client adapter. This file can be found either on the CD that
came in the package with the CD or on the local PC if this file was downloaded from Cisco.com.

Double click the file to begin installation.

J File Edit ‘iew Favorites Tools  Help

J ‘= Back ~ = - | Qhsearch | 4 Folders ®| B Iz X v | Ed~

J Address I@ o
I Size I Type

L=
& |
[

Folders ® || Mame
FH] Desktop - [E] FileList bt 1KE Text Document
#1253 My Documents %] Links. himn 11KE HTML Dacurent -
E‘@. My Computer %ﬁg&L porpref 1,493 KE #&dobe Acrobat Document
| B3 Local Disk (22 —(: Win-CIient-BDE.lla-b-g-Ins-Wizard-vl.B 5,412 KB Application
C @ Cisco21AG (D) D
; -] Cartral Panel
-- My Metwork Places ~| 4] | ]
F
|4 objeck(s) (Disk free space: O bytes) |Eu.?5 ME @ My Compuker 4

The Installation Program will open and prompt for any necessary input. Click Next to continue.

X

C.

Cisco Aironet Installation Program

Cizco Aironet Installation Program

Thiz program inztallz the driver and client utilities for wour
Cizco Aironet Wireless LAN Client Adapter.

< Back | [:‘g:-:b- I Cancel

hh
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d. From the available Setup types, select the first option: Install Client Utilities and Driver. This
option will install all of the necessary files for both the client adapter and the desktop utility. Click
Next to continue.

Cisco Aironet Installation Program

- x|

Setup Type

Select the setup type that best suits your needs.

Click. the type of zetup vou prefer.

Install Client Utilities and Driver [recommended] ~ Description
Inztall Dinver Only Choose this option to inztall the
take Driver Installation Diskette(z)] driver and client utilitiez. Thiz iz

the recommended option.

[ ratall S hield

< Back | Nf-{b I Cancel
i

e. Now there is a prompt to accept a system reboot after installation completes. Click Yes to
continue installation. Clicking No will cause installation to abort.

Question =

@ The option yvou have selected requires the system ko be rebooted at the end of the operation. Do you want ko

conkinue?
‘f‘es& | Mo I

f. The default settings can be accepted for the destination folder. Remember to reboot the
computer when installation has completed.

Cisco Aironet Installation Program |

The Installation Program has successfully performed the selected operations, but the system needs to be rebooted
before all af the changes will take effect, Click O ko reboak the syskem,

Step 3 Complete the driver installation without a DHCP server
a. Double-click My Computer, Control Panel, and Network and Dial-up Connections.
b. Right-click Local Area Connection.
c. Click Properties, Internet Protocol (TCP/IP), and Properties.
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d. Click Use the following IP address and enter the IP address, subnet mask, and default
gateway address obtained from the instructor. Click OK.

e. Inthe Local Area Connection Properties window, click OK.
f. If prompted to restart the computer, click Yes.

g. The driver installation is complete.

Step 4 Verify the TCP/IP settings
a. Select Start > Run and enter the following:

b. On Win2000 or XP, enter cmd to bring up the command prompt. While at the command prompt,
type in ipconfig /all to verify the IP settings.

E:"-.,'||'||'INNT"'.,svsten132"'.,cn1d.e:-ce

Ethernet adapter Cisco G:

Connection—specific DNE Suffix
Description . . . e e e e
Phyzical Address

DHCP Enabled. .

1P Address. . .

Subnet Mask . .

Default Gateway

DME Servers . .

Cisco Aironet 802.11a-b g Wireless Adapter
33—43—96—95—24—23

o

1A8.18.18.188

255 _255_255.8

1iA8.18.168.1

64.182 .6.247

171.68.226.120

64.182_.2_.51

171.68.235.228

Primary WINE Server . .
Secondary WINS Server .

Step 5 Running ADU

To open the ADU double-click the desktop icon or navigate to the program shortcut from the Start
button: Start>Programs>Cisco Aironet>Aironet Desktop Utility. Alternately, the System Tray icon can
be used to launch the desktop utility.

[#|Cisco Aironet Desktop Utility - Current Profile: Defa 7] x|
Action  Options  Help

Current Status l Frofile kanagement | Diagnostics

Prafile Mame:  Default
M- Link Status:  Aszociated

Server Bazed Authentication:  Mone D ata Encryption:  Mane
Metwork Type:  Infrastiucture Current Channel: &
YWireless Mode: 2.4 GHz 54 Mbps IP Address:  0.0.0.0
Signal Strength: Excellent

The tabbed interface of the ADU allows access to each of the necessary tasks to configure and
monitor the client adapter.
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a. Click the Advanced tab to view detailed setting information for the card. The Advanced Status
tab can provide useful information about the current SSID as well as association information for
the card. Click OK to close the window and return.

Metwark: Mame (55107 kzLnami Current Signal Strenath: 57 dBm
Server Bazed Authentication: MHone Current Moize Level: -9 dEm
[rata Encryption: MHone Jp Tirne: 00:04:30
Authentication Type: Open
Message Integity Check: Mone 80211k Prearnble: Shart & Lang
’ Current Link, Speed: 54.0 Mbpz
Azzociated AP Mame: root Channel: g
Assaciated AF P Address: 10.0.0.2 Frequency: <. 447 GHz
Azzocisted AP MAC Address: 00-11-93-45-43-50 Chaninel Set: AMENCa
Power Save Mode: CAM [Congtanty Awake Mode]
Current Fower Lewvel: 100 mi
Avallable Power Levels [B02.11a): 40, 25, 20, 13, 10 mtw
Arvailable Power Levelz [B02.11bAg]: 100, 63, 50, 30, 20, 10 mtw
NOK |
&)

Step 6 Profile Management

The Profile Management tab allows the creation, modification, removal or activation of client adapter
profiles. Each profile can contain a unique set of authentication and encryption settings. Using
multiple profiles will allow the adapter to work in a variety of settings.

a. The Default profile was created when the adapter was installed. Click the Modify button to view
the settings associated with this profile. (If the Default profile has been deleted, click any
available profile to modify.)

[#]Cisco Aironet Desktop Utility - Current Profile: Default ed |

Action  Opkions  Help

Curment Statuz  Profile Management I Diagnostics

Tm Hew... |
i n:nql{f\_l,l... |
&1
Bermmve |
HLctivate |
— Detailz
Metwork, Tope: Infraztricture Import,.. |
Security bode; MHone
Metwork Mame 1 [SSIDT) <empty: Export... |
MHetwark Mame 2 [SSID2]  <emphy: Sran |
Metwork Mame 3 [SSID3]  <empby:
T Auto Select Profiles Order Profiles. .. |
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b. View the General, Security and Advanced settings for the profile. Notice that each profile has
many configuration options available. Click the Cancel button to return to the Profile
Management window.

Profile Management 2

Lieneral I Securit_l,ll .ﬁ.dvancedl

— Prafile Settings

Frofile Mame: |MEEN]

Client M arme; I

— Metwark Mames

55ID1: |

55102 |

55103 |

c. To create two new profiles named “Home” and “Airport”, select the New... button. First create
the Home profile. Use a Profile Name that makes it easier to remember where this profile is
used. The Client Name should be a useful identifier for the computer. In the SSID1 field, type
“‘Home.” SSIDs are case sensitive and must match the AP or bridge exactly. Click OK to
continue.

Profile Management ﬂﬂ

General I SEcurit_l,II .-’-'-.d'-.fann:eu:ll

— Profile Settings

Profile M arme; IHDmeF'n:-fiIe

Client M ame: I"-.-'-.-"u:urkstatiu:un

— Metwark Mames

5501:|Hnmd

55102 |

55103 |

[Q_]Q I Cancel

)
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d. Create a second profile for use at the airport.

Profile Management d

General I Securit_l,ll .ﬁ.dvancedl

— Prafile Settingz

Profile Marme: I.-“-‘-.irp-:urtF'rI:ufile

Client M ame: IWDrkstatiDn

— Metwark Mames

55I01: |f-‘~irp-:lrt

5502 |

5503 |

& (] 4 I Cancel

With multiple profiles, it is important to know which profile is currently selected for use. From the
Profile Management window, any of the listed profiles can be selected. Follow the steps below to
specify the profile that the client adapter is to use.

Step 7 Selecting profiles

a. From the list of profiles in the Profile Management window, click the HomeProfile and then the
Activate button. If the AP has been configured with the Home SSID, the client should associate.
If the client does not associate troubleshoot with your instructor.

Etiscu Aironet Desktop Utility - Current Profile: Wireless ﬂﬂ

Action  Options  Help

Current Statuz  Profile Management | Diagnostics

“iam Wireless Mew... |
Default :
AirportProfile Madify.. |
HomePrafile Remove |

.ﬁ.lf\ti\vate |
e

— Details
Metwark Tope: [nfrastructure Import... |
Security bode; MHone
Metwark Mame 1 (55101 Home Expart... |
Metwork Mame 2 [SSIDEL  <empty: Ccan. |
Metwaork Mame 3 [SSID3] <emphy:

[T Auto Select Profiles Crder Profiles.. |
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Configured profiles can be tried in a specified order. This is useful when a laptop is used in multiple
areas consistently. For instance, a laptop might be used daily at work and then at home during the
evening. Auto selected profiles in this case would be an easy way to ensure that the laptop
associated with the access point at each site.

b. From the Profile Management window, select the Order Profiles... button.

c. The configured profiles will appear in the top window as Available Profiles. One or more of these
profiles can be added to the Auto Selected Profiles list by selecting the profile and clicking the
Add button. Once in the list, the profiles can be ordered by preference. The adapter will try each
profile in order until one associates with an access point.

— Available Profiles:
Add
AjrpartPrafile
HomePrafile
— Auto Selected Profiles:
Mmve up
il o datwir
Bemove

Step 8 Using the Aironet Client Monitor (ACM)

The ACM is an optional application that provides a small subset of the features available through
ADU. Specifically, it provides access to status information about the client adapter and the ability to
perform basic tasks. The ACM is accessible from an icon in the Windows system tray, making it
easily accessible and convenient to use.

The profile can also be quickly switched through the system tray using ACM.

«E&Wr 4:21pPM

Right click on the ADU icon and go to Select Profile, then choose the Home profile.

The client will now associate to the second AP. Observe the ACM icon.

Now select the Airport profile. Observe the ACM icon turn gray

2 o T o

Finally, re-select the Office profile to connect to the first AP. The ACM icon should turn green.
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Help
Exit

Open Aironet Deskbop Lkl .
Troubleshooting

Preferences. ..

Dizable Fadio

Manual LEAR Login
Reauthenticate

Select Profile 3

Show Connection Status

The appearance of the ACM icon indicates the connection status of the client adapter. The ACM
reads the client adapter status and updates the icon every 2 seconds

Icon | Description

The client adapter's radio is turned off.

The client adapter is not associated to an AP.

The client adapter is associated to an AP, but the user is not authenticated.

]

The client adapter is associated to an AP, and the link quality is excellent or good.

The client adapter is associated to an AP, and the link quality is fair.

m
.]_::_|

The client adapter is associated to an AP, and the link quality is poor.

Step 9 Modifying a Profile

Existing profiles may need to be edited to maintain consistency with the access point configuration or
if the SSID was misconfigured.

a. Open the ADU, select the profile to modify, and then click the Modify button.
b. Change the configured client name for this profile.

c. Click OK or Apply to save the configuration changes.

Step 10 Removing a Profile

During lab activities, a number of profiles may be created. To ease troubleshooting, profiles may be
deleted if they are no longer needed.

a. Click the profile that will be deleted.
b. Click the Remove button. Note that there is no confirmation for this action! Take care when
removing profiles from the client adapter.
Step 11 Importing and exporting profiles

This section provides instructions for importing and exporting profiles. YThe import/export feature
may be used for the following reasons:
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o To back up profiles before uninstalling the client adapter driver or changing radio types
e To set up a computer with a profile from another computer
e To export one of the profiles and use it to set up additional computers

Follow the steps in the corresponding section below to import or export profiles.

Exporting a Profile
Insert a blank floppy disk into the computer's floppy drive, or save the file to the PC hard disk.

Open the ADU. From the Profile Management tab, select the profile to export. Click the Export
button.

The Export Profile screen appears. The filename and directory can be changed.

d. Click Save to export the profile.

Save in:la Cigco Aironet j - £ Eo-
] Manual

Save

File narne:

Save a3 type: | Config files (*.prf) | Cancel |

y

Importing a Profile
a. Open the ADU and click the Profile Management tab.

b. Click Import. The Import Profile window appears. Navigate to the directory where the profile is
located. Click the profile so it appears in the File name box at the bottom of the Import Profile

screen.
c. Click Open. The imported profile appears in the list of profiles on the Profile Manager screen.
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File: rarme: IHDmeF"rn:nfiIe.prf Open I
Files of type: | Canfig files [~ prf) =l Cancel |

v

Step 12 Scanning for available networks

The Profile Management tab also includes a Scan button that displays Available APs and Ad Hoc
Networks. Those network names listed with a key icon demonstrate that the network is secured. If no
key is displayed, the network is not secured and will likely accept guest associations.

Highlight a network name and click the Activate button to connect to an available network. If no
configuration profile exists for that network, the Network Configuration Settings window opens to the
General tab. Fill in the network name and click OK to create the configuration profile for that network.

Available Infrastructure and Ad Hoc Networks d |
M etwark, Mame [S5I0] | ] | Signal Strength | Channel | YWireless Mode |
ﬁ' Wireless E 100 % G 2.4 GHz 11 Mbps
i [EEn ﬁ 100 % 1 2.4 GHz 54 Mbps
Activate Refresh | | ak. I
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Lab 2.5.5.1 Configure Auto Profiles

Estimated Time: 25 Minutes
Number of Team Members: six teams with two students per team

Objective
The student will learn the procedures for configuring ACU to use Auto Profiles.

Scenario

The Use Auto Profile Selection option causes the driver for the client adapter to automatically
select a profile from the list of profiles that were set up to be included in auto profile selection. The
name of the profile that is being used appears in the box to the right of the Use Auto Profile

Selection option.

If the client adapter loses association for more than 10 seconds, the driver switches automatically to
another profile that is included in Auto Profile Selection. The adapter will not switch profiles as long
as it remains associated or reassociates within 10 seconds (or within the time specified by the LEAP
authentication timeout value). To force the client adapter to associate to a different AP, Auto Profile
Selection must be disabled and a new profile must be selected.

Topology

.L.apt;::p .

using
r ACL
Office Home
Solb-AR1 SSID-AP2
k] £
PC 1 PC
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Preparation
This lab will require the following materials:
e 3 Desktop or Laptop PC
o Appropriate wireless client adapter card
e One Cisco Aironet PCI352, CB20A, or PCM 352 Client Adapter Network Interface Card.
o Aironet Client Utility installer
e Two configured AP (instructor must setup)
o AP1-SSID of AP1
o AP2-SSID of AP2
o AP3 - SSID of AP3 (optional)

Resources

http://www.cisco.com/en/US/products/hw/wireless/ps4555/products installation and configuration g
uide chapter09186a008007f869.html#1091568

Step 1 Creating multiple profiles
a. Remove any existing profiles.

b. Now create 4 profiles based on the following table.

Profile Profile Name Client Name SSID
1 Office1 StudentP1 AP1
2 Home StudentP2 AP2
3 Office2 StudentP3 AP3
4 Airport StudentP4 AP4

(Where StudentP is the student name)

Step 2 Including a profile in auto profiles selection

After creating the four profiles for the client adapter, the profile manager auto profile selection feature
can be used. When auto profile selection is enabled, the client adapter automatically selects a profile
from the list of profiles that were included in auto profile selection and uses it to establish a
connection to the network.

Follow the steps below to include the profiles in auto profile selection and to establish the order in
which the profiles will be selected for use.

a. Open ACU; click the Select Profile icon or select Select Profile from the Commands drop-down
menu. The Select Profile screen appears

44 - 429 Fundamentals of Wireless LANs v 1.2 — Lab 2.5.5.1 Copyright © 2003, Cisco Systems, Inc.


http://www.cisco.com/en/US/products/hw/wireless/ps4555/products_installation_and_configuration_guide_chapter09186a008007f869.html#1091568
http://www.cisco.com/en/US/products/hw/wireless/ps4555/products_installation_and_configuration_guide_chapter09186a008007f869.html#1091568

Select Profile

X

Use Selected Profile | Office |

@ Manage...

Use Another Spplication to Configure My Wirsless Settings T

0k, | Cancel Apply Help

Q0500

Step 3 Manage and add profiles
The following rules apply to the auto profile selection:
e At least two profiles must be included in the Auto Selected Profiles Box.

e The profiles must specify an SSID; otherwise, they cannot be selected in the Available
Profiles box.

o Profiles cannot specify multiple SSIDs; otherwise, they cannot be selected in the Available
Profiles box.

e Each profile that is included in auto profile selection must have a unique SSID. For example,
if Profile A and Profile B both have "ABCD" as their SSID, only Profile A or Profile B can be
included in auto profile selection.

a. Click the Manage button next to the Use Auto Profile Selection option. The Auto Profile
Selection Management screen appears

Auto Profile Selection Management

Auto Selected Profiles Axvailable Profiles

High Officel

Pricrity Dffice?
<< Add Harme

Alrport

g

Lo
Fricrity

(1] Cancel Apply Help e

=i
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b. All the created profiles are listed in the Available Profiles box. Highlight each one to include
in auto profile selection and click the Add button. The profiles move to the Auto Selected

Profiles box.

c. The first profile in the Auto Selected Profiles box has the highest priority while the last profile
has the lowest priority. To change the order and priority of the auto-selectable profiles,
highlight the profile to be moved and click the High Priority or Low Priority arrow to move
the profile up or down, respectively.

d. Click OK to save the changes.

When auto profile selection is enabled, the client adapter scans for an available network. The profile
with the highest priority and the same SSID as one of the found networks is the one that is used to
connect to the network. If the connection fails, the client adapter tries the next highest priority profile
that matches the SSID and so on.

To remove a profile from auto profile selection, highlight the profile in the Auto Selected Profiles box
and click the Remove button. The profile moves to the Available Profiles box.

Step 4 Connect to the highest priority AP

Connecting to APs in various venues becomes very easy. Follow the instructions below to observe
the auto profile feature.

a.
b.

C.

With the Select Profile window open, select the Use Auto Profile Selection

Click OK

A connection to the first AP in the list should be established. If not, turn off the client radio and
then turn on the radio.

After connecting to the highest priority AP, turn off the AP. Observe the ACM icon status.

Since the High Priority AP is down, the Auto Profile will attempt to connect to the AP. After an
unsuccessful attempt, the Profile Manager will try to connect using the second highest profile in
the list.
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Lab 2.5.5.2 Configure Auto Profiles using ADU

Estimated Time: 25 Minutes
Number of Team Members: six teams with two students per team

Objective
The student will learn the procedures for configuring ADU to use Auto Profiles.

Scenario

The Auto Selected Profiles configuration option causes the client adapter to automatically use a
profile from the list when attempting to associate with a network.

If the client adapter loses association for more than 10 seconds, the driver switches automatically to
another profile that is included in Auto Selected Profiles list. The adapter will not switch profiles as
long as it remains associated or reassociates within 10 seconds (or within the time specified by the
LEAP authentication timeout value). To force the client adapter to associate to a different AP, the
desired profile must be selected from the Profile Management window.

Topology

I'_aptop'

=,
. ADU y
Office Office
SSID-AP1 SSID-AP2
'
PC 1 PC 2
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Preparation
This lab will require the following materials:
e 3 Desktop or Laptop PC
o Appropriate wireless client adapter card
e One Cisco Aironet Client Adapter Network Interface Card.
o Aironet Desktop Utility
e Two configured APs (instructor must setup)
o AP1-SSID of AP1
o AP2-SSID of AP2
o AP3 - SSID of AP3 (optional)
o AP4 - SSID of AP4 (optional)
Step 1 Creating multiple profiles

a. Remove any existing profiles using the Aironet Desktop Utility.

b. Create 4 new profiles based on the following table.

1 Office1 StudentP1 AP1
2 Home StudentP2 AP2
3 Office2 StudentP3 AP3
4 Airport StudentP4 AP4

(Where StudentP is the student name)

Step 2 Including profiles in auto profiles selection

After creating the four profiles for the client adapter, use the Order Profiles button to add profiles to
the Auto Selected Profiles list.

Follow the steps below to include the profiles in auto profile selection and to establish the order in
which the profiles will be selected for use.

a. Open the ADU and click the Order Profiles button. Add profiles from the Available Profiles
list to the Auto Selected Profiles list.

b. Use the Move Up and Move Down buttons to rearrange the profiles in the order as listed in
the table.

The following rules apply to the auto profile selection:

e The profiles must specify an SSID; otherwise, they cannot be selected in the Available
Profiles box.

¢ Profiles cannot specify multiple SSIDs; otherwise, they cannot be selected in the Available
Profiles box.

e Each profile that is included in auto profile selection must have a unique SSID. For example,
if Profile A and Profile B both have "ABCD" as their SSID, only Profile A or Profile B can be
included in auto profile selection.
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Auto Profile Selection Management 7] x|

—&vailable Profiles:

rﬂ_ Add

— &uto Selected Profiles:

Officel Move up
Herne Move down
Femove

] I Cancel |

When auto profile selection is enabled, the client adapter scans for an available network. The profile
with the highest priority and the same SSID as one of the found networks is the one that is used to
connect to the network. If the connection fails, the client adapter tries the next highest priority profile
that matches the SSID and so on.

il

To remove a profile from auto profile selection, highlight the profile in the Auto Selected Profiles
box and click the Remove button. The profile moves to the Available Profiles box.
Step 3 Connect to the highest priority AP

Connecting to APs in various venues becomes very easy. Follow the instructions below to observe
the auto profile feature.

a. After connecting to the highest priority AP, turn off the AP. Observe the ACM icon status.

b. Since the High Priority AP is down, the Auto Profile will attempt to reconnect to the AP. After an
unsuccessful attempt, the Profile Manager will try to connect using the second highest profile in
the list.

c. Ifthe first AP is turned back on and the second AP is now turned off, the client adapter will
reconnect to the first.
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Lab 2.6.5.1 ACU Utilities

Estimated Time: 10 Minutes
Number of Team Members: 2 students per team

Objective
Students will use the Aironet Client Utilities (ACU) to complete the following tasks:

o Assess the performance of the Radio Frequency (RF) link
¢ View the status of the wireless network
¢ View the statistics of the wireless network

¢ View the link status of the wireless network

Topology

10.0.P.1/24

10.0.P.11/24
(optional

10.0.P.0/24
DHCP server)

PC 1
10.0.P.10/24
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Scenario

néi fjronet Client Ukility : =10l x|

Commands  Options  Help

£ & L W By Q@ o K 2 @
Select  Profile  Skatus  Statisktic  Load Link, Sike Link  Prefere Help  About
Prafile  Mana... 5 Fitm... Test  Survey Staktu... nces

GIsco SYSTEMS

®

Arronet Client Utihity V5.05

Yiour 350 Series is in AdHoc Mode 12434 M

ACU provides tools that enable a wireless technician to assess the performance of the client adapter
and other devices on the wireless network. ACU diagnostic tools perform the following functions:

¢ Display the current status and configured settings of the client adapter
e Display statistics pertaining to the transmission and reception of data of the client adapter
o Display a graphical image of the client adapter RF link
e Run an RF link test to assess the performance of the RF link between the client adapter and
its associated AP.
Preparation

The instructor will prepare one AP that will be used by the whole class to perform this lab exercise.
An IP address and SSID must be configured for the AP.
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Step 1 Run an RF link test

The ACU link test tool sends out pings to assess the performance of the RF link. The test is
performed multiple times at various locations throughout the lab area. The test is designed to run at
the data rate set in the Edit Properties - RF Network section of ACU.

The results of the link test can be used to determine the RF network coverage and ultimately the
required number and placement of APs in the network. The test also helps installers avoid areas
where performance is weak. Therefore the test helps to eliminate the risk of a lost connection
between the client adapter and its associated AP.

Because the link test operates above the RF level, it does more than test the RF link between two
network devices. It also checks the status of wired sections of the network and verifies that TCP/IP
and the proper drivers have been loaded.

Wil pironet Client Utility : _ -0l x|
Commands  Options  Help

£ & Y o ¥yl e 7 2 @

Select  Profile  Skatus  Skatiskic  Loag Link, Sike Link  Prefere Help  About
Prafile  Mana... 5 Firm.).  Test | 3urvey Staktu... nces

GIsco SYSTEMS

®

Arronet Client Utihity V5.05

Yiour 350 Series is in AdHoc Mode 12434 M

Select the Link Test button from the Aironet Client Utility screen. The Link Test Screen will appear
on the desktop.
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Step 2 Link test screen

350 Series Linktest - [Cisco]

10.0.11

In the IP Address of AP field, notice, by default, the IP address is the AP to which the wireless NIC is
associated. This IP address could be changed to another wireless device IP address.

The link test can be setup to run until it has attempted to send a specific number of packets or to run
until it is stopped. Choose one of the following steps to determine how long the link test will run:

a. Select the number of packets that the link test should attempt to send. A number can be entered
in the Number of Packets field or the slider can be used to select this value. (The Number of
Packets parameter is ignored if the Continuous Linktest checkbox is selected.)

Range: 1 to 1000
Default: 100

b. Select the Continuous Linktest checkbox to allow the link test to run continuously.
Default: Deselected

c. Select the size of the data packet that is to be sent. Using the ACU, a number can be entered in
the Packet Size field or the slider can be used to select this value.
Range: 64 to 2048
Default: 64

d. Leave all options to the default settings.
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Step 3 Run the link test

350 Series Linktest - [Cisco]

E4101. 11276

[reratilts

Click the Start button to run the link test. While the test is running, statistics are displayed and
updated periodically.

a. What is the Cumulative Total of the AP Receive Statistics (Packets)?

b. What is the Cumulative Total of the AP Transmit Statistics (Packets)?
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Step 4 Status screen

a.

From the Aironet Client Utility screen, select the Status button.

b. Complete the following list of information about the Wireless Infrastructure status that is

displayed on this page:
1. Firmware version
Is WEP enabled or disabled

IP Address

Status

Current Link Speed

Current Power Level

Channel or Frequency

® N o o bk w0 D

SSID

9. Power Save Mode
10. Associated AP Address
11. Associated AP MAC Address

Step 5 Statistics screen

350 Series Statistics - [Cisco]

Receive Statiztics

kulticast Packets Received
Broadcast Packets Received

IInicaszt Fackets Received
Bytes Recered
Beaconz Received

Total Packets Receved OF.
Duplicate Fackets Received

Overrun Errors

PLCP CRC Errars

PLCP Faormat Errors
FLCP Length Ermars

kAT CRC Errars

Partial Packetz Received
S5I0 Migmatches

AP Mizmatches

Data Rate Mismatches
Althentication Rejects
Authentication Time-out
Azzociation Rejects
Azeociation Time-out
FPackets Aged

Ip Time [hh:mm: sz]
Total Up Time [hh:rmmm; ez

83,677
28.6EY
330,650
392,185,526
244 427
1,317,138
142

0
1,165,988
387

o

2a0.450

0

12177

L Y s

07:14:18
07:14:18

Reszet

Tranzmit Statiztics

Multicast Packets Tranzmitted
Broadzast Packets Transmitted
Unicazt Fackets Transmitted

Bytes Transmitted
Beaconz Tranzmitted

Aok Packets Transmitted
RTS Packets Transmitted
CTS Packets Transmitted
Single Collizions

kultiple Caollizions

Fackets Mo Deferral
Fackets Deferred Praotocal

Fackets Defered Energy Detect

Facketz Rety Long
FPackets Rety Shaort
Fackets Max Retries
FPackets Ack Received
Packets Mo Ack Received
Facketz CTS Recened

FPackets Mo CTS Received

FPackets Aged

Fauze | (] I

41

178

297 339
B1.751.703
0
230,838
134
1.787

1]

0

o

446
22,402
15,360
10

0
239,874
13.360
124

10

1]

Help
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From the Aironet Client Utility screen, select the Statistics button.

a. Which statistics are incrementing greater, transmit or receive? Why?

b. Define the following terms from the Statistics screen:

1. RTS
2. CTS
3. ACK

Step 6 Link Status Meter

Link Status Meter - [Cisco] x|

]
o
z
L
@
3
=1
=3
g
#

Signal Quality - 95%
Link Quality to Access Point phx-21-ap4.cisco
IP Address 64.101.112.76 MAC Address 00:40:96:58:04:ED
EXCELLENT

k. I Help

a. Bring up the Link Status Meter. Click the Link Status Meter button on the ACU.
b. Observe the Signal Quality over a period of 30 seconds.
1. What is the Signal Quality of the AP?

2. What is the Signal Strength of the AP?
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Lab 2.6.5.2 Using ADU Utilities

Estimated Time: 10 Minutes
Number of Team Members: 2 students per team

Objective
Students will use the Aironet Desktop Utility (ADU) to complete the following tasks when using a
Cisco Aironet IEEE 802.11a/b/g Wireless Adapter:

o Assess the performance of the Radio Frequency (RF) link
e View the general and advanced transmit/receive statistics
e View the adapter information

¢ Run and analyze troubleshooting reports

Topology

POD P

10.0.P.1/24

10.0.P.11/24
(optional
DHCP server)

10.0.P.0/24

PC 1
10.0.P.10/24
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Scenario

The ADU provides tools that enable a wireless technician to assess the performance of the client
adapter and other devices on the wireless network. ADU diagnostic tools perform the following
functions:

o Display the current status and configured settings of the client adapter
o Display statistics pertaining to the transmission and reception of data of the client adapter
o Display a graphical image of the client adapter RF link
¢ Run an RF link test to assess the performance of the RF link between the client adapter and
its associated AP.
Preparation

The instructor will prepare one AP that will be used by the whole class to perform this lab exercise.
An IP address and SSID must be configured for the AP. The instructor must announce or post the
AP SSID to which student clients should connect.

Step 1 View the current status of the client adapter

Open the ADU application from either the Start Menu or by right-clicking the client monitor icon from
the System Tray. From the Current Status tab, a number of useful settings can be seen.

[ Cisco Aironet Desktop Utility - Current Profile: Airport 7] x|

Action  Options  Help

Current Status | Prafile Management | Diagnostics

Ci1sco SYSTEMS Profile Mame:  Airport

Link Status:  Aszociated

Server Bazed Authentication:  Mone Data Encryption:  Maone
Metwork Tepe:  Infrastructure Current Channel: &
Wirglesz Mode: 2.4 GHz 54 Mbpz [P Address:  192.168.0.103
Signal Strength: | Excellent

Record the following information from the Current Status screen:

1. Profile Name:

2. Network Type:

3. Data Encryption:
4. Adapter IP Address:

If the connection is made from a laptop computer, move the computer to another part of the room
and observe the Signal Strength. The graphical display should change as the adapter receives a
stronger or weaker signal from the access point.
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Step 2 Advanced information

The Advanced button can be used to view more detailed statistics for the adapter. Information in the
Advanced Status window includes settings that have been assigned for SSID, Channel, and

Available Power Levels.

If the access point has been configured to move to the least congested channel, the information in
this screen can be used to determine which channel has been selected.

1. Record the current Channel from the Advanced Status screen for the adapter:

2. Record the current Link Speed:

3. Record the Signal Strength and Quality:

Advanced Status

Mebwark: Mame (55107 default

Server Bazed Authentication: Mone

Drata Encryptior: MHaone

Authentication Tope: Open

Mezzage Inteqrity Check: MHaone

Agzociated AP Mame:

Agzociated AP IP Address: 0000

Azzociated AP MAC Address: 00-00-g3-EB-CF-8a

Power Save Mode: Cakd [Constantly fwvake Mode]
Current Power Level: 100 s

brailable Power Levels [B02.17a); 40, 25, 20, 13, 10 mw
Arailable Power Levelz [B02.11bAg); 100, 63, 50, 30, 20, 10 mw

[

Current Signal Strenagth: 933
Current Signal Quality: 4%
Ip Tirne: 00:26:04
30211k Preamble: Shart & Lang
Current Link, Speed: 6.0 Mbps
Channel; B
Frequency: 2437 GHz
Channel Set: America

0K |
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Step 3

Diagnostics

The Diagnostics tab has several useful utilities. Basic transmit and receive statistics are presented
on the main page. These statistics are useful to determine if the adapter is sending and receiving

wireless data.

Etiscn Aironet Desktop Utility - Current Profile: Airpork
Help

Action  Options

Current Statuz

— Tranzmit

Profile Management  Diagnostics

Multicast Packets; 0
Broadzast Packets: 0
Unicast Packetz 1
Total Bytes: 95

Advanced Statiztics |

Troubleshooting |

— Receive

Multicazt Packets: 0
Broadzast Packets: 10
Unicast Packetz: 0
Total Bytes: 3332
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Clicking the Advanced Statistics button will open up a window with more detailed information for
the wireless connection. Two of the most useful categories of information in this window include
authentication statistics and encryption error statistics. When security is applied to the access point,
these statistics will be useful to determine if the adapter has had authentication or encryption errors.

— Tranzmit
Frames Transmitted OF; ] RTS Framesz: ]
Frames Fetred: ] CTS Framesz: ]
Framesz Dropped: ] Mo CTS Frames: ]
Mo ACE. Frames: ] Fetied BTS Frames: ]
ALK Frames: ] Fetried [0 ata Frames: ]

— Receive
Beaconz Received: 29 Authentication Time-0Out; 1]
Frames Received OF.; ] Authentication Fejects: 1]
Framez Received with Ermors: ] Bgzociation Time-0ut; 1]
CRC Errors: ] Bgzociation Rejects: 1]
Encryphion Errors: ] Standard MIC OF: ]
Duplicate Frames: ] Standard MIC Erors: 1]
AP Mizmatches: ] CEIP MIC Ok ]
[ata B ate Mizmatches: ] CKIP MIC Errars: ]

The Adapter Information button opens a window that provides information about the adapter
hardware. One very useful parameter displayed is the adapter MAC address.

1. Record the adapter MAC address here:

Adapter Information

Card Mame:
tAC Address:

Drriveer:

Drriver Yerzion:

Drriver D ate:;

Serial Mumber:

Clignt M arne;

Cizco Aironet 30211 a/bAg Wireless Adapter
00-40-36-45-24-23

CWWARM T seystem32SDRIMER S \caoo2 1. avs
1.1.0.10

10 Jun 2004 20:08:50

AMBOST90 46

SCORER-W2KT

2l x|

0K |
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Step 4 Troubleshooting

The Troubleshooting button is used to access the built in diagnostic
button to begin the diagnostic tests.

= |Troubleshooting Utility

tests. Click the Start Test

x|

— Test result / repart

Rurnning Driver inztallation test .
Test pazsed

Running Card inzertion test
Test paszed

Running Card enable test ...
Test paszed

Funning Radio test .
Test pazsed

Funning Aszociation hest
Test pazzed

Rurning Authentication test .
Test bypazsed.

Running Metwork, test
Test paszed

Start Test I Save Hepart..

Wiew Repart

Once the tests have completed, a detailed report can be viewed. This report provides useful
information for troubleshooting both the hardware and software configuration of the wireless adapter.

% | Troubleshooting UEility

X

— Test result £ report

Wironet Deskiop Utilig
Troubleshooter report...
Fepaort date: \Wednesday, September 15, 2004

Marme: Driver ingtallation best
Dezcription: Thiz test iz bo check the radio driver installation.
The radio's registy keys are OF.

Mic name. ... .. ... Cizco Aronet 802,11 a/bdg Wireless Adapter
Dirivername . ... ... CSCO2N
Diriver path. ... CSWINNT SepstemZ25DRIYER Sesco2] . ays
Drriver wersion. . ... .2 1.1.0.10
Wotive Profile Mame . Airport

Test Done: The radio driver has been inztalled.

Start Test Save Report...

=l
| Wiew Besuls I
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Scroll through the test results and record the following information:

Active Profile Name:

1

2. AP name:

3. AP IP address:
4

Default network gateway:
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Lab 2.6.5.3 Creating an Adhoc Network

Estimated Time: 30 Minutes

Number of Team Members: Students will work in teams of two for this lab process

Objective

Each team will configure several personal computers to communicate with each other without an AP
or cables.

Scenario

Several PCs equipped with Cisco Aironet Client Adapters will be needed. They should be installed
and setup. Configure the Aironet Client Utility (ACU) to allow them to connect together as a network
without an AP. Perform some of the diagnostics included in the ACU for Ad Hoc mode.

Passive mode differs from active mode in Wireless LANs. The diagnostics tests that are performed in
Passive mode can help determine the best placement and coverage for the AP of the network.
Instead of using an AP, the other PC becomes the wireless client that can provide similar
information.

Active Mode performs these diagnostics with the use of an AP. This lab is an exercise to familiarize
the student with how to gather some of this valuable information.

Topology

B oooococococco ()
==

10.0.P.11/24 10.0.P.10/24

Preparation

Prior to this lab, all the PCs should be equipped with working Cisco Aironet Client Adapters. The
Aironet Client Utility should be installed on the computers.

It is very important for the instructor to assign team numbers. Also, unique IP Addresses should be
assigned to each client adapter or personal computer within each team to avoid IP conflicts.

Each team should use the same SSID for each PC in the pod to ensure that the computers associate
to each other. The SSID to be used for all PCs is adhocP (where P is the group number assigned by
the instructor).

The instructor should help students understand the addressing scheme. Using the information in the
following chart, configure the host computers. Note that no default gateway is needed. By assigning
unique IP addresses and SSIDs, the students avoid conflict with other teams.

64 - 429

Fundamentals of Wireless LANs v 1.2 — Lab 2.6.5.3 Copyright © 2003, Cisco Systems, Inc.



Team Client Name SSID Client Address
1 Client1a Adhoc1 10.0.1.10/24
Client1b Adhoc1 10.0.1.11/24
2 Client2a Adhoc?2 10.0.2.10/24
Client2b Adhoc2 10.0.2.11/24
3 Client3a Adhoc3 10.0.3.10/24
Client3b Adhoc3 10.0.3.11/24

The following tools and resources will be required to complete this lab:
Two PCs equipped with the Cisco Aironet Client Adapter per group. One of the computers should be
a laptop for mobility purposes.
Step 1 Create a profile named adhocP (where P is the team number)
a. Open the Cisco Aironet Client Ultility.
b. Click on the Profile Manager icon.
c. Click on the Add button.
d. Click on the OK button.

e. From the System Parameters tab, type Adhoc# (where # is the group number assigned by the
instructor) in the SSID1: box.

In the Network Type section, select the Ad Hoc radio button.

Power Save Mode can be left as the Default Constantly Awake Mode (CAM) setting at this time.
Click the OK button.

i. Exit Profile Manager by clicking on the OK button.

> @ =

Step 2 Select the profile named adhocP (where P is the team number)
a. From the Aironet Client Ultility, click on Select Profile icon.
b. From the Use Selected Profile drop down box, select adhocP.
c. Click on the OK button.

d. Notice that a message appears on the status line at the bottom the Aironet Client Utility that the
wireless NIC is in AdHoc Mode.
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Step 3 Obtain the MAC address of the PC
a. Click the Status button on the ACU.

350 Series Status - [Cisco]

b. What is the MAC address of the computer? Provide this information to your team partner so
diagnostics can be performed.

c. Write your partner's MAC address.
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Step 4 Ad Hoc Site Survey Passive Mode

Site Survey - 350 Series - Passive Mode - [ad hoc]

Signal Strength Signal Quality

100% 100% .

Link Speed 11 Mbps

Overall Link Quality Excellent
Associated Access Point AdHoc Mode
Channel {Frequency]) 6 (2437 MHz)

Festart Card | Setup | Start | oK I Cancel | Help

Click on the Site Survey button. This will start the Site Survey Passive mode.

Click on the Setup button to start the Site Survey Setup mode.

Type in the Destination MAC address of your partner's PC that was obtained. That is the PC that

will be used for an ad hoc site survey. Try this a few different times with different members of the

class.

Click the OK button to go back to the Ad Hoc Passive Mode Screen.

e. Click the Start button to initiate an active mode site survey.

What additional information was added to the Ad Hoc Site Survey Screen?
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Step 5 Ad Hoc Status screen

1. What is the Status of the PC?

2. What is the SSID of the PC?

3. What is the Network Type of the PC?

4. What is the Power Save Mode of the PC?

Note Optional: Walk around the class and note the change in Signal Strength and Signal Quality.
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Step 6 Ad Hoc Statistics screen

a. How many Broadcast packets were received?

b. How many Broadcast packets were transmitted?

c. Exit from the Ad Hoc Statistics screen by selecting OK.
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Step 7 Link Status Meter screen

Once Ad Hoc mode is configured properly on the computer, click on the Link Status Meter (LSM)
icon with the Aironet Client Utility (ACU) to activate the Link Status Meter. Note the position of Signal
Strength and Signal Quality indicator line on the meter.

i pjronet Chent Ukility T = . _|of x|
Xl
E B r @
Select  Pro lp  About
Profile  Man

]

=

L

]

o

g

2

=

'E:.

o

=

- Signal Quality - 35%
Link Quality in &d Hn_c_ Made is
EXCELLENT
ok | Hep |
Your 350 Series is in AdHoc Mode 8i56 4M

If using a laptop, answer the following questions.

a. Move the laptop around the area. Note how the Link Status Meter behaves. What is the
approximate distance that the two computers can be apart before they disassociate?

b. Move one of the computers behind a metal bookcase or file cabinet. Was there a noticeable
change in signal quality or signal strength?

c. Try this same experiment with other materials such as the glass window, walls, desks, plastic
objects. Which of the materials had the greatest effect on the signal quality or signal strength?

d. Ifa 2.4 GHZ phone is available, activate the talk button near one of the computers. Note the Link
Status Meter. What happens to the signal quality or signal strength?

e. Move the computer behind a wooden door and note the Link Status Meter. Did the wooden door
have any effect on the signal quality or signal strength?
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Step 8 File share in Ad Hoc Mode (OPTIONAL LAB)

Scenario 1—Setup a window file share, a web page, or a FTP server program on each PC. Transfer
files from one PC to the other. Open a web browser and enter the IP address of the peer team
member. If web services are enabled on the peer PC, then a web page should be displayed. Try to
transfer a file by FTP between PCs.

Scenario 2—Setup a network game or program that requires network connectivity between PCs.
Determine if there are any performance issues. Have other teams change to the adhoc network by
matching the SSID and moving into the same IP subnet. Determine if there is a point at which
network performance is an issue. Remember that network connectivity is more than ping or telnet
traffic. Network application and user demands must always be tested to assure proper network
performance after any wireless installation.

Scenario 3—Setup a PC as an mp3 file server and stream music across the wireless adhoc network.
Determine if there are any performance issues. Have other teams change to the adhoc network by
matching the SSID and moving into the same IP subnet. Determine if there is a point at which
network performance is an issue.

Step 9 Create an AdHoc Network with Internet connection sharing (OPTIONAL LAB)

Ve SN
Dialup/DSL =,

/Cable y
p

Wired NIC

@ Wireless NIC -~

DHCP Bridged
connection

with Internet
Connection
Sharing

Is it necessary to purchase an AP in order to share the fast broadband connection at home? This
lab is very similar to using a cross-connect cable for a small PC network, but without the use of the
router or additional cables.
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a.

Bridge the connection on the Desktop PC

Dial-up

=1 Cisco
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b. Share an Internet connection

C.

s Network Connections
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Network Setup Wizard !

Welcome to the Network Setup
Wizard

This wizard will help you set up this computer to run on your
network. With a network you can:

* Share an Intsmet connection

+ Set up Intemet Connection Firewall
+ Share files and folders

+ Share a printer

To continue, click Next

< Back Next > Cancel

Details 2

N [

Configure Wireless NICs on both PCs in Adhoc mode.
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Lab 2.6.5.4 Creating an Ad Hoc Network using ADU

Estimated Time: 30 Minutes
Number of Team Members: Students will work in teams of two for this lab process

Objective

Each team will configure several personal computers to communicate with each other without an AP

or cables.

Scenario

Several PCs equipped with wireless client adapters will be needed. They should be installed and
setup. This lab will cover the Cisco® Aironet® IEEE 802.1 1a/b/g Wireless Adapter and how to
configure the associated Aironet Desktop Utility (ADU) to allow them to connect together as a
network without an AP. Other Cisco 802.11a and 11b clients, which utilize the Aironet Client Utility
(ACU), can be used to create a mixed Ad Hoc environment, however students must follow
instructions covered in the appropriate lab or configuration guide. Furthermore, students can utilize
other vendor wireless adapters to apply skills learned in this lab.

Topology

10.0.P.11/24 10.0.P.10/24

Preparation

Prior to this lab, all the PCs should be equipped with working Cisco Aironet Client Adapters. The
Aironet Desktop Utility should be installed on the computers.

It is very important for the instructor to assign team numbers. Also, unique IP Addresses should be
assigned to each client adapter or personal computer within each team to avoid IP conflicts.

Each team should use the same SSID for each PC in the pod to ensure that the computers associate
to each other. The SSID to be used for all PCs is adhocP (where P is the group number assigned by
the instructor).

The instructor should help students understand the addressing scheme. Using the information in the
following chart, configure the host computers. Note that no default gateway is needed. By assigning
unique IP addresses and SSIDs, the students avoid conflict with other teams.
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1 Client1a
Client1b
2 Client2a
Client2b
3 Client3a
Client3b

adhocNET

adhocNET

adhocNET

adhocNET

adhocNET

adhocNET

Adhoc1

Adhoc1

Adhoc2

Adhoc2

Adhoc3

Adhoc3

10.0.1.10/24

10.0.1.11/24

10.0.2.10/24

10.0.2.11/24

10.0.3.10/24

10.0.3.11/24

The following tools and resources will be required to complete this lab:

Two PCs equipped with the Cisco Aironet Client Adapter per group. One of the computers should be

a laptop for mobility purposes.

Step 1 Create a profile named adhocP (where P is the team number)

a. Open the Cisco Aironet Desktop Utility.

Click on the Profile Management tab.

b
c. Click on the New... button.
d

. Complete the Profile Name, Client Name and SSID1 fields with the settings provided in the

table.

Profile Management 2

Lieneral I Securit_l,ll .ﬁ.dvancedl

— Prafile Settings

Prafile Marme; IadhncNET

Client Mame: IEHEHH a

— Metwark Mames

55I01: |f-‘~dhnc1|

(] 4 I Cancel
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e. Click the Advanced tab to set the Network Type for Ad Hoc. The default setting is
Infrastructure. Click OK to save your settings.

Profile Management

Generall Securty Advanced I

— Transmit Power Level

B0211bAg: I'IEIEI i "I
80211 |4EI iy "I

—Wireless Mode

¥ 5GHz54 Mbps
v 2.4 GHz11 Mbps
¥ 24 GHz 54 Mbps

30211k Preamble;

—Yireless Mode When Starting Ad Hoo Metwiork

{* B GHz 54 Mbps
" 2.4 GHz 54411 Mbps

" Shart & Long

£ Laong Only

Chanmel: I.-‘-‘-.utu:u i I

= Auto £ Shared

% Open

= BT Suthentication Mode———

Ereferred &Fs. .. |

o]

Cancel |

Step 2 Select the profile named adhocP (where P is the team number)

In order to connect to the peer, the ad hoc profile on both computers must be activated.

a. From the Profile Management tab, click the adhocNET profile and then click the Activate

button to use the ad hoc profile.

b. The computers should associate. If association does not occur, troubleshoot as needed.

Etiscu Aironet Desktop Utility - Current Profile: Airpork ilﬂ
Action  Options  Help
Current Statuz  Profile Management | Diagnostics
Wireless Mew... |
Default :
HomeProfile Modify... |
i, Airport Remove |
adhocHET
[: Activate |
— Detailz
Metwark, Type: AdHoc Import... |
Secunity MMode; MHaone
MNebwork Mame 1 [S5101]; Adhoc Export... |
San... |
[T suto Select Frafiles Order Profiles. .. |
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Step 3 Obtain the MAC address of the PC

Once the computers are associated, you can view information about the peer computer.

Step 4 File share in Ad Hoc Mode (OPTIONAL LAB)

Scenario 1—Setup a window file share, a web page, or an FTP server program on each PC.
Transfer files from one PC to the other. Open a web browser and enter the IP address of the peer
team member. If web services are enabled on the peer PC, then a web page should be displayed.
Try to transfer a file by FTP between PCs.

Scenario 2—Setup a network game or program that requires network connectivity between PCs.
Determine if there are any performance issues. Have other teams change to the adhoc network by
matching the SSID and moving into the same IP subnet. Determine if there is a point at which
network performance is an issue. Remember that network connectivity is more than ping or telnet
traffic. Network application and user demands must always be tested to assure proper network
performance after any wireless installation.

Scenario 3—Setup a PC as an mp3 file server and stream music across the wireless adhoc network.
Determine if there are any performance issues. Have other teams change to the adhoc network by
matching the SSID and moving into the same IP subnet. Determine if there is a point at which
network performance is an issue.

Step 5 Create an AdHoc Network with Windows XP Internet connection sharing (OPTIONAL)

Dialup/DSL =,

/Cable y
o N

Wired NIC

ey Wireless NIC

DHCP Bridged
connection

with Internet
Connection
Sharing

Is it necessary to purchase an AP in order to share the fast broadband connection at home? This
lab is very similar to using a cross-connect cable for a small PC network, but without the use of the
router or additional cables.
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Configure Wireless NICs on both PCs in Adhoc mode.
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Lab 3.2.3 Wireless Mathematics

Estimated Time: 25 minutes

Number of Team Members: Students will work in teams of two or individually

Objective

In this lab, the student will learn the importance of the output power of the transmitting wireless
device. Students will calculate the amount of power actually transmitted from a wireless transmitting
device. This will be done through the antenna element, the Effective Isotropic Radiated Power
(EIRP) based on the type of antenna, cabling, connectors, and the transmitting device setting being
used.

Scenario

Upon completion of this lab, students will calculate potential range of the radiated wave signal
transmitted by wireless devices. Students will also convert all radio frequency (RF) signal ratings
into a common decibel (dB) unit in order to calculate power gain or loss.

Preparation:
Prior to the lab, students should review the course materials up to 3.2.3.

Tools and Resources:

3.2.3 Interactive Activity: Calculating Decibels
3.2.3 Interactive Activity: Using Decibels

Additional Materials
http://www.zytrax.com/tech/wireless/calc.htm

http://www.cisco.com/en/US/tech/tk722/tk809/technologies tech note09186a00800e90fe.shtml#topi
cl

http://www.cisco.com/en/US/products/hw/wireless/ps4570/products installation gquide chapter09186
a0080184b5a.html

http://www.cisco.com/en/US/products/hw/wireless/ps469/products data sheet09186a008008883b.ht
ml

Students should research the Cisco website for the following information if needed:

e Technical specifications of the power output in decibels (milliwatts) of the wireless devices
used. AP and client adapters are examples of these devices.

e Technical specifications of the gain in decibels referenced to an isotropic antenna (dBi) of
various wireless device antennas.

e Technical specifications of the gain/loss in decibels (dB) of various wireless device cables

e Technical specifications of the gain/loss in decibels (dB) of various wireless device
connectors. These connectors are necessary when cables have to be joined for longer cable
lengths.
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Maximum Power Levels

ETSI
Band 2.4 515-525 | 525-535 | 54705725 | 5.725—5.825
(GHz)
EIRP 100mW | 200mW | 200 mw 1000 mW 25 mW
20 dBm 22 dBm 22 dBm 30 dBm 14 dBm
FCC
Band 2.4 515-525 | 525-535 | 54705725 | 5.725—5.825
(GHz)
Conducted | - 40 mW 250 mW N/A 1000 mW
Power 4000 MW | 200 mW 1000 mW P2MP — 4 W (36 dBm)
EIRP 36 dBm 22 dBm 30 dBm P2P — 200 W (53 dBm)

Step 1 Calculate the decibel rating

The decibel (dB) measures the power of a signal as a function of its ratio to another standardized
value. The symbol is often combined with other symbols to represent what values are being
compared. For example: dBm where the decibel value is being compared to 1 milliwWatt, and dBw
where the decibel value is being compared to 1 Watt. For example:

Power (in dB) =10 * log10 (Signal/Reference)
Where:
Signal is the power of the signal (for example 50 mW)
Reference is the reference power (for example 1 mW)
In the example:
Power (in dB) = 10 * log10 (50/1) = 10 * log10 (50) = 10 * 1,7 = 17 dBm

Since decibels are ratios comparing two power levels, simple math can be used to manipulate them
for designing and building networks.

Using the previous example:
Power (in dB) = 10 * log10 (5 * 10) = (10 * log10 (5)) + (10 * log10 (10)) =7 + 10 =17 dBm

dB = 10 log 10 (Pfinal / Prer)

| milliWatts

[~ ]

| milliwatts

[~
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Complete the missing values below. If help is needed, use the “Calculating Decibels” Interactive

Activity.
An increase of: A decrease of: Produces:
3dB Double transmit power

3dB Half transmit power
10dB 10 times the transmit power

10dB Decreases transmit power 10 times
15dB 32 times the transmit power

15dB Decreases transmit power 32 times
20dB 100 times the transmit power

20dB Decreases transmit power 100 times
25dB 316 times the transmit power

25dB Decreases transmit power 316 times
30dB 1000 times the transmit power

30dB Decreases transmit power 1000 times
Additional Practice:
An increase of: A decrease of: Produces:
5dB 3 times the transmit power

5dB Decreases transmit power 3 times
40dB 10000 times the transmit power

40dB Decreases transmit power 10000 times

Step 2 Calculate the delivered power

Pfinal = Pref ™ 1(Q(dB/10)

dB :[22 |
Prot {100 [ milliwatts R4
Pfinal ;. 165050 milliWatts

Another way to look at this formula is where Pfinal = Pref * 10 (dB/10). In the example above, a 2.4
GHz AP is set to 100mW and has a 2.2 dBi antenna.
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Now calculate the following scenarios

AP Power Antenna
1 mwW 2.2 dBi
5 mw 6 dBi

50 mwW 9 dBi
100 mW 6 dBi
100 mW 22 dBi

. Use the “Using Decibels” Interactive Activity

Power output (in mW)
1.66

20

397

398

15849

1. What is the maximum allowable output power in dBm and Watts for the 2.4 GHz band?

FCC

ETSI

(Other Regulatory domain)

2. What is the maximum allowable output power in dBm and Watts for the 5 GHz band?

FCC

ETSI

(Other Regulatory domain)

3. Why is it necessary for regulatory bodies to define maximum power levels?

4. What power levels can be set for the 2.4 GHz radio on an AP 1100? 3507 12007?

5. What power levels can be set for the 2.4 GHz radio on an PCM 350 NICs?

6. What power levels can be set for the 5 GHz radio on an AP 12007
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7. What are the approximate dBm values for each of the following power levels?

dBm mw
___dBm TmwW
___dBm 5mW
___dBm 20mw
____dBm 30mw
___dBm 50mwW
dBm 100mwW

Step 3 Calculate the total power output of the wireless device

The radiated (transmitted) power is rated in either dBm or Watts. Power coming off an antenna is
measured as Effective Isotropic Radiated Power (EIRP). EIRP is the value that regulatory agencies
such as the FCC or European Telecommunications Standards Institute (ETSI) use to determine and
measure power limits in applications such as 2.4 GHz wireless equipment. EIRP is calculated by
adding the transmitter power (in dBm) to antenna gain (in dBi) and subtracting any cable losses (in
dB.)

The dB notation can also be used to describe the power level rating of antennas: dBi for use with
isotropic antennas (theoretical antennas that send the same power density in all directions) and dBd
when referring to dipole antennas. Antennas are compared to this ideal measurement, and all FCC
calculations use this measurement (dBi.) Dipole antennas are more real world antennas. While some
antennas are rated in dBd, the majority use dBi. The power rating difference between dBd and dBi is
approximately 2.2; that is, 0dBd = 2.2dBi. Therefore, an antenna rated at 3dBd is rated by the FCC
(and Cisco) as 5.2dBi.

Example 1:

Description Cisco Part Number Power
AP AIR-AP1200-A-K9 20 dBm

Antenna gain: AIR-ANT2012 6 dBi
Antenna Cable loss: AIR-CABOSOLL-R -3.35 dBi

20dBm + 6dB — 3.35dBi = 34dBm
EIRP = 22.65 dBm

Example 2:

Description Cisco Part Number Power

A Cisco Aironet Bridge AIR-BR350-A-K9 20 dBm

50 foot antenna cable AIR-CABO50LL-R 3.35 dB loss
solid dish antenna AIR-ANT3338 21 dBi gain

EIRP 37.65 dBm

a. Which example is permissible according to local regulatory guidelines?
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Calculate the EIRP for the following:

AP Output Antenna Gain EIRP
20-dBm 12 dBi
17-dBm 5.2 dBi
15-dBm 21 dBi
13-dBm 8.5 dBi
7-dBm 2.2 dBi
0 dBm 2.2 dBi

b. What are the primary hardware factors involved that affect signal distance?

83 -429

Fundamentals of Wireless LANs v 1.2 —Lab 3.2.3

Copyright © 2003, Cisco Systems, Inc.



Cisco SysTems

L]

—_— e

Lab 4.5.3 Topology Design with Cisco Network Designer (CND)

Estimated Time: Sixty minutes

Number of Team Members: Students will work in teams of two or individually.

Objective
Design the following five different network topologies with the Cisco Network Design (CND)
software:
e Ad hoc network
e Basic Service Set (BSS) Network
o Extended Service Set (ESS) Network
e Basic home network

o Enterprise network (optional)

Scenario

Network architecture is a roadmap and guide for ongoing network planning, design, and
implementation. It provides a logical framework that unifies disparate solutions onto a single
foundation.

Once an organization has developed network architecture, they will then have a framework in place
for more informed decision-making. This will include appropriate investments in network
technologies, products, and services.

Preparation
The instructor will provide each student team with a copy of the CND software.

(Optional: This lab can be performed with any other graphical application software or drawing
materials the instructor has available.)

The student will review and understand FWL chapter 4 before doing the lab exercise.

Tools and Resources
e CND Software or Cisco Network Designer Software

e Personal computers for each student or group which are compatible with the CND software.
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configuration settings of the software.
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Step 2 Design the Ad Hoc topology

Sketch the Ad Hoc design below before creating the design using the software tool. Make sure to
show the RF signal from the AP.

Step 3 Design the BSS topology

Sketch the BSS design below before creating the design using the software tool. Make sure to
include the following for the BSS topology: one DHCP server, network segments, one wireless AP
(show the RF signal), Several wireless clients, two laptops and two desktops.
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Step 4 Design the ESS topology

Sketch the ESS design below before creating the design using the software tool. Make sure to
include one DHCP server and three wireless APs for the ESS topology. Make sure to indicate the
channels of each AP and show the RF signal from the AP.

Step 5 Design a home network topology

Sketch the BSS design below before creating the design using the software tool. Make sure to
include the following for the topology:

e One or more PCs

e The network segments

e One wireless AP (show the RF signal)

e Router

e Switch

¢ One or more laptop(s)

e One handheld (PDA)

e Connection to the Internet through modem (DSL, Cable, Dialup, Wireless ISP)
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Step 6 Design an enterprise network topology

Choose a type of enterprise network such as a school, hospital, transportation, manufacturing, etc.
Based on the type of business, design a network. Sketch the design below before creating the
design using the software tool. Make sure to include the following for the topology: numerous PCs
and laptops, workgroups, servers, network segments, numerous wireless access point, router(s),
switches, firewalls, IP phones, handheld devices applicable to the business, and so on.

Step 7 Create a PowerPoint show or posters

Assemble all topologies within a PowerPoint show or display posters. Each group or individual can
present their topologies to class or create a wall display.
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Lab 5.2.2 Configuring Basic AP Settings

Estimated Time: 30 minutes
Number of Team Members: Students will work in teams of two.
Objective
In this lab, the student will assign basic parameters to the AP using the GUI and 10S CLI. The

Express Setup page will also be accessed through a web browser to assign the IP address, subnet
mask, default gateway, and SSID to the AP.

Scenario
Basic configuration of an AP can be done through the GUI or 10S CLI.

Topology

Default
OOOOOOOOOOOOO 000000 10.0.0.1/27
5
PC 2

10.0.0.0/27

o
PC 1

10.0.0.1/27

Preparation
The student PC should be connected to the AP through an isolated wired network or crossover

cable. The AP should be set to factory defaults.
Tools and Resources
Each team will need:
e OneAP
e The AP power supply or source
e APC (PC1) that is connected to the same wired network as the AP

e A wireless PC or laptop (PC2)
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Additional Materials

http://www.cisco.com/en/US/products/hw/wireless/ps430/products installation and configuration gu
ide book09186a0080147d69.html

Command List

In this lab exercise, the following commands will be used. Refer to this list if assistance or help is
needed during the lab exercise.

Command Description
configure terminal Enter Global configuration mode
hostname Set the hostname on the device
interface bvil Enter the virtual interface for the AP
ip address Set the IP address and subnet mask on the

device
interface dotllradio 0 Enter the device radio interface
station role Set the AP role.

repeater | root
[ fallback { shutdown | repeater | Set the role to repeater or root.

} 1 (Optional) Select the fallback role of the radio. If
the Ethernet port of the AP is disabled or
disconnected from the wired LAN, the AP can
either shut down its radio port or become a
repeater AP associated to a nearby root AP.

ssid ssid-string Create an SSID and enter SSID configuration
mode for the new SSID. The SSID can consist of
up to 32 alphanumeric characters. SSIDs are
case sensitive.

Note: Do not include spaces or underscore
characters in SSIDs.

enable password password The default password is Cisco. This commands
allows an administrator to change the password

enable secret password The default enable password is Cisco.

enable password level level The default is level 15 (privileged EXEC level).

password The password is encrypted before it is written to
the configuration file.

show dotll associations View the connected wireless clients

show running-config Display the current configuration of the device

show startup-config Display the startup configuration of the device

copy running-config startup- Save the entries into the configuration file

config

show interfaces Display interface information of the device
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Step 1 Connect to the AP using a console

DE-2 10 AJ-45 Fi-45 serial g
sarial cable connector
Connecting a Cisco rollover cable (console cable) between PC1 and the AP
Open a terminal emulator.
‘2 AP - HyperTerminal : =[0] %]
File Edit Wiew Call Transfer Help
s NEE IS S]] COM1 Properties 2] %]
Port Settings | :I
Bits per second I‘}BDI} hd
Data bits IE -
Party: |None -
Stop bits |1 -
How contral H-:-rue -
BRestore Defaults |
oK | Camedl | ooy |
Disconnected |,qut0 detect |,quto detect |SCROLL |CAPS |NUM ‘Capture |Prmt echo o

c. Enter these settings for the connection:
e Bits per second (baud rate): 9600
e Data bits: 8
e Parity: none
e Stop bits: 1
e Flow control: none

d. Press return to get started

e. Now apply the AP power by plugging in the power supply cable or powered Ethernet cable. Hold

the MODE button until the Status LED turns amber (approximately 1 to 2 seconds), and release
the button. The AP reboots with the factory default values including the IP address. Without a
connected DHCP server, the AP will default to 10.0.0.1/27.
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flashfs[0]: 141 files, 6 directories

flashfs[0]: 0 orphaned files, 0 orphaned directories

flashfs[0]: Total bytes: 7741440

flashfs[0]: Bytes used: 3331584

flashfs[0]: Bytes available: 4409856

flashfs[0]: flashfs fsck took 12 seconds.

Reading cookie from flash parameter block...done.

Base ethernet MAC Address: 00:0b:fd:4a:70:0c

Initializing ethernet port O...

Reset ethernet port 0...

Reset done!

ethernet link up, 100 mbps, full-duplex

Ethernet port 0 initialized: link is up

button pressed for 5 seconds

process_config recovery: set IP address and config to default 10.0.0.1
Loading "flash:/c1200-k9w7-mx.122-11.JA/c1200-k9w7-mx.122-11.JA" . . . ##H#H##H#HHHHEHH
H#HHHHHHH A

Step 2 Configure PC1
Make sure the AP is connected to PC1 by way of a wired connection.
a. Configure the IP address, subnet mask, and gateway on PC1.telent
1. IP address 10.0.0.2
2. Subnet Mask 255.255.255.224
3. Gateway 10.0.0.1

Step 3 Connect to AP using the web browser
a. Open an Internet browser. The default IP address of an AP from the factory is 10.0.0.1.

b. Type the AP IP address in the browser address location field. Press Enter.

Cisco 1200 Access Point

Hostname ap ap uptime is 12 minutes

Association

Clients: 0 | Repeaters: 0
Network Identity

IP Address 10.0.0.1

MAC Address 000b.id4a.700c
Network Interfaces

Interface NMAC Address Transmission Rate
1} FastEthemet 000b.fd4a.700c 100Mbis

1} Radion-802 118 0007.85b3.c270 11.0Mb/s

1} Radio-802 114 000b.fd04.0507 54.0Mb/s
Event Log

Time | Severity | Description

c. Alogin screen appears. Type in the password of Cisco (case sensitive) and click OK.

d. When the AP HOME page appears, click Express Setup if the Express Setup does not appear.
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Cisco 1200 Access Point

Hostname ap

EXPRESS SET-UP

System Name:
MAC Address:

Configuration Server Protocol:

ap uptime is 12 minutes

Express Set-Up

fap
000b-fd4a.700c

 DHCP f* Static IP

Role in Radio Network:
Optimize Radio Network for:

Aironet Extensions:

IP Address: 10.0.0.1
IP Subnet Mask: 255255255224
Default Gateway: 0.0.0.0
SNMP Community: IdsfaullCummumty
# Read-Only © Read-Write
Radio0-802.11B
SSID: tsunami
Broadcast SSID in Beacon: “yes CNo

@ Access Point Root ¢ Repeater Non-Root
@ Throughput ¢ Range ¢ Custom
& Enable ¢ Disable

Radio1-802.11A

SSID:

Broadcast SSID in Beacon:
Role in Radio Network:
Optimize Radio Netwaork for:

Aironet Extensions:

tsunami

“¥es C No

& Access Point Root ¢ Repeater Non-Root

© Throughput " Range & Default  Custom
" Enable " Disable

e. Type a system name of PodP (where P is the Pod or Team number) for the AP in the System

Name field.

f. Select Static IP as a configuration server protocol from the Configuration Server Protocol

selections.

Note

If using the BR350 in AP mode, the VxWorks display will be slightly different than the I0S GUI

display. These can allow two additional teams to complete the labs. All students should
complete the labs with the new 1200 Cisco GUI. If students have available time, then the
same labs can be completed using the BR350 in AP mode, remembering the user interface is
different. This will allow students to be able to configure legacy Cisco APs such as the AP

340, AP 350, and BR350 in AP mode.

Step 4 Assign the IP address and SSID

1 Pod1 AP1 10.0.1.1/24 10.0.1.10/24 10.0.1.12/24
2 Pod2 AP2 10.0.2.1/24 10.0.2.10/24 10.0.2.12/24
93 - 429 Fundamentals of Wireless LANs v 1.2 — Lab 5.2.2 Copyright © 2003, Cisco Systems, Inc.



k.

Type the IP address in the IP Address field.
What IP address will be assigned to this AP?

Enter an IP subnet mask in the IP Subnet Mask field.

What Subnet mask will be assigned to this AP? Write the answer in dotted decimal notation.

What Subnet mask in binary.

Enter the IP address of the default Internet gateway in the Default Gateway field. Assume the
router address is 10.0.P.254.

Leave the SNMP Community field alone at this time.

Type an SSID for the AP in the Radio Service Set ID (SSID) field.
What SSID will be assigned to this AP?

Verify the AP Root: as the network role for the AP from the Role in Radio Network.
Select Throughput: as the Optimize Radio Network.
Click OK.

The connection will be lost.

Reconfigure the IP address, subnet mask and gateway on PC1?
1. IP address 10.0.P.10

2. Subnet Mask 255.255.255.0

3. Gateway 10.0.P.254

Reconnect to the AP from PC1 web browser and verify the settings.

Step 5 Connect to the AP by way of a wireless PC

Using a laptop or desktop with a wireless adapter, connect to the correct AP. Make sure the wireless
device is not connected through the wired network.

a.

b.

Configure and select a profile to connect to the AP. Make sure the SSID is configured in the
profile to match the AP.

Configure a unique Client Name in the profile, such as a first initial last name of one of the team
members

Make sure to check or configure the TCP/IP settings of the laptop or desktop to connect to the
proper IP network. If a DHCP server is running, configure TCP/IP to receive the address
automatically, or configure static IP setting with 10.0.P.12/24.
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Step 6 Verify the wireless connection

B E

Cisco 1200 Access Point

Gisco Srstems

Hostname AP1200 AP1200 uptime is 23 hours, 32 minutes

ASSOCIATION ASSDCiatiOn
Clignts: 1 Repeaters: 0
View: ¥ Client ¥ Repeater Apply
Radio802.11B
SSID AP1200:
Device Type Hame IP Address MAC Address State Parent VLAN

340-client TOMORWOO-12K o.0.oo 0007.50ca.e208 Associated self hohe

a. Go tothe ASSOCIATIONS Page to check the wireless connection.

Radio802.11A

1. Does the Client Name appear which was previously configured?

2. Record the MAC Addresses of the devices associated to this AP. One of these should be
the MAC Address of the laptop or desktop configured in Step 4.

MAC ADDRESS

b. Now check to see if the ACU icon in the system tray is green, which indicates a successful link to
the AP. Double click on the icon to verify the correct AP Name and AP IP Address.

\‘; "
«@iC] 3:17pPM

Record the values below.

c. Now check to see if a connection to the AP using a web browser can be achieved from the
wireless device. Enter http://10.0.P.1 for the URL within the browser. Did the AP GUI display?

d. Test connectivity to other devices by way of ping, Telnet, http, and ftp. This will vary depending
on the devices connected and configured on the wired network.

95 - 429 Fundamentals of Wireless LANs v 1.2 — Lab 5.2.2 Copyright © 2003, Cisco Systems, Inc.


http://10.0.p.1/

Step 7 Draw a current topology

a.

Using the space below, use the existing Topology and draw an updated Topology with the
gateway router and updated IP addresses and subnet masks.

Step 8 Access the AP through 10S CLI

Open the HyperTerminal window on PC1. PC1 should still be connected through the console cable.

Enter privileged mode with the following command. Cisco is the default password.

PodP>enable
Password:
PodP#

Step 9 Erase the configuration through CLI

Erase the configuration with the following commands:

PodP#erase startup-config

Erasing the nvram filesystem will remove all files! Continue?
[confirm] (press Enter)

[OK]

Erase of nvram: complete

PodP# reload

System configuration has been modified. Save? [yes/no]: N

96 - 429

Fundamentals of Wireless LANs v 1.2 — Lab 5.2.2 Copyright © 2003, Cisco Systems, Inc.



Proceed with reload? [confirm] (press Enter)

Radio system is preparing for reload...

Radio system is ready for reload.

*Mar 1 00:31:09.103: %SYS-5-RELOAD: Reload requested by console.

Step 10 Configure Hostname

The system name, while not an essential setting, helps identify the AP on your network. The system
name appears in the titles of the management system pages.

a. Enter into configuration mode

ap>enable

Password:

ap#

ap#configure terminal
ap (config) #

b. Now configure the host name with the following command:

ap (config) #hostname PodP (where P is the pod number)
PodP (config) #

Step 11 Configure the Bridge Virtual Interface (BVI)
Enter the bvi1 interface mode to configure the ip address, subnet mask settings:

Assign an IP address and address mask to the BVI.

PodP (config) #interface bvil
PodP (config-if) #ip address 10.0.P.1 255.255.255.0

Note If you are connected to the AP using a Telnet session, you lose your connection to the AP
when you assign a new IP address to the BVI. If you need to continue configuring the AP
using Telnet, use the new IP address to open another Telnet session to the AP.

Step 12 Configure passwords

Now configure the enable password to cisco. Also, configure the secret password to class.The
password is not encrypted and provides access to level 15 (traditional privileged EXEC mode
access):

PodP (config) #enable password cisco
PodP (config) #enable secret class

Use the level keyword to define a password for a specific privilege level. After you specify the

level and set a password, give the password only to users who need to have access at this level.
Use the privilege level global configuration command to specify commands accessible at
various levels.
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Now set the configure command to privilege level 15 and define cisco as the password users
must enter to use level 15 commands:

PodP (config) #privilege exec level 15 configure
PodP (config) #enable password level 15 cisco

Step 13 Configure SSID

Name an SSID and set the maximum number of client devices that can associate using this SSID to
15.

PodP (config) #interface dotllradio 0

PodP (config-if) #ssid APP (where P is the pod number)

PodP (config-if-ssid) #authentication open

PodP (config-if-ssid) #max-associations 15
(
#

PodP (config-if-ssid) #end (or Ctrl-2Z)
PodP

Step 14 Check the running configuration and interface status
Display the current configuration of the device

PodP#show running-config

Podl#show run

Building configuration...

Current configuration : 2660 bytes

|

version 12.2

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

|

hostname PodP

[output omitted]

Display the condition and information of the device interfaces.

PodP#show interfaces

Step 15 Save and verify the configuration is saved to Flash
Save the current configuration of the device into the configuration file.

PodP#copy running-config startup-config

Verify the startup configuration saved in Flash.

PodP#show startup-config
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Step 16 Connect to the AP using a wireless PC

Using a laptop or desktop with a wireless adapter, connect to the correct AP. Make sure the wireless
device is not connected through the wired network.

a. Configure and select a profile to connect to the AP. Make sure the SSID is configured in the
profile to match the AP.

b. Configure a unique Client Name in the profile, such as a first initial last name of one of the team
members

c. Make sure to check or configure the TCP/IP settings of the laptop or desktop to connect to the
proper IP network. If a DHCP server is running, configure TCP/IP to receive the address
automatically, or configure static IP setting.

d. Now check to see if the ACU icon in the system tray is green, which indicates a successful link to
the AP. Double click on the ACU icon to verify the correct AP Name and AP IP Address.

<@L 3:17pM

Record the values below?

Step 17 Verify the Associations

View the current device associations. The wireless device configured in step 11 should appear in
the association output.

PodP#show dotll associations

802.11 Client Stations on DotllRadioO:
SSID [tsunami]

Others: (not related to any ssid)
802.11 Client Stations on DotllRadiol:
SSID [tsunami]

Others: (not related to any ssid)
PodP#

Step 18 Connect to the AP remotely through Telnet

Follow these steps to open the 10S CLI with Telnet. These steps are for a PC running Microsoft
Windows with a Telnet terminal application. Check your PC operating instructions for detailed
instructions for your operating system.

a. From PC2, Open a Telnet session to the AP located at 10.0.P.1

b. If Telnetis not listed in your Accessories menu, select Start > Run, type Telnet in the entry field,
and press Enter.

c. Atthe username and password prompts, enter your administrator username and password. The
default username is Cisco, and the default password is Cisco. The default enable password is
also Cisco. The enable secret password is class. Usernames and passwords are case-
sensitive.

C:\>telnet 10.0.P.1

User Access Verification
Username:

Password:

PodP>
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Lab 5.2.4 Using features of the Internetworking Operating System (I0S) command
line interface (CLI)

Estimated Time: 30 minutes
Number of Team Members: Students will work in teams of two.

Objective
In this lab, the student will learn the following objectives:
e Command Line Interface help features
e Abbreviated commands
¢ Using the no command to remove config statements
¢ Command History

e Editing features

Scenario
Students will learn the features of the AP Internetworking operating system (10S).

Topology
POD P
| 0000000000000 oo
10.0.P.0/24
10.0.P.11/24
(optional

DHCP server)

PC 1
10.0.P.10/24
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Preparation

Team AP Name SSID Address
1 Pod1 AP1 10.0.1.1/24
2 Pod2 AP2 10.0.2.1/24

Tools and Resources
Each team will need:
e The AP
e APCorlaptop

e Console cable

Additional Materials:

http://www.cisco.com/en/US/products/hw/wireless/ps430/products installation _and configuration gu
ide book09186a0080147d69.html

Command List:

In this lab exercise, the following commands will be used. Refer to this list if assistance or help is
needed during the lab exercise.

Command Description
help Obtains a brief description of the help system in any
command mode.
? Lists all commands available for a particular command
mode.
command? Lists the associated keywords for a command.

command keyword ? Lists the associated arguments for a keyword.

abbreviated-command- Obtains a list of commands that begin with a particular

entry? character string.

no Use the no form to disable a feature or function or
reverse the action of a command

history The number of commands that are displayed is

determined by the setting of the terminal history global
configuration command and history line configuration
command.

terminal history

The number of commands that are displayed is
determined by the setting of the terminal history global
configuration command and history line configuration
command.

show history

While in privileged EXEC mode, list the last several
commands that you just entered.
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Press Ctrl-P or the up arrow Recall commands in the history buffer, beginning with the
key. most recent command. Repeat the key sequence to recall
successively older commands.

Press Ctrl-N or the down arrow | Return to more recent commands in the history buffer
key. after recalling commands with Ctrl-P or the up arrow key.
Repeat the key sequence to recall successively more
recent commands.

Step 1 Connect to the AP through the console
a. Connecting a Cisco rollover cable (console cable) between PC1 and the AP
b. Open a terminal emulator.
1. What settings are required?

Bits per second (baud rate):
Data bits:

Parity:

Stop bits:

Flow control:

c. Press return to get started

ap>

Step 2 Enter into privileged mode

Enter privileged mode. Cisco is the default password. If the password has been changed, reset the
AP to factory defaults. If help is needed refer to the previous lab or Cisco online documentation.

ap>enable
Password:
ap#

Step 3 Erase the existing configuration

If there is an existing configuration on the AP, erase the configuration and reload.

ap#erase startup-config

Erasing the nvram filesystem will remove all files! Continue?
[confirm] Y [OK]

Erase of nvram: complete

ap#

*Mar 1 00:42:37.099: %SYS-7-NV_BLOCK INIT: Initialized the geometry
of nvram

aptreload

System configuration has been modified. Save? [yes/no]: no
Proceed with reload? [confirm]y

Radio system is preparing for reload...

Radio system is ready for reload.

*Mar 1 00:45:08.446: %SYS-5-RELOAD: Reload requested by console.
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Step 4

Step 5

Step 6

1. What command is used to check the existing running configuration?

2. What command is used to check the existing startup configuration?

Configure the AP

a. Enter global configuration mode. Configure the hostname, SSID, and passwords. Use the
previous lab for configuration help if needed

ap#configure terminal

ap (confiqg) #

ap (config) #thostname PodP
PodP (config) #

b. Configure the remaining steps
c. Configure a wireless PC or laptop to connect the AP.

d. From PC2 Telnet to the AP to complete the remaining lab.

Using the help feature of the AP

The AP 10S includes help features. Typing the word help at the command prompt will give you a
brief summary of the help usage features. Display the help usage summary by typing the command
help at the prompt:

PodP#help
Help may be requested at any point in a command by entering
a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?' shows the
available options.
Two styles of help are provided:
1. Full help is available when you are ready to enter a
command argument (e.g. 'show ?') and describes each possible
argument.
2. Partial help is provided when an abbreviated argument is entered
and you want to know what arguments match the input
(e.g. 'show pr?'.)

PodP#

Display the available commands of the command mode

To display a list of available commands of the command mode, type the ? character at the command
line prompt:

PodP#?

Exec commands:
<1-99> Session number to resume
access-enable Create a temporary Access-List entry
access-template Create a temporary Access-List entry
archive manage archive files
cd Change current directory
clear Reset functions
clock Manage the system clock
configure Enter configuration mode
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Step 7

connect
copy

debug
delete

dir
disable
disconnect
dotll
enable
erase

[output omitted]

Open a terminal connection

Copy from one file to another

Debugging functions (see also 'undebug')
Delete a file

List files on a filesystem

Turn off privileged commands

Disconnect an existing network connection
IEEE 802.11 commands

Turn on privileged commands

Erase a filesystem

To get help on a specific command, type the command name followed by the ? at the command

prompt.

Type configure ? at the command prompt to display the available options for the configure

command:

PodP#configure ?
memory
network
overwrite-network
terminal
<cr>

PodP#configure

Abbreviated commands

Configure from NV memory

Configure from a TFTP network host
Overwrite NV memory from TFTP network host
Configure from the terminal

The 10S supports the use of abbreviated commands. Type in a partial command at the command
prompt and then press the tab button. Pressing the tab button will complete the partial command.

Type in show conf rather than sho
partial command:

w configuration. Press the tab button and it will complete the

PodP#show conf (press the tab button)

PodP#show configura
Using 2660 out of 3
|

version 12.2

no service pad
service timestamps
service timestamps
service password-en
I

hostname AP1200

|

aaa new-model

|

|

aaa group server ra
|

tion
2768 bytes

debug datetime msec
log datetime msec
cryption

dius rad eap

aaa group server radius rad mac

[output omitted]
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The Navigation keystrokes below help display the output as needed:

Key Action

Return Scroll down one line.
Space Scroll down one screen.
any other key Exit the output

Step 8 Command history

The 10S provides a history or record of commands that you have entered. This feature is particularly
useful for recalling long or complex commands or entries, including access lists. You can customize
the command history feature to suit your needs as described in these sections:

Changing the Command History Buffer Size

By default, the AP records ten command lines in its history buffer. Beginning in privileged EXEC
mode, enter this command to set the number of command lines that the AP records during the
current terminal session:

PodP# terminal history 10
(The range is from 0 to 256)

Beginning in line configuration mode, enter this command to configure the number of command lines
the AP records for all sessions on a particular line, the example below configures the number of lines
to 10:

PodP (config) #line console 0
PodP (config-line)# history 10
(The range is from 0 to 256)

Step 9 Using no Forms of Commands to remove configuration statements

Most configuration commands also have a no form. In general, use the no form to disable a feature
or function or reverse the action of a command. For example, the no shutdown interface
configuration command reverses the shutdown of an interface. Use the command without the
keyword no to re-enable a disabled feature or to enable a feature that is disabled by default.

You will perform a no command in Step 10 below.

Step 10 Enabling and disabling editing features

This section describes the editing features that can help you manipulate the command line. Although
enhanced editing mode is automatically enabled, you can disable it.

To re-enable the enhanced editing mode for the current terminal session, enter this command in
privileged EXEC mode:

PodP#terminal editing
PodP#

To reconfigure a specific line to have enhanced editing mode, enter this command in line
configuration mode:

PodP (config-line) # editing
To globally disable enhanced editing mode, enter this command in line configuration mode:

PodP (config-line)# no editing
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Step 11 Editing commands through keystrokes

Use the keystrokes listed below to practice editing command lines. Perform each keystroke starting
at the top of the list.

Keystroke1 Purpose

Ctrl-B or the left arrow key Move the cursor back one character.

Ctrl-F or the right arrow key Move the cursor forward one character.

Ctrl-A Move the cursor to the beginning of the command line.

Ctrl-E Move the cursor to the end of the command line.

Esc B Move the cursor back one word.

EscF Move the cursor forward one word.

Ctrl-T Transpose the character to the left of the cursor with the character
located at the cursor.

Delete or Backspace Erase the character to the left of the cursor.

Ctrl-P (or up arrow) View the previous command in the command history buffer

Ctrl-N (or down arrow) View the next command in the command history buffer

106 - 429  Fundamentals of Wireless LANs v 1.2 — Lab 5.2.4 Copyright © 2003, Cisco Systems, Inc.



Cisco SvsTems

Lab 5.2.5 Manage AP Configuration and Image Files

Estimated Time: 30 minutes
Number of Team Members: Students will work in teams of two.

Objective
In this lab, the student will learn to manage configuration and image files.

Scenario
Students will learn the file management features of the AP I0S and GUI.

Note The command outputs shown in this lab were produced in 10S version 11.

Topology

POD P

Q 0000000000000 .Oooooo 100551124
PC 2

10.0.P.0/24
10.0.P.11/24
(optional
b DHCP server)
s
PC 1
10.0.P.10/24

107 - 429 Fundamentals of Wireless LANs v 1.2 —Lab 5.2.5 Copyright © 2003, Cisco Systems, Inc.



Preparation

Team AP Name SSID Address
1 Pod1 AP1 10.0.1.1/24
2 Pod2 AP2 10.0.2.1/24

Download and install TFTP server software on PC1.

Tools and Resources
Each team will need:
e The AP
e APCorlaptop

e Console cable

Additional Materials:

http://www.cisco.com/en/US/products/hw/wireless/ps430/products installation _and configuration gu
ide book09186a0080147d69.html

SolarWinds TFTP

http://www.solarwinds.net/Download-Tools.htm

Command List:

In this lab exercise, the following commands will be used. Refer to this list if assistance or help is
needed during the lab exercise.

Command Description
show file systems | Display the available file systems on the AP

dir View directory information
ping Ping a IP address to test connectivity
copy Move files between the AP and a backup server.

Step 1 Erase the existing configuration

a. Enter privileged mode. Cisco is the default password.

ap>enable
Password:
ap#

b. If there is an existing configuration on the AP, erase the configuration and reload.

ap#erase startup-config
ap#reload
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1. What command is used to check the existing running configuration?

2. What command is used to check the existing startup configuration?

c. Configure the AP according to the Preparation table. Also make sure the equipment is cabled
and configured as shown in the Topology.
Step 2 Display the AP file system
a. Display the available file systems on the AP.

PodP#show file systems
File Systems:

Size (b) Free (b) Type Flags Prefixes
* 7741440 4412416 flash rw flash:
- - opaque rw bs:
7741440 4412416 unknown rw zflash:
32768 32716 nvram rw nvram:
- - network rw tftp:
- - opaque rw null:
- - opaque rw system:
- - opaque ro xmodem:
- - opaque ro ymodem:
- - network rw rcp:
- - network rw ftp:
- - network rw scp:

b. What do the Flags value represent?

Step 3 Display information on the file system
Display information about files on a file system

a. View the available options for the dir command.

PodP#dir ?
/all List all files
/recursive List files recursively
all-filesystems List files on all filesystems
bs: Directory or file name
flash: Directory or file name
null: Directory or file name
nvram: Directory or file name
system: Directory or file name
xmodem: Directory or file name
ymodem: Directory or file name
<cr>

File Systems:
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Step 4

List all files for the current directory.

PodP#dir /all
Directory of flash:/

2 -rwx 167

4 -rwx 5

6 drwx 320
11.JA

7741440 bytes total

c. View the NVRAM files.

PodP#dir nvram:
Directory of nvram:/

30
31

-rw-— 0
-———- 0

32768 bytes total

View the System files.

PodP#dir system:
Directory of system:/

2 dr-x 0
1 -rw- 1748

Mar 01 1993 00:12:51
Mar 01 1993 00:08:45
Jan 01 1970 00:07:15

env_vars
private-config
cl1200-k9w7-mx.122~-

(4412416 bytes free)

<no date>
<no date>

startup-config
private-config

(32716 bytes free)

<no date>
<no date>

memory
running-config

No space information available

View all files in all directories.

PodP#dir all- filesystems:

Backup configurations using TFTP

Backup configurations can save an administrator much time when restoring, deploying, or modifying

configurations.

a.

PodP#copy ?

/erase

bs: Copy from
flash: Copy from
ftp: Copy from
null: Copy from
nvram: Copy from
rcp: Copy from
running-config Copy from
scp: Copy from
startup-config Copy from

First, view the available copy commands.

Erase destination file system.

bs: file system

flash: file system

ftp: file system

null: file system

nvram: file system

rcp: file system

current system configuration
scp: file system

startup configuration
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system: Copy from system: file system

tftp: Copy from tftp: file system

xmodem: Copy from xmodem: file system
ymodem: Copy from ymodem: file system
zflash: Copy from zflash: file system

b. Ping the TFTP server to check connectivity. Make sure the TFTP server is enabled and
configured properly.

PodP#ping 10.0.1.10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.0.1.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/1 ms

c. Save the current configuration to flash.

PodP#copy run start

d. Upload a configuration file from the AP running configuration to a TFTP server.

PodP#copy running-config tftp://10.0.P.10

or

PodP#copy run tftp
Address or name of remote host []? 10.0.P.10
Destination filename [PodP-confg]?

e. On PC1, verify the file is saved. Open the file with a text editor such as WordPad to verify
the configuration.

f.  Upload a configuration file from an AP startup configuration to a TFTP server for storage.

PodP#copy startup-config tftp://10.0.P.10
or

PodP#copy start tftp
Address or name of remote host []? 10.0.P.10
Destination filename [Podp-confg]?

Modify the saved AP configuration on PC1. Change the hostname to PodPrestore

h. Upload a configuration file TFTP server to the AP startup-config.

PodP#copy tftp start
Address or name of remote host []? 10.0.P.10
Destination filename [Podp-confg]?

i. Verify the uploaded configuration file in NVRAM.

PodP#show start
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Step 5 Manage system image files

Cisco 1200 Access Point

Hostname PodP PodP uptime is 2 hours, 5 minutes
System Software Version: 105 (tm) C1200 Software (C1200-K9WT7-M)
Product/Model Number: AIR-AP1220-105-UPGRD
Top Assembly Serial Number:
System Software Filename: c1200-k9wT7-tar.122-11.JA
SYSTEM SOFTVWARE System Software Version: 12.2(11)JA
Software Upgrade Bootloader Version: 12.2(11)1JA
System Configuration System Uptime: 2 hours, 5 minutes

Maintaining a record of the AP System Software Version is important for security and operation.
a. Open a browser on PC1. Enter the IP address of the AP in the URL locator. Press Enter.
b. Login to the AP.

c. From the Home page, go to the SYSTEM SOFTWARE Page.

d. What is the Product/Model Number?

e. What is the System Software Filename?

Cisco 1200 Access Point
HTTP UPGRADE

TFTP UPGRADE

Hostname PodP PodP uptime is 2 hours, 16 minutes

System Software: Upgrade- HTTP Upgrade

System Software Filename: c1200-k9w7-tar122-11.J4
System Software Version: 12.2(11JA
12.2(11JA

SYSTEM SOFTVWARE Bootloader Version:

Software Upgrade

Systemn Configuration .
Upgrade System Software Tar File: Upgrade | |

Browse... |

The SYSTEM SOFTWARE>Software Upgrade Page provides the easiest method to upgrade a
system image.

f. Click on the browse button to locate the desired Tar file located on PC1.

Note The AP image files are available at the following address: http://www.cisco.com/public/sw-
center/sw-wireless3.shtml
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Choose file 2| x|

Look in: I&}Gsco ;I - £ B
=) c1200-kow7-tar.122-11.1A

File name: I ;I Open I
Files of type: | Al Files ) =] Cancel

g. Select the image file and click Open.

Cisco 1200 Access Point
TFTP UPGRADE

HTTP UPGRADE

Hostname PodP PodP uptime is 2 hours, 16 minutes

System Software: Upgrade- HTTP Upgrade

System Software Filename: c1200-k9w7-tar122-11.J4

System Software Version: 12.2(11)JA
122(11)0JA

Bootloader Version:

SYSTEM SOFTWARE
Software Upgrade

System Configuration . - - -
Upgrade System Software Tar File: Upgrade | IC:\CISCO\AP120’D—CISCO-|OSIII"I"IQ Browse... |

h. The image will now appear in the File: box.

Note Before proceeding with Upgrade, get the instructors approval

i. Click the Upgrade button.
j. Itis best to maintain a console connection to monitor the upgrade progress.

Note NEVER reboot once the upgrade process begins! It is a good practice to connect the AP to a
UPS.
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Step 6 Backup configurations using FTP (Optional challenge)

Download, install and configure a FTP server on PC1. Configure a user of netadmin1 with a
password of mypass.

a. From a console or telnet connection to the AP, copy the running-config to a FTP server
without configuring the username and password.

PodP# copy run ftp://netadminl:mypass@10.0.P.10/apl-confg
Write file apl-confg on host 10.0.P.10?[confirm]

Building configuration...[OK]
Connected to 10.0.P.10
PodP#

b. Now, copy the startup-config to a FTP server.

PodP (config) #ip ftp username netadminl

PodP (config) #ip ftp password mypass

PodP (config) #end

PodP#copy start ftp

Remote host[]? 10.0.P.10

Name of configuration file to write [apl-confg]?
Write file apl-confg on host 10.0.P.10?[confirm]
! [OK]

c. Finally, copy a backup configuration to the startup-config.

PodP#configure terminal

PodP (config) # ip ftp username netadminl

PodP (config) # ip ftp password mypass

PodP (config) # end

PodP# copy ftp start

Address of remote host []? 10.0.P.10

Name of configuration file[rtrl-confg]? hostl-confg
Configure using hostl-confg from 10.0.P.10?[confirm]
Connected to 10.0.P.10

Loading 1112 byte file hostl-confg:! [OK]

[OK]
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Lab 5.3.5 Configure Ethernet/FastEthernet Interface

Estimated Time: 15 minutes
Number of Team Members: Students will work in teams of two.

Objective

In this lab, the student will use the AP setting pages to enter speed and duplex information for the
AP.

Scenario

This section describes how to configure the AP radio Ethernet and FastEthernet interfaces to lock in
speed and duplex settings.

Topology

POD P

PC 2

10.0.P.0/24
10.0.P.11/24
(optional
DHCP server)
PC 1
10.0.P.10/24

Preparation
Below are the basic settings to be applied to the AP.

1 Pod1 AP1 10.0.1.1/24

2 Pod2 AP2 10.0.2.1/24
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Tools and Resources
e One Cisco 1200 AP
e PCs with properly installed Cisco wireless client adapters and utility.

e Several PCs on the wired network that can maintain connectivity to the configuration
management pages on the AP.

Step 1 Obtaining and Assigning an IP Address

Cisco 1200 Access Point

Hostname ap ap uptime is 11 minutes
_
Clients: 0 | Repeaters: 0
Network Identity
IP Address 10.0.01
MAC Address 000b.46b8.cad0
Network Interfaces
Interface MAC Address Transmission Rate
1} FastEthemet 000b.46b8 £a90 100Mbls
1t Radio0-602 118 0007 8503 6467 11.0Mbls
1t Radio1-602 11A 000a.f473.4c8d 54 0Mbis
Event Log
Time Severity Description
Mar 100:11:22.632 #Notification Configured from console by console
Mar 1 00:09:56 616 ‘Warning Duplicate address 10.0.0.1 on BVI1, sourced by 0006 5bb8 54f5
Mar 100:07:25.197 #Notification Line protocol on Interface FasiEthernet0, changed state to up
Mar 1 00:00:20.258 #hotification Line pratacol on Interface Dot11Radioq, changed state to up
Mar 100:00:19.263 Error Interface Dot11Radio1, changed state to up
Mar 1 00:00:19.257 #information Interface Dot11Radio1, frequency 5280 selected
Mar 100:00:15.257 #otification Line pratecal on Interface Dot11Radio0, changed state to up
Mar 1 00:00:15.197 #hotification Line protocol on Interface FastEthernetd, changed state to down
Mar 100:00:14.276 Error Interface Dot11Radio0, changed state to up
Mar 1 00:00:14 256 #information Interface Dot11Radio0, frequency 2452 selected

a. If needed, console into the AP and configure the BVI IP address to 10.0.P.1/24. Set the
hostname as well according to the Preparation table. Make sure the wired PC TCP/IP settings
are configured according to the Topology. A wireless connection to the AP can also be used.

1. Record the configuration commands below needed for Step1a.

b. Open up a browser on PC1 and browse to the AP’s Home page
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Step 2 Express Setup page

Cisco 1200 Access Point

Hostname Pod1 Pod1 uptime is 19 minutes

EXPRESS SET-UP

Express SetUp

Browse to the EXPRESS SET-UP Page and verify the settings configured in Step 1 through GUL.
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Step 3 Data rate speed and Duplex of the FastEthernet interface

Cisco 1200 Access Point

SETTINGS

Hostname Pod1

NETVORK INTERFACES Network Interfaces: FastEthernet Settings

IP Address

Pod1 uptime is 21 minutes

FastEthernet Enable Ethernet: ' Enable " Disable
Radio0-802.118 Current Status {Software/Hardware): 1t Enabled 1t Up
Radiol 302 1172 Requested Duplex: *  Auto © Half © Full

Requested Speed: * = Auto © 100 Mbps ¢ 10 Mbps

* Do not modify while using inline power. The "Requested Duplex” and "Requested Speed” controls may be setto “auto”™ only when operating with normal power. They may also be set by using the
Upload New Startup Confiquration File feature

Apply | Cancel

a. Go to the NETWORK INTERFACES>FastEthernet Page and click on the settings tab of the AP.
b. The Enable Ethernet: setting should be set to Enable.

Note If the FastEthernet settings are modified while connected through the wired network, the
connection may be lost. These will actually be modified in Step 4 through the Console.
The Requested Duplex Setting should be set to Auto by default. In a production
environment, the duplex should be locked into the optimum setting of the connected
switch.

c. The Requested Speed Setting should be set to Auto by default. In a production environment,
the speed should be locked into the optimum setting of the connected switch.

Step 4 Configure Ethernet/FastEthernet Interfaces through I0S CLI

Typically, an IP address is configured on the BVI interface only. However, there are some other
settings which should be set on the FastEthernet interface. Below is a command table which will be
used in this step.

Command Description
configure terminal enter global configuration mode
interface fastEthernet interface enter the device Ethernet/fastEthernet
number interface
duplex auto|full|half set the role of the AP device
show interfaces <cr>|interface View the interface(s) detailed status
number
show ip interface brief View a brief status of IP interfaces
show running-config View the running configuration
speed 10|100|auto set the data rate of the AP

Console into the AP

a. Beginning in configuration mode. Follow these steps to set the AP Ethernet/FastEthernet
settings:

PodP (config) #interface fastEthernet 0
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b. Now see what duplex settings are possible.
PodP (config-if) #duplex ?
auto Enable AUTO duplex configuration
full Force full duplex operation

half Force half-duplex operation

c. Set the duplex to full
PodP (config-if) #duplex full

d. Now see what speed settings are possible.
PodP (config-if) # speed ?
10 Force 10 Mbps operation
100 Force 100 Mbps operation

auto Enable AUTO speed configuration

e. Now set the speed to 100 Mbps.
PodP (config-if) #speed 100
PodP (config-if) #end

f.  Check the running configuration.

PodP#show running-config

g. Display the FastEthernet interface status
PodP#show interfaces fastEthernet 0
FastEthernet0 is up, line protocol is up
Hardware is PowerPC405GP Ethernet, address is 000b.46b8.ca90 (bia 000b.46b8.ca90)
MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,
reliability 255/255, txload 1/255, rxload 1/255
Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s, MII
ARP type: ARPA, ARP Timeout 04:00:00
Last input 00:23:18, output 00:01:54, output hang never
Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo
Output queue :0/40 (size/max)
5 minute input rate 0 bits/sec, 0 packets/sec
5 minute output rate 0 bits/sec, 0 packets/sec
1783 packets input, 164809 bytes
Received 29 broadcasts, 0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored
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0 watchdog

0 input packets with dribble condition detected
1141 packets output, 449852 bytes, 0 underruns

0 output errors, 0 collisions, 4 interface resets
0 babbles, 0 late collision, 0 deferred

0 lost carrier, 0 no carrier

0 output buffer failures, 0 output buffers swapped out

h. Quickly verify all the interfaces are up
PodP#show ip interface brief

PodP#show ip interface brief

Interface IP-Address OK? Method Status Protocol
BVI1 10.0.P.1 YES other up up

Dotl1lRadio0 unassigned YES TFTP up up

DotllRadiol unassigned YES TFTP up up
FastEthernetO unassigned YES other up up
Virtual-DotllRadioO unassigned YES TFTP down down
Virtual-DotllRadiol unassigned YES TFTP down down

PodP#

i. Now check the detailed status of all the interfaces

PodP#show interfaces
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Lab 5.4.4 Configure Radio Interfaces through the GUI

Estimated Time: 20 minutes
Number of Team Members: Students will work in teams of two.

Objective

In this lab, the student will use the Radio 802.11b-setting page to enter basic channel and data rate
information for the AP radio. The Radio 802.11b page will also be accessed to enter basic settings
for the transmit power, antennas, and operating thresholds on the AP.

Scenario

This section describes how to configure the AP radio. Use the AP Radio interface pages in the
management system will be used to set the radio configuration.

Topology

POD P

g 0000000000000 - 100P.1124
i e
PC 2

10.0.P.0/24
10.0.P.11/24
(optional
_ DHCP server)
-
PC1
10.0.P.10/24
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Preparation

The student PC should be connected to the AP through an isolated wired network or crossover
cable. The AP should be set to factory defaults. A DHCP service may be used to assign an address
to the AP.

1 Pod1 AP1 10.0.1.1/24

2 Pod2 AP2 10.0.2.1/24

Tools and Resources
e Cisco APs
o PCs with properly installed Cisco wireless client adapters and utility.

e Several PCs on the wired network that can maintain connectivity to the configuration
management pages on the AP.

Step 1 Radio Interface information

Cisco 1200 Access Point

Hostname ap ap uptime is 17 minutes
Association
Clients: 0 ‘ Repeaters: 0
Network Identity
IP Address 10.011
MAC Address 000b.fd4a.700¢c
Network Interfaces
Interface MAC Address Transmission Rate
ﬂ EastEthernet 000b.fd4a.700¢c 100Mbis
1} Radio-302 118 0007.85b2.6270 11.0Mbls
1} Radio1-802.11A 000b.fd01.05b7 54.0Mb/s
Event Log
Time Severity Description

_ Refresh

a. Open a browser and type in the IP address of the AP that was assigned in the Preparation
section of this lab. Log into the AP by pressing TAB while in the username box then type in the
default password "Cisco".
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Note The password is case sensitive. This should open the AP HOME page.

b. Obtain the AP information from this page. It is important for the network administrator to be
familiar with the settings on the network equipment.

c. Are there any Clients or Repeaters connected to the AP? What is the number for each?

d. What is the IP Address of the AP?

e. What Network Interfaces are available?

f.  What is the Ethernet/FastEthernet MAC address?

g. Ifavailable, what is the Radio 802.11b MAC address?

h. If available, what is the Radio 802.11b Transmission rate?

i. If available, what is the Radio 802.11a MAC address?

j. If available, what is the Radio 802.11a Transmission rate?
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Step 2 Network Interface settings

Cisco 1200 Access Point

RADIO0-802.11B STATUS DETAILED STATUS

SETTINGS CARRIER BUSY TEST

Hostname ap ap uptime is 11 minutes
NETWORK INTERFACES Network Interfaces: Radio0-802.11B Settings
IP Address
FastEthernet Enable Radio: & Enable ' Disable
Radio0-802.11B Current Status |Software/Hardware): Enabled {1 Upﬁ
Radio1-802.11A
Role in Radio Network: % Access Point Root (Fallback to Radio Island)

(Fallback mode upon loss

- ) )
R Access Point Root (Fallback to Radio Shutdown)

" Access Point Root (Fallback to Repeater)
" Repeater Mon-Root

Data Rates: BestRange | Best Throughput |
1.0Mb/sec ¥ Require " Enable " Disable
2 0Mbisec & Require " Enable " Disable
5.5Mb/sec ¥ Require " Enable " Disable
11.0Mb/sec  * Require " Enable " Disable

If available, click on the NETWORK INTERFACES>Radio0-802.11B. Next, click the SETTINGS
tab. Record the following settings from the Radio Interface page:

a. What is the Enable Radio setting and Current Status?

b. What is the role of this AP?

c. What speeds are configured for the data rates?

d. What is the Enable Radio setting and Current Status?

e. What is the role of this AP?

f.  What speeds are configured for the data rates?

Scroll down the Network Interface Settings page to view the information displayed in the figure
for this step.
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Transmitter Power (mW): C A5 20030 0 50 C 100 % Max

Limit Client Power (mW): C A5 20030 0 50 C 100 % Max
Default Radio Channel: Least Congested Frequency;l Channel 1 2412 Mhz
Least Congested Channel Search: Channel 1-2412 MHz

(Use Only Selected Channels) Channel 2 - 2417 MHz
Channel 3 - 2422 MHz
Channel 4 - 2427 MHz
Channel 5 - 2432 MHz

Channel 6 - 2437 MHz
Channel 7 - 2442 MHz
Channel & - 2447 MHz
Channel 9 - 2452 MHz
Channel 10 - 2457 MHz
Channel 11 - 2462 MHz

World Mode .

Multi-Domain Operation: " Enable @ Disable

Radio Preamble * Short " Long

Receive Antenna: ¢ Diversity O Left " Right
Transmit Antenna: ¢ Diversity O Left " Right
Aironet Extensions: * Enable " Disable

g. What is the Transmitter Power setting?

h. What is the Default Radio Channel?

i. What are the other settings on this page? Repeat the Network Interface Settings steps for the
Radio1-802.11A.

Network Interface Settings
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Step 3 Connect to the AP with a wireless PCI NIC

Using a laptop or desktop with a wireless adapter, connect to the correct AP. Make sure the wireless
device is not connected by way of the wired network.

a. Configure and select a profile to connect to the AP. Make sure the SSID is configured in the
profile to match the AP.

b. Configure a unique Client Name in the profile, such as a first initial last name of one of the team
members

c. Make sure to check or configure the TCP/IP settings of the laptop or desktop to connect to the
proper IP network. If a DHCP server is running, configure TCP/IP to receive the address
automatically, or configure static IP setting.

d. Now check to see if the ACU icon in the system tray is green, which indicates a successful link to
the AP. Double click on the icon to verify the correct AP Name and AP IP Address.

@l 3:17pM

Step 4 Association page

Cisco 1200 Access Point

Hostname ap

ap uptime is 17 minutes

Association

ASSOCIATION
Clients: 0 Repeaters: 0

View: ¥ Client ¥ Repeater Apply |

Radio202.11B

Refresh

a. To check which clients are associated to this AP, go to the ASSOCIATION page and click on the
Association button.

b. Record the MAC Addresses of the devices associated to this AP:
MAC ADDRESS

c. Test connectivity to other devices using ping, Telnet, http, and ftp. This will vary depending on
the devices connected and configured on the wired network.
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Step 5 Advanced Radio settings

Scroll to the bottom of the Network Interface Settings page to view the information displayed in

the figure for this step.

Ethernet Encapsulation Transform:
Reliable Multicast to WGB:

Public Secure Packet Forwarding:

Beacon Period:
Max. Data Retries:

Fragmentation Threshold: 2346

Repeater Parent AP Timeout:

[0 (20-4000 Kusec)
[32 (1-128)

(256-2346)

Repeater Parent AP MAC 1 (optional):

Repeater Parent AP MAC 2 (optional):

* RFC1042  802.1H
& Disable " Enable
" Enable &+ Disable

Data Beacon Rate (DTIM):
RTS Max. Retries:

RTS Threshold:

o (0-65535 sec)
[ (HHHH HHHH_HHHH)
[ (HHHH HHHH.HHHH)

2 (1-100)
[32 (1-128)
[2312 (0-2347)

Repeater Parent AP MAC 3 (optional):

[ (HHHH.HHHH.HHHH)
[ (HHHH. HHHH HHHH)

Repeater Parent AP MAC 4 (optional):

Apply § Cancel

a. What is the Reliable Multicast to WGB setting? What wireless device does this setting pertain
to?

b. What is Public Secure Packet Forwarding setting? Why would this be enabled?

c. What is the Beacon Period? What are the advantages and disadvantages of lowering or raising
the value?

d. What is the Data Beacon Rate (DTIM)? What are the advantages and disadvantages of lowering
or raising the value?

e. What is the Max Data Retries setting? What are the advantages and disadvantages of lowering
or raising the value?

127 - 429 Fundamentals of Wireless LANs v 1.2 — Lab 5.4.4 Copyright © 2003, Cisco Systems, Inc.



f.  Whatis RTS Max Retries setting? What are the advantages and disadvantages of lowering or
raising the value?

g. What is the Fragmentation Threshold? What are the units for this value?

h. Whatis the RTS Threshold setting?

i. Whatis Repeater Parent AP timeout?

j.  What is Repeater Parent AP MAC 1 (optional)?

k. What is Repeater Parent AP MAC 2 (optional)?

I.  What is Repeater Parent AP MAC 3 (optional)?

m. What is Repeater Parent AP MAC 4 (optional)?

Step 6 Make changes to the radio interface of the AP (Optional)

Make changes to the radio interface. Perform the setting changes through the web browser interface.
As changes are made, use several of the Cisco Aironet client utility tools to test various settings on
the radio interface. Take care to make one change at a time and monitor the performance change in
either of the site survey or link status meter tools.

Make a change to the APs receive and transmit antenna settings. By default they are set to diversity.
Change the setting to left or right. Have your lab partner move about the site with the laptop and see
if there is any degradation or improvement in the radio signal.

a. Which antenna setting had the best performance?

b. Which antenna setting had the worst performance?

Note If there is delay caused by congestion, change the channel settings and see if performance is
improved. Remember, on the 802.11b, there are only three non-overlapping channels (1, 6, and 11)
that can be used in the BSS/ESS topology that this lab is creating. Coordinate channel settings with
other team members or set the AP to seek a less congested channel.
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c. Which channel setting had the best performance?

d. Which channel setting had the worst performance?

e. Change the Transmitter Power settings and make note of any data rate performance or range.
Was there any enhancement or degradation in the performance of the AP? With the instructors
permission, see how far the wireless client can roam with the lowest/highest setting.

f.  If there was, which Transmitter Power setting gave the furthest range or strongest signal?

g. Which Transmitter Power setting gave the fastest data rate?
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Lab 5.4.5 Configure Radio Interface through the 10S CLI

Estimated Time: 30 minutes
Number of Team Members: Students will work in teams of two.

Objective
In this lab, the student will enter basic channel and data rate information for the AP radio.

Scenario

This section describes how to configure the AP radio. Use the AP Radio interface pages in the
management system will be used to set the radio configuration.

Topology

POD P

Q 0000000000000 .Ooooco 1005524
-5
PC 2

10.0.P.0/24
10.0.P.11/24
(optional
: DHCP server)
-
PC 1
10.0.P.10/24

Preparation
Configure a PC and AP according to the Topology

Tools and Resources
e One AP
o PCs with properly installed Cisco wireless client adapters and utility.

e Several PCs on the wired network that can maintain connectivity to the configuration
management pages on the AP.
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Command List

In this lab exercise, the following commands will be used. Refer to this list if assistance or help is
needed during the lab exercise.

Command Description

configure terminal enter global configuration mode

interface dotllradio enter the device radio interface. The number is 0 for

number

11b and 1 for 11a. Depending on the installed radio(s),
one or both will be available.

station-role

set the role of the AP device

speed basic

set the data rate of the AP

power client

set the power level output of the AP

channel

set the channel of the AP

world-mode

set world-mode on the AP

preamble

set the preamble

antenna

set the receive or transmit antenna

Step 1 Connect to the AP

Connect to the AP using the console or telnet.

Enter global configuration mode with the following command:

PodP#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
PodP (config) #
Step 2 View the available 802.11b radio settings
The AP radio has many available settings.

Use the following commands to view the available commands for the 802.11b radio:

PodP (config) #interface dotllradio O
PodP (config-if) #?

antenna dotll radio antenna setting

beacon dotll radio beacon

channel Set the radio frequency

description Interface specific description

dotll IEEE 802.11 config interface commands
dotlx IEEE 802.1X subsystem

exit Exit from interface configuration mode

fair-queue
mac-address
power
preamble-short
rts

Enable Fair Queuing on an Interface
Manually set interface MAC address
Set radio transmitter power levels
Use 802.11 short radio preamble
dotll Request To Send

shutdown Shutdown the selected interface
speed Set allowed radio bit rates
ssid Configure radio service set parameters

station-role
world-mode

role of the radio
Dotll radio world mode
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Notice that there are many more configuration settings available.

Step 3 Configuring the role in radio network

To configure the AP as a root device that is connected to the wired LAN or as a repeater (non-root)
device that is not connected to the wired LAN.

View the available station roles. Then configure the AP as a root AP:

PodP (config-if) #station-role ?
repeater Repeater access point
root Root access point

PodP (config-if) #station-role root

Step 4 Configuring radio data rates

To use the data rate settings to choose the data rates the AP uses for data transmission. The rates
are expressed in megabits per second.

View the available speeds.

PodP (config-if) #speed ?

1.0 Allow 1 Mb/s rate
11.0 Allow 11 Mb/s rate
2.0 Allow 2 Mb/s rate
5.5 Allow 5.5 Mb/s rate

basic-1.0 Require 1 Mb/s rate
basic-11.0 Require 11 Mb/s rate
basic-2.0 Require 2 Mb/s rate
basic-5.5 Require 5.5 Mb/s rate

range Set rates for best range
throughput Set rates for best throughput
<cr>

PodP (config-if) #

Use the following commands to set up the AP for 11-Mbps service only:

PodP (config-if) #speed basic-11.0 1.0 2.0 5.5
PodP (config-if) #

Step 5 Configuring radio transmit power

The power level on client devices that associate to the AP and the AP radio power can be manually
set. Use the help to view the power settings which can be configured.

PodP (config-if) #power ?
client Client radio transmitter power level
local Local radio transmitter power level
PodP (config-if) #

See which power levels are configurable on the AP.

PodP (config-if) #power local ?
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<1-100> One of: 1 5 20 30 50 100
maximum Set local power to allowed maximum
PodP (config-if) #

Configure the AP radio power to 5SmW.

PodP (config-if) #power local 5

*Mar 1 02:07:19.457: SLINK-5-CHANGED: Interface DotllRadioO,
changed state to reset

*Mar 1 02:07:19.475: SLINK-3-UPDOWN: Interface DotllRadioO, changed
state to up

PodP (config-if) #

When a client device associates to the AP, the AP sends the maximum power level setting to the
client. Follow these steps to specify a maximum allowed power setting on all client devices that
associate to the AP, the example below sets the radio transmit power to 100mW:

PodP (config-if) #power client 100
PodP (config-if) #

Now lower the setting to Smw:

PodP (config-if) #power client 5

*Mar 1 02:01:42.123: SLINK-5-CHANGED: Interface DotllRadioO,
changed state to reset

*Mar 1 02:01:42.141: SLINK-3-UPDOWN: Interface DotllRadioO, changed
state to up

PodP (config-if) #

Step 6 Configuring radio channel settings

The default channel setting for the AP radios is least congested. At startup, the AP scans for and
selects the least congested channel. For the most consistent performance after a site survey, it is
recommended that a static channel setting for each AP be assigned. The channel settings on your
AP correspond to the frequencies available in your regulatory domain.

See what channels are available.

PodP (config-if) #channel ?
<1-2462> One of: 1 2 3 45 6 7 8 9 10 11 2412 2417 2422 2427
2432 2437 2442 2447 2452 2457 2462
least-congested Scan for best frequency
PodP (config-if) #

Follow the steps below to assign a static channel setting for the AP. The example below sets the
radio to channel 1:

PodP (config-if) #channel 1 (or the channel frequency)

*Mar 1 02:10:46.872: SLINK-5-CHANGED: Interface DotllRadioO,
changed state to reset

*Mar 1 02:10:46.890: SLINK-3-UPDOWN: Interface DotllRadioO, changed
state to up

PodP (config-if) #
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Step 7

Step 8

Now assign a least congested channel setting for the AP. The example below sets the radio to the
least congested channel setting:

PodP (config-if) #channel least-congested

*Mar 1 02:12:38.761: S$LINK-5-CHANGED: Interface DotllRadioO,
changed state to reset

*Mar 1 02:12:39.760: SLINEPROTO-5-UPDOWN: Line protocol on
Interface DotllRadio 0, changed state to down

*Mar 1 02:12:43.265: %DOT11-6-FREQ USED: Interface DotllRadioO,
frequency 2412 selected

*Mar 1 02:12:43.285: SLINK-3-UPDOWN: Interface DotllRadioO, changed
state to up

*Mar 1 02:12:44.267: SLINEPROTO-5-UPDOWN: Line protocol on
Interface DotllRadio 0, changed state to up

PodP (config-if) #

Notice the output on the console displays the AP selecting the frequency that is least congested at
that point and time.

Enabling and disabling world-mode

When world-mode is enabled, the AP adds channel carrier set information to its beacon. Client
devices with world-mode enabled receive the carrier set information and adjust their settings
automatically. For example, a client device used primarily in Japan could rely on world-mode to
adjust its channel and power settings automatically when it travels to Italy and joins a network there.
World mode is disabled by default.

To enable world-mode on the AP, follow the steps below:

PodP (config-if) #world-mode

*Mar 1 02:14:32.793: SLINK-5-CHANGED: Interface DotllRadioO,
changed state to reset

*Mar 1 02:14:32.811: SLINK-3-UPDOWN: Interface DotllRadioO, changed
state to up

PodP (config-if) #

To disable wor1ld-mode on the AP, follow the steps below:

PodP (config-if) #no world-mode

*Mar 1 02:15:00.730: SLINK-3-UPDOWN: Interface DotllRadioO, changed
state to down

*Mar 1 02:15:00.732: SLINK-5-CHANGED: Interface DotllRadioO,
changed state to reset

*Mar 1 02:15:00.750: %LINK-3-UPDOWN: Interface DotllRadioO, changed
state to up

PodP (config-if) #

Disabling and enabling short radio preambles

The radio preamble (sometimes called a header) is a section of data at the head of a packet that
contains information that the AP and client devices need when sending and receiving packets. The
radio preamble can be set to long or short:

e  Short—A short preamble improves throughput performance. Cisco Aironet Wireless LAN
Client Adapters support short preambles. Early models of Cisco Aironet's Wireless LAN
Adapter (PC4800 and PC4800A) require long preambles.
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Long—A long preamble ensures compatibility between the AP and all early models of Cisco
Aironet Wireless LAN Adapters (PC4800 and PC4800A). If these client devices do not
associate to your APs, you should use short preambles.

Follow these steps to disable short radio preambles:

PodP (config-if) #no preamble-short

*Mar 1 02:16:03.156: SLINK-5-CHANGED: Interface DotllRadioO,
changed state to reset

*Mar 1 02:16:03.174: SLINK-3-UPDOWN: Interface DotllRadioO, changed
state to up

PodP (config-if) #

Follow these steps to enable short radio preambles:

PodP (config-if) #preamble-short

*Mar 1 02:16:24.843: SLINK-5-CHANGED: Interface DotllRadioO,
changed state to reset

*Mar 1 02:16:24.861: SLINK-3-UPDOWN: Interface DotllRadioO, changed
state to up

PodP (config-if) #

Step 9 Configuring transmit and receive antennas

The AP can be set to select the antenna the AP uses to receive and transmit data. There are three
options for both the receive and the transmit antenna:

Diversity—This default setting tells the AP to use the antenna that receives the best signal. If
your AP has two fixed (non-removable) antennas, you should use this setting for both
receive and transmit.

Right—If your AP has removable antennas and you install a high-gain antenna on the AP’s
right connector, you should use this setting for both receive and transmit. When you look at
the AP’s back panel, the right antenna is on the right.

Left—If your AP has removable antennas and you install a high-gain antenna on the AP’s
left connector, you should use this setting for both receive and transmit. When you look at
the AP’s back panel, the left antenna is on the left.

View the available antenna settings

PodP (config-if) #antenna ?
receive receive antenna setting
transmit transmit antenna setting

Follow these steps to set the AP receive and transmit to right: (the interfaces will reset after each
change.)

PodP (config-if) #antenna receive right
PodP (config-if) #antenna transmit right
PodP (config-if) #

Follow these steps to set the AP receive and transmit to left:

PodP (config-if) #antenna receive left
PodP (config-if) #antenna transmit left
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PodP (config-if) #
Follow these steps to set the AP back to receive and transmit to diversity:

PodP (config-if) #antenna receive diversity
PodP (config-if) #antenna transmit diversity
PodP (config-if) #

Step 10 Disable the radio
If the PC is connected through wireless, it is important to switch to a console connection.

Use the shutdown command to turn off the radio. Afterwards, re-enable the interface.

PodP (config-if) #shutdown

*Mar 1 02:27:18.082: SLINK-5-CHANGED: Interface DotllRadioO,
changed state to administratively down

*Mar 1 02:27:18.082: SLINK-5-CHANGED: Interface Virtual-
DotllRadio0O, changed state to administratively down

*Mar 1 02:27:19.083: SLINEPROTO-5-UPDOWN: Line protocol on
Interface DotllRadio0O, changed state to down

PodP (config-if) #

PodP (config-if) #no shutdown

*Mar 1 02:28:00.414: SLINK-5-CHANGED: Interface DotllRadioO,
changed state to reset

*Mar 1 02:28:00.414: SLINK-3-UPDOWN: Interface Virtual-DotllRadioO,
changed state to down

*Mar 1 02:28:00.433: SLINK-3-UPDOWN: Interface DotllRadioO, changed
state to up

*Mar 1 02:28:01.432: SLINEPROTO-5-UPDOWN: Line protocol on
Interface DotllRadio 0, changed state to up

Optional Steps for 802.11a radio if available

Step 11 View the available 802.11a radio settings
The AP radio has many available settings.

Use the following commands to view the available commands for the 802.11a radio:

PodP (config) #interface dotllradio 1
PodP (config-if) #

a. What command is needed to see the available commands in the interface mode?

Step 12 Configuring the Role in Radio Network
Configure the AP as a root AP:

a. What command is needed?
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Step 13 Configuring Radio Data Rates
View the available data rates for the 11a radio.

a. What command is needed?

b. What speeds are available?

Step 14 Configuring Radio Transmit Power

View the available power settings which can be configured.

a. What command is needed? What power settings are configurable?

See which power levels are configurable on the AP radio.

b. What command is needed? What are the available power levels for the local radio transmitter?

Configure the AP radio power to 10 mW.

c. What command is needed?

Configure the client radio transmit power to 40 mW.

d. What command is needed?

Now lower the setting to 5mw.

e. What command is needed?

Step 15 Configuring Radio Channel Settings
See what 11a channels are available.

a. What command is needed? What channels are available?

Assign static channel 36 to the AP.

b. What command is needed?
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Now assign a least congested channel setting for the AP.

c. What command is needed?

Step 16 Configuring Transmit and Receive Antennas
View the available antenna settings.

a. What command is needed? What settings are available?

Configure the AP to receive and transmit to right. (the interfaces will reset after each change.)

b. What commands are needed?

Set the AP to receive and transmit to left.

c. What commands are needed?

Set the AP back to receive and transmit to diversity.

d. What commands are needed?

Step 17 Disable the radio
If the PC is connected through wireless, it is important to switch to a console connection.
Use the shutdown command to turn off the radio. Afterwards, re-enable the interface.

a. What commands are needed?
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Lab 5.4.8 Configure an AP as a Repeater through the 10S CLI

Estimated Time: 30 minutes
Number of Team Members: Students will work in teams of two.

Objective

The student will extend the coverage of a basic service set topology by implementing an AP as a
repeater.

Scenario

An AP can be configured as a repeater to extend the wireless infrastructure range or to overcome an
obstacle that blocks radio communication. The repeater forwards traffic between wireless users and
the wired LAN by sending packets to either another repeater or to an AP connected to the wired
LAN. The data is sent through the route that provides the best performance for the client. In this lab,
the Root AP will be PodP. The repeater AP will be PodQ.

A chain of several repeater APs can be setup, but throughput for client devices at the end of the
repeater chain will be quite low. Because each repeater must receive and then re-transmit each
packet on the same channel, throughput is cut in half for each repeater you add to the chain.

Topology

POD Q POD P

B oo ooo

10.0.PQ.0/24

[
PC 1
10.0.PQ.10/24
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Preparation

Team AP Name SSID Address
1 Pod1 (root) P AP12 10.0.12.1/24
Pod2 (repeater) Q AP12 10.0.12.2/24

PC1 should be connected to the wired network. A second team can use the BR350s for the lab,
however students must use the VxWorks GUI to configure the steps. It is recommended that
students use |OS based APs first.

Tools and Resources

Each team will need:

2 APs
A wired PC (PC1)
A wireless PC or laptop (PC2)

Console cable

Additional Materials

http://www.cisco.com/en/US/products/hw/wireless/ps430/products installation and configuration gu

ide_book09186a0080147d69.html

Step 1 Basic AP Configuration to both APs

Console into the AP. Clear the configuration on both of the APs. Then put a basic configuration in
the APs.

A sample config is shown using Pod 1.(root AP)

ap (config) thostname Podl
Podl (config) #enable secret cisco

Podl (config) #int bvi 1

Podl (config-if) #ip address 10.0.12.1 255.255.255.0
Podl (config-if) #no ssid tsunami

Podl (config-if) #ssid AP12

Podl (config-if-ssid) #authentication open

Podl (config-if-ssid) #infrastructure-ssid

Podl (config-if-ssid) #end
Podl#copy run start

A sample config is shown using Pod 2. (repeater AP)

ap (config) thostname Pod2
Pod2 (config) #enable secret cisco

Pod2 (config) #int bvi 1

Pod2 (config-if) #ip address 10.0.12.2 255.255.255.0
Pod2 (config-if) #no ssid tsunami

Pod2 (config-if) #ssid AP12

Pod2 (config-if-ssid) #authentication open

Pod2 (config-if-ssid) #infrastructure-ssid

Pod2 (config-if-ssid) #end
Pod2#copy run start
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Configure a client and make sure it can associate with the first AP and then the second AP. You will
probably have to power off the AP that you are not testing. This will confimed that the APs are
configured and operational and clients can connect to the APP.

Step 2 Basic configure the repeater AP

A sample config is shown using Pod 1 as root and Pod 2 as repeater.

a.

PodP will be the root AP and should have a SSID of “APPQ”. PodQ will become the
repeater AP. The repeater AP will not require any Ethernet cables when configured in
repeater mode. Also, if Aironet extensions are disabled, enable Aironet extensions.

Set the AP role in the wireless LAN to repeater.

Pod2#config t

Pod2 (config) #int DotllRadio O

Pod2 (config-if) #station-role repeater
Pod2 (config-if) #dotll extension aironet
Pod2 (config-if) #end

Pod2# copy run start

MAC addresses can be entered for up to four parent APs. The repeater attempts to
associate to MAC address 1 first; if that AP does not respond, the repeater tries the next AP
in its parent list. (Optional) Enter the MAC address for the AP’s radio interface to which the
repeater should associate.

Pod2 (config-if) #parent 1 RRRR.RRRR.RRRR

(where RRRR.RRRR.RRRR = the MAC address of Pod1 11.b radio [not the fastethernet
interface])

d. Verify the configuration

Sample config shown

Pod2#show run

interface DotllRadioO

no ip address

no ip route-cache

!

ssid AP12
authentication open
infrastructure-ssid

|

parent 1 0987.1234.e345 <MAC address will vary>

speed basic-1.0 basic-2.0 basic-5.5 basic-11.0

rts threshold 2312

station-role repeater

Step 3 Verify client associates with root

a.

After the repeater is setup, force the client to associate with the repeater and not the root. Make
sure the TCP/IP settings and SSID are configured on the laptop. The client may be associated with
the repeater or the root. To ensure that the client is associated to the repeater AP:

Make sure the configuration on the root AP is saved by using the copy run start command.

b. Remove the power from the root AP.
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Step 4

c. Verify the client is associated to the repeater using the Aironet Client Ultility.
d. When the client is associated with the repeater, re-power the root AP.
e. Once the root AP has booted, ping the root bridge from the client.

Verify connections on repeater

After the client is associated with the repeater AP, check the LEDs on top of the repeater AP. If the
repeater is functioning correctly, the LEDs on the repeater and the root AP to which it is associated
behave like this:

o The status LED on the root AP is steady green, indicating that at least one client device is
associated with it (in this case, the repeater).

e The status LED on the repeater AP is steady green when it is associated with the root AP
and the repeater has client devices associated to it. The repeater's status LED flashes
(steady green for 7/8 of a second and off for 1/8 of a second) when it is associated with the
root AP but the repeater has no client devices associated to it.

The repeater AP should also appear as associated with the root AP in the root AP’s Association
Table. On PodP, verify that PodQ is connected. There may also be other wireless clients
associated.

a. In privilege mode of the repeater, enter the following command to view what information can be
displayed

Pod2#show dotll associations ?

1. What information is available?

b. Now check the detailed status of all clients

Pod2#show dotll associations all-clients

Pod2#show dotll associations all-client

Address : 0007.85b3.8850 Name : Pod2

IP Address : 10.0.12.2 Interface : DotllRadio O
Device : apl200-Parent Software Version :

State : Assoc Parent : Our Parent
SSID : AP12 VLAN : 0

Hops to Infra : 0 Association Id : 1

Current Rate : 11.0 Encryption : Off

Key Mgmt type : NONE

Supported Rates

: 1.0 2.0 5.5 11.0

Signal Strength : =27 dBm Connected for : 2541 seconds
Signal Quality : 80 % Activity Timeout : 66 seconds
Power-save : Off Last Activity : 0 seconds ago
Packets Input : 444 Packets Output : 145

Bytes Input : 63984 Bytes Output : 25975
Duplicates Rcvd : 0 Data Retries H

Decrypt Failed : 0 RTS Retries : 0

MIC Failed : 0

MIC Missing 0
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c. In privilege mode of the repeater, verify that the laptop is associated. There may also be other
wireless clients associated.

d. Check the detailed status of all clients

Pod2#show dotll associations all-clients

Pod2#show dotll associations all-client

Address :
IP Address
Device

State

SSID

Hops to Infra
Clients Associated:
Current Rate

Key Mgmt type
Supported Rates
Signal Strength
Signal Quality
Power-save

Packets Input
Bytes Input
Duplicates Rcvd
Decrypt Failed
MIC Failed

MIC Missing

Address
IP Address
Device

State

SSID

Hops to Infra
Clients Associated:
Current Rate

Key Mgmt type
Supported Rates
Signal Strength
Signal Quality
Power-save

Packets Input
Bytes Input
Duplicates Rcvd
Decrypt Failed
MIC Failed

MIC Missing

0007.eb30.a37d
10.0.12.20
350-client

: Assoc
: AP12

1

0

11.0

NONE

1.0 2.0 5.5 11.0
-32 dBm

88 %

Off

333
20624
0

0
0
0
000b.bele.27e5

10.0.12.8
apl200-Rptr

: Assoc
: AP12

1

0

11.0

NONE

1.0 2.0 5.5 11.0
-25 dBm

85 %

Off

155
29388
0

0
0
0

Name
Interface
Software Version

Parent
VLAN
Association Id

: VIAO

DotllRadio O
5.20

self
0
3

Repeaters associated: 0

Encryption

Connected for
Activity Timeout
Last Activity

Packets Output
Bytes Output
Data Retries
RTS Retries

Name
Interface
Software Version

Parent
VLAN
Association Id

Off

2866 seconds
22 seconds
3 seconds ago

1
80
0
0

: AP2

DotllRadio O
12.2

self
0
2

Repeaters associated: 0

Encryption

Connected for
Activity Timeout
Last Activity

Packets Output
Bytes Output
Data Retries
RTS Retries

Off

2870 seconds
43 seconds
20 seconds ago

480
69571
4

0

1. Is the laptop associated? What information can be used to verify the connection?

Step 5 Configure the 802.11a radio as a repeater (optional)

Erase the configuration on both APs. Return to step 1 and configure the repeater topology using the
801.11a radio instead. In this case, disable the 11b radios.
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Lab 6.1.6 Resetting the Bridge

Estimated Time: 20 minutes
Number of Team Members: Students will work in teams of two

Objective
Reset the bridge to factory defaults.

Scenario
You can use the web-browser interface or the CLI to reset the access point/bridge to a factory
default configuration. The following steps reset all configuration settings to factory defaults, including
passwords, WEP keys, the IP address, and the SSID.

Note The default username and password are both Cisco, which is case-sensitive.

Topology

POD P

10.0.0.1/24

Bridge
PodP

10.0.0.0/24

[
PC 1

10.0.0.2/24
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Preparation
The students will read and familiarize themselves with the concepts in Chapter 6 prior to attempting
this lab.
Tools and Resources
Each team will require the following:
e One BR1310

e One PC on the wired LAN and connected via console for bridge configuration

Step 1 Resetting the bridge from the web interface

In order to use the web interface to reset the bridge, the IP address and passwords must be known.
The CLI can be used to view the IP address if the passwords are known. If the passwords are not
known, the bridge must be reset using the CLI from the console connection.

a. Open a browser and enter the bridge’s IP address in the browser address or location line. Press
Enter.

b. When the Enter Network Password screen appears enter a username and password in the
appropriate fields. (Defaults for both username and password: Cisco)

c. After successful login, the Summary Status page will display.

d. Click System Software then System Configuration in the left navigation bar. From the System
Configuration screen click Reset to Defaults. Confirm your choice by clicking the OK button in
the confirmation window.

e. The bridge will reboot to factory default settings. (Note: If the bridge is configured with a static IP
address, the IP address will not change.)

f.  After the bridge reboots, it can be configured using either the Web-browser interface or the CLI.

Hostname BPod1 BPod1 uptime is 45 minutes

System Software: System Configuration

Current Startup Configuration File: config.txt

Load New Startup Configuration File: ﬂl I Browse... |
Technical Support Information: Show tech-support

Reset Startup Configuration to Factory Defaults: Fesetto Defaults

SYSTEM SOFTWARE

Software Upgrade Restart Now: Restart |

System Configuration

Locate Access Point

Blink the Access Point LEDs: & Disable  © Enable Apply|

Step 2 Reset the bridge from the CLI

A bridge that has been previously configured may be inaccessible due to a lost or forgotten
password. Without the password, the web interface cannot be used to reset the bridge. The CLI
provides a method for resetting a bridge when the password is unknown.

a. Open the CLI using a connection to the bridge’s console port.
b. Reboot the bridge by removing power and reapplying power.

c. Letthe bridge boot until the command prompt appears and the bridge begins to inflate the
image. When you see the # symbols on the CLI, press Esc:

Loading “flash:/c1310-k9%kw-7mx.v122 15 ja.200040314-k9w7-
mx.v122_15_3ja.20040314” ... #######H4H#HHHHEHHHH A HH#HHERE [Esc]
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Note: Depending on the terminal emulation software you are using, you may have to press Esc
twice to access the boot loader.

At the bridge: prompt, enter the following command to show a directory of the flash file system
similar to the directory shown below:

bridge: dir flash:
Directory of flash:/

3 -rwx 1140 <date> config.txt

4 drwx 384 <date> c1310-k9w7-mx.122-15.JA
139 -rwx 5 <date> private-config

140 -rwx 70 <date> env_vars

143 -rwx 3511808 <date> tftp
181248 bytes available (7560192 bytes used)

The files config.txt and env_vars must be deleted or renamed. To keep a copy of the configuration,
these files must be renamed. If the files are renamed, they can be used to restore the configuration while
allowing you to change the password.

e.

Delete both files to restore the bridge to factory defaults.
bridge: delete flash:config.txt flash:oldcfg.txt
bridge: delete flash:/env vars flash:/oldenvars
Issue the boot command to reboot the bridge.

bridge: boot

The bridge will reboot with factory default values including the IP address (set to receive an IP
address using DHCP). To obtain the unit’'s new IP address, you can use the show interface
bvil CLI command. If the unit does not receive an IP address from a DHCP server, the IP
address is set to 10.0.0.1.

Note: Do not interrupt the boot process to avoid damaging the configuration file. Wait until the bridge
Install Mode LED begins to blink green before continuing with CLI configuration changes. You can
also see the following CLI message when the load process has finished:

Line protocol on Interface DotllRadioO, changed state to up.
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Lab 6.2.2 Configuring Basic Bridge Settings

Estimated Time: 30 minutes
Number of Team Members: Students will work in teams of two.
Objective
In this lab, the student will assign basic parameters to the bridge using the GUI and 10S CLI. The

Express Setup and Express Security pages will also be accessed through a web browser to assign
the IP address, subnet mask, default gateway, and SSID to the bridge.

Scenario
Basic configuration of a bridge can be done through the GUI or 10S CLI.

5. oo g
PC2,

10.0.0.0/27

Topology

Default
10.0.0.1/27

£
PC 1

10.0.0.1/27

Preparation

The student PC should be connected to the bridge through an isolated wired network or crossover
cable. The bridge should be set to factory defaults.

Tools and Resources
Each team will need:
e One bridge
e The bridge Power Injector
e APC (PC1) that is connected to the same wired network as the bridge

e A wireless PC or laptop (PC2)
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Command List

In this lab exercise, the following commands will be used. Refer to this list if assistance or help is

needed during the lab exercise.

Command

Description

configure terminal

Enter Global configuration mode

hostname

Set the hosthame on the device

interface bvil

Enter the virtual interface for the bridge

ip address

Set the IP address and subnet mask on the
device

interface dotllradio 0

Enter the device radio interface

station role
install | non-root | root [ap-
only] | workgroup-bridge

Set the bridge role.

Set the role to install, non-root, root or workgroup
bridge.

(Optional) If root mode is selected, the bridge can
be used as a root bridge or a root AP.

When set to ap-only mode, the fallback role of the
radio can be selected as repeater or shutdown. If
the Ethernet port of the bridge is disabled or
disconnected from the wired LAN, the bridge can
either shut down its radio port or become a
repeater bridge associated to a nearby root
bridge.

ssid ssid-string

Create an SSID and enter SSID configuration
mode for the new SSID. The SSID can consist of
up to 32 alphanumeric characters. SSIDs are
case sensitive.

Note: Do not include spaces or underscore
characters in SSIDs.

enable password password

The default password is Cisco. This commands
allows an administrator to change the password

enable secret password

The default enable password is Cisco.

enable password level level
password

The default is level 15 (privileged EXEC level).
The password is encrypted before it is written to
the configuration file.

show dotll associations

View the associated wireless devices

show running-config

Display the current configuration of the device

show startup-config

Display the startup configuration of the device

copy running-config startup-
config

Save the entries into the configuration file

show interfaces

Display interface information of the device

logging console 4

Turn off notification logging to avoid interruptions
during configuration.
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Step 1 Connect to the bridge using a console

a. Connect a PC to the bridge power injector’s serial port using a DB-9 to RJ-45 serial cable.
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b. Open a terminal emulator.

“& AP - HyperTerminal ' _ ol x|
File Edit WView Call Transfer Help
SEREIE IEEENE| COM1 Properties 2| x|
Port Settings | ﬂ
Bits per second: IEBDD - l
Data bits: IE - l
Parity: |Mone -
Stop bits: |1 - l
Flow control: I-Ju:une - l
Bestore Defaults |
oK | cancel | gy |

N 2k

Disconnected |Aut0 detect ‘Auto T ‘SCROLL |CAPS NUM |Capture |Printecho

c. Enter these settings for the connection:
e Bits per second (baud rate): 9600

e Data bits: 8
e Parity: none
e Stop bits: 1

e Flow control: none

d. Press Return to get started

Step 2 Configure PC1
Make sure the bridge is connected to PC1 by way of a wired connection.
a. Configure the IP address, subnet mask, and gateway on PC1
4. IP address 10.0.0.2
5. Subnet Mask 255.255.255.224
6. Gateway 10.0.0.1

Step 3 Connect to bridge using the web browser
a. Open an Internet browser. The default IP address of a bridge from the factory is 10.0.0.1.
b. Type the bridge IP address in the browser address location field. Press Enter.
c. Alogin screen appears. Type in the password of Cisco (case sensitive) and click OK.

d. When the bridge HOME page appears, click Express Setup from the left navigation bar.
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Cisco Aironet 1300 Series Wireless Bridge

Hostname bridge bridge uptime is 41 minutes
Home: Summary Status
Association
Clients: 0 | Infrastructure clients: 0

Metwork ldentity
IP Address 10.000.1

MAC Address 0011.8375.13e2

e. Type a system name of BPodP (where P is the Pod or Team number) for the bridge in the
System Name field.

f. Select Static IP as a configuration server protocol from the Configuration Server Protocol

selections.
Hostname hridge bridge uptime is 43 minutes
EXPRESS SET-UP
Express Set-Up
Systermn Name: IBpDcﬂ
MAC Address: 0011.9375.13e2

Configuration Server Protocol: ¢ DHCP & Static IP

IP Address: [top1a
IP Subnet Mask: [255.255.255.0
Default Gateway: [t0.0.1.254

Step 4 Assign the IP address

Use the values in the table to configure the bridge and PC for each team.

1 Pod1 10.0.1.1/24 10.0.1.10/24 10.0.1.12/24

2 Pod2 10.0.2.1/24 10.0.2.10/24 10.0.2.12/24

a. Type the IP address in the IP Address field.
b. Enter an IP subnet mask in the IP Subnet Mask field.

c. Enter the IP address of the default Internet gateway in the Default Gateway field. Assume the
router address is 10.0.P.254.

d. Leave the SNMP Community field at the default value.
e. Set Role in Radio Network to Root.
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f. Select Throughput for the Optimize Radio Network setting. Note: This setting will prevent
association with 802.11b clients.

g. Click Apply.

Radio0 802.11G

Role in Radio Network: # Root © Mon-Root [ Install-Mode
' Root AP O Waorkgroup Bridge
Optimize Radio Network for: © Throughput © Range @ Default € Custorn

Aironet Extensions: % Enable  Disahle

Once the settings are applied the web connection to the bridge will be lost, since the PC and the
bridge are no longer in the same IP subnet.

a. Reconfigure the IP address, subnet mask and gateway on PC1

1. IP address 10.0.P.10
2. Subnet Mask 255.255.255.0
3. Gateway 10.0.P.254
b. Reconnect to the bridge from PC1 web browser and verify the bridge settings from the Express
Setup page.

Step 5 Configure SSID

After you assign basic settings to your bridge, you must configure security settings to prevent
unauthorized access to your network. Because it is a radio device, the bridge can communicate
beyond the physical boundaries of your worksite. Just as you used the Express Setup page to assign
basic settings, you can use the Express Security page to create unique SSIDs and assign one of
four security types to them.

a. Select the Express Security link from the left navigation bar to open the Express Security Set-
Up page.

b. Inthe SSID field type the SSID for your pod:
I. Pod 1 SSID: bridge1
II. Pod 2 SSID: bridge2

c. Leave the VLAN and Security settings at their default values. This allows for open
authentication.

d. Click Apply to save the settings.
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Express Security Set-Up

SSID Configuration

1. SSID |bridge1 [T Broadcast SSID in Beacon
2. VLAN

& Mo WLAN " Enable WLAM 1D I (1-40958) [ Mative WLAM
3. Security

& No Security
Static WEP Key
[Kev1 =] 128 bit 7]

0 EAP Authentication

)

RADIUS Server | (Hostname ar IF Address)

RADIUS Server Secrat: |

RADIUS Server | {Hostname or IP Address)

RADIUS Server Secrat: I

Applyl Cancel |

Step 6 Connect to the bridge by way of a wireless PC

Using a laptop or desktop with a wireless adapter, connect to the correct bridge. Make sure the
wireless device is not connected through the wired network.

a. Configure and select a profile to connect to the bridge. Make sure the SSID is configured in the
profile to match the bridge.

b. Configure a unique Client Name in the profile, such as a first initial last name of one of the team
members

c. Make sure to check or configure the TCP/IP settings of the laptop or desktop to connect to the
proper IP network. Configure the wireless adapter with the static IP setting: 10.0.P.12/24.
Step 7 Verify the wireless connection

If the SSID on the bridge and client match, the client should be able to associate with the bridge. The
association status can be checked on both the bridge and the PC.

a. From the bridge, navigate to the Association page to view all associated devices.
b. Does the wireless PC Client Name appear which was previously configured?

c. Record the MAC Addresses of the devices associated to this bridge. One of these should be the
MAC Address of the laptop or desktop configured earlier.

MAC ADDRESS
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d. Now check to see if the ACU icon in the system tray is green, which indicates a successful
association. Double click on the icon to verify the correct bridge Name and bridge IP Address.

<8 3:17PM

e. Now check to see if a connection to the bridge using a web browser can be achieved from the
wireless device. Enter http://10.0.P.1 for the URL within the browser. Did the bridge GUI
display?

f. Test connectivity to other devices by way of ping, Telnet, http, and ftp. This will vary depending
on the devices connected and configured on the wired network.

Step 8 Access the bridge through I0S CLI

a. Open the HyperTerminal window on PC1. PC1 should still be connected through the console
cable.

b. Enter privileged mode with the following command. Cisco is the default password.

PodP>enable
Password:
PodP#

c. Turn off notification logging to avoid interruptions as you enter commands.

PodP#configure terminal
PodP (config) #logging console 4

Step 9 Erase the configuration through CLI
a. Erase the configuration with the following commands:

PodP#erase startup-config

Erasing the nvram filesystem will remove all files! Continue?
[confirm] (press Enter)

[OK]

Erase of nvram: complete

PodP# reload

System configuration has been modified. Save? [yes/no]: N
Proceed with reload? [confirm] (press Enter)

Step 10 Configure Hostname

The system name, while not an essential setting, helps identify the bridge on your network. The
system name appears in the titles of the management system pages.

a. Enter into configuration mode

bridge>enable
Password:Cisco

bridge#

bridgef#configure terminal
bridge (config) #

b. Turn off notification logging to avoid interruptions as you enter commands.
PodP (config) #logging console 4
c. Configure the host name with the following command:

bridge (config) #hostname PodP (where P is the pod number)
Podl (config) #
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http://10.0.p.1/

Step 11 Configure the Bridge Virtual Interface (BVI)

When you connect the bridge to the wired LAN, the bridge links to the network using a bridge virtual
interface (BVI) that it creates automatically. Instead of tracking separate IP addresses for the

Ethernet and radio ports, the network uses the BVI.

a. Assign an IP address and address mask to the BVI.

PodP (config) #interface bvil

PodP (config-if) #ip address 10.0.P.1 255.255.255.0

Step 12 Configure passwords

a. Configure the enable password to cisco. Also, configure the secret password to class. The
password is not encrypted and provides access to level 15 (traditional privileged EXEC mode

access):

PodP (config) #enable password cisco

PodP (config) #enable secret class

Use the 1level keyword to define a password for a specific privilege level. After you specify the level
and set a password, give the password only to users who need to have access at this level. Use the
privilege level global configuration command to specify commands accessible at various

levels.

b. Setthe configure command to privilege level 15 and define cisco as the password users must

enter to use level 15 commands:

PodP (config) #privilege exec level 15 configure

PodP (config) #enable password level 15 cisco

Step 13 Configure SSID

a. Configure an SSID with open authentication.

PodP (config) #interface dotllradio O

PodP (config-if) #ssid bridgeP

(

(

PodP (config-if-ssid) #authentication open

PodP (config-if-ssid) #end (or Ctrl-2Z)
#

PodP

Step 14 Check the running configuration and interface status

a. Display the current configuration of the device

PodP#show running-config
Building configuration...

Current configuration : 2660 bytes
|

version 12.2

no service pad

service timestamps debug datetime msec

service timestamps log datetime msec
service password-encryption

|

hostname PodP

[output omitted]

b. Display the condition and information of the device interfaces.

PodP#show interfaces

(where P is the pod number)
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Step 15 Save and verify the configuration is saved to Flash

a.

b.

Save the current configuration of the device into the configuration file.

PodP#copy running-config startup-config

Verify the startup configuration saved in Flash.

PodP#show startup-config

Step 16 Connect to the bridge using a wireless PC

Using a laptop or desktop with a wireless adapter, connect to the correct bridge. Make sure the
wireless device is not connected through the wired network.

a.

Configure and select a profile to connect to the bridge. Make sure the SSID is configured in the
profile to match the bridge.

Configure a unique Client Name in the profile, such as a first initial last name of one of the team
members

Make sure to check or configure the TCP/IP settings of the laptop or desktop to connect to the
proper IP network. Configure the wireless adapter with the static IP setting: 10.0.P.12/24.

Now check to see if the ACU icon in the system tray is green, which indicates a successful
association. Double click on the ACU icon to verify the correct bridge Name and bridge IP
Address.

\

«@C 3:17PM

Step 17 Verify the Associations

View the current device associations from the bridge CLI. The wireless device configured should
appear in the association output.

PodP#show dotll associations

802.11 Client Stations on DotllRadioO:
SSID [tsunami]

SSID [bridgeP]

Others: (not related to any ssid)
PodP#

Step 18 Connect to the bridge remotely through Telnet

Follow these steps to open the 10S CLI with Telnet. These steps are for a PC running Microsoft
Windows with a Telnet terminal application. Check your PC operating instructions for detailed
instructions for your operating system.

a.
b.

From PC2, Open a Telnet session to the bridge located at 10.0.P.1

If Telnet is not listed in your Accessories menu, select Start > Run, type Telnet in the entry field,
and press Enter.

At the username and password prompts, enter your administrator username and password. The
default username is Cisco, and the default password is Cisco. The default enable password is
also Cisco. The enable secret password is class. Usernames and passwords are case-
sensitive.

C:\>telnet 10.0.P.1

User Access Verification
Username:

Password:

PodP>
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Lab 6.2.4 Using Features of the Internetworking Operating System (I0S) command
line interface (CLI)

Estimated Time: 30 minutes
Number of Team Members: Students will work in teams of two.

Objective
In this lab, the student will learn the following objectives:
e Command Line Interface help features
e Abbreviated commands
¢ Using the no command to remove config statements
¢ Command History

e Editing features

Scenario
Students will learn the features of the bridge Internetworking operating system (10S).

Topology

POD P

Q 0000000000000 & 100724
£ 4
PC 2

10.0.P.0/24
10.0.P.11/24
(optional
DHCP server)
[ J
PC 1
10.0.P.10/24
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Preparation

Team System Name SSID Address
1 Pod1 bridge1 10.0.1.1/24
2 Pod2 bridge2 10.0.2.1/24

Tools and Resources
Each team will need:
e The bridge
e The bridge power injector
e APCorlaptop

e Console cable

Command List:

In this lab exercise, the following commands will be used. Refer to this list if assistance or help is
needed during the lab exercise.

Command Description
Obtains a brief description of the help system in any command

help mode.
? Lists all commands available for a particular command mode.
command? Lists the associated keywords for a command.
command keyword ? Lists the associated arguments for a keyword.
abbreviated-command- Obtains a list of commands that begin with a particular character
entry? string.

Use the no form to disable a feature or function or reverse the action
no of a command

The number of commands that are displayed is determined by the
setting of the terminal history global configuration command and
History size history line configuration command.

The number of commands that are displayed is determined by the
setting of the terminal history global configuration command and

terminal history size history line configuration command.

While in privileged EXEC mode, list the last several commands that
show history you just entered.

Recall commands in the history buffer, beginning with the most
Press Ctrl-P or the up arrow recent command. Repeat the key sequence to recall successively
key. older commands.

Return to more recent commands in the history buffer after recalling
Press Ctrl-N or the down arrow | commands with Ctrl-P or the up arrow key. Repeat the key
key. sequence to recall successively more recent commands.
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Step 1 Connect to the bridge through the console
a. Connecting a Cisco rollover cable (console cable) between PC1 and the bridge
b. Open a terminal emulator.
1. What settings are required?

Bits per second (baud rate):
Data bits:

Parity:

Stop bits:

Flow control:

c. Press return to get started

bridge>

Step 2 Enter into privileged mode

Enter privileged mode. Cisco is the default password. If the password has been changed, reset the
bridge to factory defaults. If help is needed refer to a previous lab or Cisco online documentation.

bridge>enable
Password:
bridge#

Step 3 Erase the existing configuration

If there is an existing configuration on the bridge, erase the configuration and reload.

bridgef#erase startup-config

Erasing the nvram filesystem will remove all files! Continue?
[confirm] ¥ [OK]

Erase of nvram: complete

bridge#

*Mar 1 00:42:37.099: %SYS-7-NV_BLOCK INIT: Initialized the geometry
of nvram

bridge#reload

System configuration has been modified. Save? [yes/no]: no
Proceed with reload? [confirm]y

Radio system is preparing for reload...

Radio system is ready for reload.

*Mar 1 00:45:08.446: %SYS-5-RELOAD: Reload requested by console.

1. What command is used to check the existing running configuration?

2. What command is used to check the existing startup configuration?
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Step 4

Step 5

Step 6

Configure the bridge

a. Enter global configuration mode. Configure the hostname, SSID, and passwords. Use the
previous lab for configuration help if needed

bridge#configure terminal
bridge (config) #

bridge (config) fhostname PodP
PodP (confiqg) #

b. Configure the remaining steps
Configure a wireless PC or laptop to connect the bridge.

d. From PC2 Telnet to the bridge to complete the remaining lab.

Using the help feature of the bridge

The bridge 10S includes help features. Typing the word help at the command prompt will give you a
brief summary of the help usage features. Display the help usage summary by typing the command

help at the prompt:

PodP#help
Help may be requested at any point in a command by entering
a question mark '?'. If nothing matches, the help list will

be empty and you must backup until entering a '?' shows the
available options.
Two styles of help are provided:
1. Full help is available when you are ready to enter a
command argument (e.g. 'show ?') and describes each possible
argument.

2. Partial help is provided when an abbreviated argument is entered

and you want to know what arguments match the input
(e.g. 'show pr?'.)

PodP#

Display the available commands of the command mode
To display a list of available commands of the command mode, type the ? character at the command
line prompt:
PodP#?
Exec commands:
<1-99> Session number to resume
access-enable Create a temporary Access-List entry
access-template Create a temporary Access-List entry
archive manage archive files
cd Change current directory
clear Reset functions
clock Manage the system clock
configure Enter configuration mode
connect Open a terminal connection
copy Copy from one file to another
debug Debugging functions (see also 'undebug')
delete Delete a file
dir List files on a filesystem
disable Turn off privileged commands
disconnect Disconnect an existing network connection

160 - 429

Fundamentals of Wireless LANs v 1.2 — Lab 6.2.4 Copyright © 2003, Cisco Systems, Inc.



dotll IEEE 802.11 commands
enable Turn on privileged commands
erase Erase a filesystem

[output omitted]

To get help on a specific command, type the command name followed by the ? at the command
prompt.

Type configure ? at the command prompt to display the available options for the configure
command:

PodP#configure ?

memory Configure from NV memory
network Configure from a TFTP network host
overwrite-network Overwrite NV memory from TFTP network host
terminal Configure from the terminal
<cr>

PodP#configure

Step 7 Abbreviated commands

The 10S supports the use of abbreviated commands. Type in a partial command at the command
prompt and then press the tab button. Pressing the tab button will complete the partial command.
Type in show conf rather than show configuration. Press the tab button and it will complete the
partial command:

PodP#show conf (press the tab button)
PodP#show configuration

Using 2660 out of 32768 bytes

|

version 12.2

no service pad

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

|

hostname bridge
|

[output omitted]

The Navigation keystrokes below help display the output as needed:

Key Action

Return Scroll down one line.
Space Scroll down one screen.
any other key Exit the output
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Step 8 Command history

The I0S provides a history or record of commands that you have entered. This feature is particularly
useful for recalling long or complex commands or entries, including access lists. You can customize
the command history feature to suit your needs as described in these sections:

Changing the Command History Buffer Size

By default, the bridge records ten command lines in its history buffer. Beginning in privileged EXEC
mode, enter this command to set the number of command lines that the bridge records during the
current terminal session:

PodP# terminal history size 10
(The range is from 0 to 256)

Beginning in line configuration mode, enter this command to configure the number of command lines
the bridge records for all sessions on a particular line, the example below configures the number of
lines to 10:

PodP (config) #line console 0
PodP (config-line)# history size 10
(The range is from 0 to 256)

Step 9 Using no Forms of Commands to remove configuration statements

Most configuration commands also have a no form. In general, use the no form to disable a feature
or function or reverse the action of a command. For example, the no shutdown interface
configuration command reverses the shutdown of an interface. Use the command without the
keyword no to re-enable a disabled feature or to enable a feature that is disabled by default.

You will perform a no command in Step 10 below.

Step 10 Enabling and disabling editing features

This section describes the editing features that can help you manipulate the command line. Although
enhanced editing mode is automatically enabled, you can disable it.

To re-enable the enhanced editing mode for the current terminal session, enter this command in
privileged EXEC mode:

PodP#terminal editing
PodP#

To reconfigure a specific line to have enhanced editing mode, enter this command in line
configuration mode:

PodP (config-line)# editing
To globally disable enhanced editing mode, enter this command in line configuration mode:
PodP (config-line)# no editing
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Step 11 Editing commands through keystrokes

Use the keystrokes listed below to practice editing command lines. Perform each keystroke starting
at the top of the list.

Keystroke1 Purpose

Ctrl-B or the left arrow key Move the cursor back one character.

Ctrl-F or the right arrow key Move the cursor forward one character.

Ctrl-A Move the cursor to the beginning of the command line.

Ctrl-E Move the cursor to the end of the command line.

Esc B Move the cursor back one word.

EscF Move the cursor forward one word.

Ctrl-T Transpose the character to the left of the cursor with the character
located at the cursor.

Delete or Backspace Erase the character to the left of the cursor.

Ctrl-P (or up arrow) View the previous command in the command history buffer

Ctrl-N (or down arrow) View the next command in the command history buffer
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Lab 6.3.2 Configure Radio Interface through the 10S CLI

Estimated Time: 30 minutes
Number of Team Members: Students will work in teams of two.

Objective
In this lab, the student will enter basic channel and data rate information for the bridge radio.

Scenario

This section describes how to configure the bridge radio. Use the bridge Radio interface pages in the
management system will be used to set the radio configuration.

Topology

POD P

10.0.P.1/24
(0000000000000 o
z 4
PC 2

10.0.P.0/24

10.0.P.11/24
(optional
, DHCP server)
¢
PC 1
10.0.P.10/24

Preparation
Configure a PC and bridge according to the Topology
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Tools and Resources
e One bridge
e PCs with properly installed Cisco wireless client adapters and utility.
e Several PCs on the wired network that can maintain connectivity to the configuration
management pages on the bridge.
Command List

In this lab exercise, the following commands will be used. Refer to this list if assistance or help is
needed during the lab exercise.

Command Description
configure terminal enter global configuration mode
interface dotllradio enter the device radio interface. The number is 0 for 11g.
number
station-role set the role of the bridge device
speed basic set the data rate of the bridge
power client set the power level output of the bridge
channel set the channel of the bridge
world-mode set world-mode on the bridge
preamble set the preamble
antenna set the receive or transmit antenna

Step 1 Connect to the bridge
Connect to the bridge using the console or telnet.
Enter global configuration mode with the following command:

PodP#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
PodP (config) #

Step 2 View the available 802.11g radio settings
The bridge radio has many available settings.

Use the following commands to view the available commands for the 802.11g radio:

PodP (config) #interface dotllradio 0
PodP (config-if) #?
Interface configuration commands:

access-expression Build a bridge boolean access expression
antenna dotll radio antenna setting

arp Set arp type (arpa, probe, snap) or timeout
bandwidth Set bandwidth informational parameter
bridge-group Transparent bridging interface parameters
carrier-delay Specify delay for interface transitions

cca Clear channel assessment threshold

cdp CDP interface subcommands

concatenation dotll packet concatenation

countermeasure countermeasure

[output omitted]
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Note that there are many other commands available.

Step 3 Configuring the role in radio network

Step 4

The bridge can be configured in a number of station roles to reflect how it is connected to the wired

network or the type of clients it is designed to support.

View the available station roles. Then configure the bridge as a root bridge:

PodP (config-if) #station-role ?
Install Mode for Antenna Alignment

install

non-root

root
workgroup-bridge

Configuring radio data rates

Bridge non-root

Bridge root

Workgroup Bridge
PodP (config-if) #station-role root

To use the data rate settings to choose the data rates the bridge uses for data transmission. The
rates are expressed in megabits per second.

View the available speeds.

PodP (config-if) #speed ?

1.0 Allow
11.0 Allow
12.0 Allow
18.0 Allow
2.0 Allow

24.0 Allow

36.0 Allow
48.0 Allow
5.5 Allow
54.0 Allow
6.0 Allow
9.0 Allow

1 Mb/s rate
11 Mb/s rate
12 Mb/s rate
18 Mb/s rate
2 Mb/s rate
24 Mb/s rate
36 Mb/s rate
48 Mb/s rate
5.5 Mb/s rate
54 Mb/s rate
6 Mb/s rate
9 Mb/s rate

basic-1.0 Require 1 Mb/s rate
basic-11.0 Require
basic-12.0 Require
basic-18.0 Require
basic-2.0 Require
basic-24.0 Require
basic-36.0 Require
basic-48.0 Require

basic-5.5 Require 5.5 Mb/s rate
basic-54.0 Require 54 Mb/s rate
basic-6.0 Require 6 Mb/s rate
basic-9.0 Require 9 Mb/s rate
default Set default rates

range Set rates for best range

throughput Set rates for best throughput

<cr>
PodP (config-if) #

11 Mb/s rate
12 Mb/s rate
18 Mb/s rate
2 Mb/s rate
24 Mb/s rate
36 Mb/s rate
48 Mb/s rate

Use the following commands to set up the bridge for 54-Mbps service only:

PodP (config-if) #speed basic-54.0

PodP (config-if) #
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Step 5

Step 6

Configuring radio transmit power

The power level on client devices that associate to the bridge and the bridge radio power can be
manually set. Set the transmit power for the 802.11g radio to one of the power levels allowed in your
regulatory domain. All settings are in mW.

Use the help to view the power settings which can be configured.

PodP (config-if) #power ?
client Client radio transmitter power level
local Local radio transmitter power level
PodP (config-if) #

See which power levels are configurable on the bridge.

PodP (config-if) #power local ?
cck Set local power for CCK rates
ofdm Set local power for OFDM rates
PodP (config-if) #

You can set Orthogonal Frequency Division Multiplexing (OFDM) power levels and Complementary
Code Keying (CCK) power levels. CCK modulation is supported by 802.11b and 802.11g devices.
OFDM modulation is supported by 802.11g and 802.11a devices.

Note The settings allowed in your regulatory domain might differ from the settings listed here.

Configure the bridge radio power to 5mW.

PodP (config-if) #power local cck 5
PodP (config-if) #

Note The 802.11g radio transmits at up to 100 mW for the 1, 2, 5.5, and 11Mbps data rates. However, for
the 6, 9, 12, 18, 24, 36, 48, and 54Mbps data rates, the maximum transmit power for the 802.11g
radio is 30 mW.

When a client device associates to the bridge, the bridge sends the maximum power level setting to
the client. Follow these steps to specify a maximum allowed power setting on all client devices that
associate to the bridge, the example below sets the radio transmit power to 100mW:

PodP (config-if) #power client 100
PodP (config-if) #

Now lower the setting to 5mw:

PodP (config-if) #power client 5
PodP (config-if) #

Configuring radio channel settings

The default channel setting for the bridge radios is least congested. At startup, the bridge scans for
and selects the least congested channel. For the most consistent performance after a site survey, it
is recommended that a static channel setting for each bridge be assigned. The channel settings on
your bridge correspond to the frequencies available in your regulatory domain. Only a bridge running
in root mode will allow configuration of a static channel.

See what channels are available

PodP (config-if) #channel ?
<1-2462> One of: 1 2 3 45 6 7 8 9 10 11 2412 2417 2422 2427
2432 2437 2442 2447 2452 2457 2462
least-congested Scan for best frequency
PodP (config-if) #
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Follow the steps below to assign a static channel setting for the bridge. The example below sets the
radio to channel 1:

PodP (config-if) #channel 1 (or the channel frequency)
PodP (config-if) #

Now assign a least congested channel setting for the bridge. The example below sets the radio to
the least congested channel setting:

PodP (config-if) #channel least-congested
PodP (config-if) #

Step 7 Enabling and disabling world-mode

Step 8

When world-mode is enabled, the bridge adds channel carrier set information to its beacon. Client
devices with world-mode enabled receive the carrier set information and adjust their settings
automatically. For example, a client device used primarily in Japan could rely on world-mode to
adjust its channel and power settings automatically when it travels to Italy and joins a network there.
World mode is disabled by default.

To view world-mode options on the bridge, use the help feature.

PodP (config-if) #world-mode ?
dotlld 802.11d World Mode advertise country
legacy Legacy World Mode advertize country
PodP (config-if) #

When you enter the dot11d option, you must enter a two-character ISO country code (for example,
the 1ISO country code for the United States is US). You can find a list of ISO country codes at the ISO
website. After the country code, you must enter indoor, outdoor, or both to indicate the placement of
the bridge. Enter the legacy option to enable Cisco legacy world mode.

To enable legacy world-mode on the bridge, follow the steps below:

PodP (config-if) #world-mode legacy
PodP (config-if) #

Disabling and enabling short radio preambles

The radio preamble (sometimes called a header) is a section of data at the head of a packet that
contains information that the bridge and client devices need when sending and receiving packets.
The radio preamble can be set to long or short, and is set to short by default.

e Short—A short preamble improves throughput performance. Cisco Aironet Wireless LAN
Client Adapters support short preambles. Early models of Cisco Aironet's Wireless LAN
Adapter (PC4800 and PC4800A) require long preambles.

e Long—A long preamble ensures compatibility between the bridge and all early models of
Cisco Aironet Wireless LAN Adapters (PC4800 and PC4800A). If these client devices do not
associate to your bridges, you should use short preambles.

Follow these steps to disable short radio preambles:

PodP (config-if) #no preamble-short
PodP (config-if) #

Follow these steps to enable short radio preambles:

PodP (config-if) #preamble-short
PodP (config-if) #
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Step 9 Configuring transmit and receive antennas

The bridge can be set to select the antenna the bridge uses to receive and transmit data. There are
three options for both the receive and the transmit antenna:

o Diversity—This default setting tells the bridge to use the antenna that receives the best
signal. If your bridge has two fixed (non-removable) antennas, you should use this setting for
both receive and transmit.

¢ Right—If your bridge has removable antennas and you install a high-gain antenna on the
bridge’s right connector, you should use this setting for both receive and transmit. When you
look at the bridge’s back panel, the right antenna is on the right.

o Left—If your bridge has removable antennas and you install a high-gain antenna on the
bridge’s left connector, you should use this setting for both receive and transmit. When you
look at the bridge’s back panel, the left antenna is on the left.

View the available antenna settings

PodP (config-if) #antenna ?
gain Configure Resultant Antenna Gain
receive receive antenna setting
transmit transmit antenna setting

View the available receive options:

PodP (config-if) #antenna receive?
diversity antenna diversity
left antenna left
right antenna right

Follow these steps to set the bridge receive and transmit to right: (the interfaces will reset after each
change.)

PodP (config-if) #antenna receive right
PodP (config-if) #antenna transmit right
PodP (config-if) #

Follow these steps to set the bridge receive and transmit to left:

PodP (config-if) #antenna receive left
PodP (config-if) #antenna transmit left
PodP (config-if) #

Follow these steps to set the bridge back to receive and transmit to diversity:

PodP (config-if) #antenna receive diversity
PodP (config-if) #antenna transmit diversity
PodP (config-if) #

Step 10 Disable the radio
If the PC is connected through wireless, it is important to switch to a console connection.

Use the shutdown command to turn off the radio. Afterwards, re-enable the interface.

PodP (config-if) #shutdown

*Mar 1 02:27:18.082: SLINK-5-CHANGED: Interface DotllRadioO,
changed state to administratively down

*Mar 1 02:27:18.082: $LINK-5-CHANGED: Interface Virtual-
DotllRadio0O, changed state to administratively down

*Mar 1 02:27:19.083: SLINEPROTO-5-UPDOWN: Line protocol on
Interface DotllRadio0O, changed state to down

PodP (config-if) #

PodP (config-if) #no shutdown
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*Mar 1 02:28:

changed state

*Mar 1 02:28:

changed state

*Mar 1 02:28:

state to up

*Mar 1 02:28:

00
to

00.

to

00.

01.

.414: SLINK-5-CHANGED: Interface DotllRadioO,

reset

414: $LINK-3-UPDOWN: Interface Virtual-DotllRadioO,
down

433: SLINK-3-UPDOWN: Interface DotllRadioO, changed

432: SLINEPROTO-5-UPDOWN: Line protocol on

Interface DotllRadio 0, changed state to up
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Lab 6.3.5 Configure Ethernet/FastEthernet Interface

Estimated Time: 15 minutes
Number of Team Members: Students will work in teams of two.

Objective
In this lab, the student will use the bridge setting pages to enter speed and duplex information for the
bridge Ethernet interface.

Scenario
This section describes how to configure the bridge radio Ethernet and FastEthernet interfaces to lock
in speed and duplex settings.

Topology

POD P

Qooooooooooooo @ T2
i
PC 2

10.0.P.0/24
10.0.P.11/24
(optional
DHCP server)
&
PC 1
10.0.P.10/24
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Preparation

Below are the basic settings to be applied to the bridge.

Team bridge Name SSID Address
1 Pod1 bridge1 10.0.1.1/24
2 Pod2 bridge2 10.0.2.1/24

Tools and Resources
e Cisco 1310 bridge
e Bridge power injector
o PCs with properly installed Cisco wireless client adapters and utility.

e PCs on the wired network that can maintain connectivity to the configuration management
pages on the bridge.

Step 1 Configuring the bridge IP Address

In order to access the web interface of the bridge for configuration, the IP address of the bridge BVI
must be known. The default IP address for the bridge is 10.0.0.1/27. If this IP address has been
changed from previous configurations, it will be necessary to connect to the bridge via a console
cable to configure the bridge with a known IP address.

a. If needed, console into the bridge and configure the BVI IP address to 10.0.P.1/24. Set the
hostname as well according to the Preparation table. Configure the wired PC with the correct
TCP/IP settings as indicated by the lab Topology. A wireless connection to the bridge can also
be used if the bridge configuration is known.

1. Record the configuration commands below needed for Step1a.

b. After the hostname and BVI interface have been configured, navigate to the bridge web interface
using the wired or wireless PC. The default username is Cisco. The default password is also
Cisco. Both username and password are case sensitive.
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Step 2 Configure data rate speed and Duplex of the FastEthernet interface

a. Go tothe NETWORK INTERFACES>FastEthernet Page and click on the settings tab of the
bridge.

FASTETHERNET STATUS |z SETTI rﬂg 3 W
)

Hostname BPod1 BPod1 uptime is 4 hours, 20 minutes

Hetwork Interfaces: FastEthernet Status

NETWORK INTERFACES .

Configuration

IP Address

FastEthernet Software Status Enabled 7 | Hardware Status Up i

Radio0-802.11G Maximum Rate 100MbYs | Duplex Full-duplex
Interface Statistics
Interface Resets 4| Mo Carrier il
Lost Carrier il

b. The Enable Ethernet: setting should be set to Enable.

Note If the FastEthernet settings are modified while connected through the wired network, the
connection may be lost. These will actually be modified in Step 4 through the Console. The
Requested Duplex Setting should be set to Auto by default.

c. The Requested Speed and Duplex settings should be set to Auto by default. In a production
environment, the speed should be locked into the optimum setting of the connected switch.

(zFASTETHERNET STATUS = SETTINGS b
Hostname BPod1 BPod1 uptime is 4 hours, 23 minutes
MNetwork Interfaces: FastEthernet Settings
HETWORK INTERFACES
IP Address Enable Ethernet: & Enable © Disahle
GaETEITE Current Status (Software/Hardware): 1 Enabled 1T Up
Radiol-802.11G
Requested Duplex: * & Auto O Half © Full
Requested Speed: * & Auto © 100 Mbps © 10 Mbps

* Do not modify 'Requested Duplex' or Requested Speed'while using inline power. Changing these settings
while using inline power may cause the device to reboot. See docurnentation for details.

Step 4 Configure Ethernet/FastEthernet Interfaces through 10S CLI

Parameters can be configured via the CLI if the web interface is inaccessible or if HTTP access has
been disabled for security reasons.

Console into the bridge. Beginning in configuration mode. Follow these steps to set the bridge
Ethernet/FastEthernet settings.

a. Enter interface configuration mode:
PodP (config) #interface fastEthernet 0

173 -429 Fundamentals of Wireless LANs v 1.2 — Lab 6.3.5 Copyright © 2003, Cisco Systems, Inc.



Now see what duplex settings are possible.

PodP (config-if) #duplex ?
auto Enable AUTO duplex configuration
full Force full duplex operation

half Force half-duplex operation

Set the duplex to full
PodP (config-if) #duplex full

View possible speed settings:

PodP (config-if) # speed ?
10 Force 10 Mbps operation
100 Force 100 Mbps operation

auto Enable AUTO speed configuration

Configure the speed to 100 Mbps.
PodP (config-if) #speed 100
PodP (config-if) #end

Check the running configuration.

PodP#show running-config

Display the FastEthernet interface status
PodP#show interfaces fastEthernet 0

FastEthernetO is up, line protocol is up

Hardware is PowerPC405GP Ethernet, address is 000b.46b8.ca%90 (bia 000b.46b8.caf%90)

MTU 1500 bytes, BW 100000 Kbit, DLY 100 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation ARPA, loopback not set
Keepalive set (10 sec)
Full-duplex, 100Mb/s, MII

ARP type: ARPA, ARP Timeout 04:00:00

Last input 00:23:18, output 00:01:54, output hang never

Last clearing of "show interface" counters never
Input queue: 0/75/0/0 (size/max/drops/flushes);
Queueing strategy: fifo

Output queue :0/40 (size/max)

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

1783 packets input, 164809 bytes

Received 29 broadcasts, 0 runts, 0 giants, 0 throttles

Total output drops: 0
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0 input errors,

0 watchdog

0 input packets with dribble condition detected

1141 packets output,
0 output errors,
0 babbles,

0 lost carrier,

0 output buffer failures,

0 CRC,

0 collisions,

0 late collision,

0 frame, 0 overrun,

449852 bytes, 0 underruns

0 deferred

0 no carrier

Quickly verify all the interfaces are up

PodP#show ip interface brief

PodP#show ip interface brief

Interface
Protocol

BVI1
Dot11Radio0
Dotl1lRadiol
FastEthernetO0

Virtual-DotllRadioO
down

Virtual-DotllRadiol
down

PodP#

IP-Address

10.0.P.1

unassigned
unassigned
unassigned

unassigned

unassigned

Now check the detailed status of all the interfaces

PodP#show interfaces

0 ignored

4 interface resets

OK?

YES
YES
YES
YES
YES

YES

0 output buffers swapped out

Method Status

other up up
TEFTP up up
TFTP up up
other up up
TFTP down

TFTP down
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Lab 6.3.6.1 Configure Site-to-Site Wireless Link

Estimated Time: 60 minutes

Number of Team Members: Students will work in teams of two

Objective

Configure a site-to-site bridged network.

Scenario

A remote location several miles away requires connectivity to the existing wired network. The two
LAN segments will use a wireless bridge for their physical layer connection using two Cisco Aironet
Bridges (BR350s).

Note This lab uses a different subnet mask to identify the two segments of the same network. These two
segments, although separated by distance, remain part of the same LAN through the use of a
Wireless physical layer link.

Topology

10.0.1.1/16 10.0.2.1/16
SSID: BR1 G858 :j:i:::::::z:“" SSID: BR1
Root Bridge Bridge Bridge Non-Root Bridge

Pod1 Pod2

10.0.1.0/16 10.0.2.0/16

- -
PC 1 PC 2
10.0.1.10 10.0.2.10
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Preparation

In this lab, the following will be configured.

Device Name Label SSID Address
BPod1 BR1 BR1 10.0.1.1/16
BPod2 BR2 BR1 10.0.2.1/16

Tools and Resources
Each team will require the following:
o Two wired LAN segments that will be bridged together
e Two Cisco BR350

e PC with FTP server loaded and a file to transfer in the root directory of the FTP server

Note This lab uses a FTP client/server functionality. Download an evaluation version or
freeware/shareware version to accomplish this lab. Use a search engine using the keywords 'ftp
server downloads' as a start.

Step 1 Cable and power the bridge

o
»

TO NETWORK

»
»

To AC Power TO AP/BRIDGE
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C.

First, attach two rubber duck antennas to the RP-TNC connectors.

Plug the RJ-45 Ethernet cable into the Ethernet port on the back of the bridge. Plug the other
end of the Ethernet cable into the Cisco Aironet power injector TO AP/BRIDGE end.

Connect the power cable into the inline power injector and to the receptacle.

Step 2 Connect to the bridge

" R5-232

S-pin sarial extension
cabde to PC COM port

Connect a nine-pin, male-to-female, straight-through serial cable to the COM port on a computer and
to the RS-232 serial port on the bridge. (This cable ships with the bridge)

a. Open a terminal emulator.
b. Enter these settings for the connection:
e Bits per second (baud rate): 9600
e Data bits: 8
e Parity: none
e Stop bits: 1
e Flow control: Xon/Xoff
c. Press = to display the home page of the bridge. If the bridge has not been configured before, the
Express Setup page appears as the home page. If this is the case, go to Step 3.
d. |If the bridge is already configured, the Summary Status page appears as the home page. When
Summary Status screen appears, type :resetall, and press Enter.
Enter "YES" to confirm Resetting All parameters to factory defaults:
YES
00:02:12 (FATAL): Rebooting System due to Resetting Factory Defaults
*** Restarting System in 5 seconds...
e. Type yes, and press Enter to confirm the command.
f. Power cycle the bridge by removing the power.
Note :resetall can only be issued within the first 2 minutes after power on.
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Step 3 Connect to the BR350 using Express Setup

a. Plug a second RJ-45 Ethernet cable into the power injector end labeled TO NETWORK. Plug
the other end of the Ethernet cable into the Ethernet port on a switch or hub. Then connect PC1
to the switch. A crossover cable can be used to connect directly from the inline power injector to

PC1/PC2.
b. Configure PC1 to 10.0.0.2/24

c. Open a web browser, type the default bridge address http://10.0.0.1, and press Enter.

d. Either of the following pages will appear:

1. The Summary Status Page, also known as the Home Page

2. The Express Setup Page

Cisco 350 Series Bridge 12.03T

BR350-5aa7d6 Summary Status

Cisco SYSTEMS

| Home Map | Network | Associations | _Logs | Help | Uptime: 00:13:00
Current Associations
Clients: 0 of 0 | Repeaters:0of0 | Bridges:0of1 | APs:0
Recent Events
Time | Severity ‘ Description
Network Ports Diagnostics
Device Status Mb/s IP Addr. MAC Addr.
Ethernet Up 100.0 10.0.0.1 00409652a7d6
Root Radio Up 11.0 10001 0040965aa7d6

Cisco 350 Series Bridge 12.03T
Home| M | Help |

Svstem Name:

MAC Address:

Configuration Server Protocol:
Default IP Address:

Default IP Subnet Mask:
Default Gateway:

Root Radio:

Service Set ID (5SID):

Role in Radio Network:
Optimize Radio Network For:
Ensure Compatibility With:

Security Setup
SNMP Admin Community:

BR350-5aa7d6 Express Setup

Cisco SySTEMS

Uptime: 00:14:22

[BR350-5aa7d6
00:40:96:5a:a7:d6

[orce =1

tsunami

Root Bridge ;I
@ Throughput  Range ¢ Custom
[~ 2Mb/sec Clients

more. .

Applyl OK | Cancel Restore Defaults
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e. If the Express Setup Page does not appear, from the Summary Status Page click on the Setup
hyperlink. This will bring up the Setup Page.

Cisco SYSTEMS
BR350-5aa7d6 Setup
Cisco 350 Series Bridge 12.03T ®
Home IM Network I Associations II Setup Hg I Uptime: 00:17:23
Express Setup
Associations
Display Defaults Spanning Tree Port Assiznments Advanced
Address Filters Protocol Filters VLAN Service Sets
Event Log
Display Defaults | Event Handlinz | Notifications
Services
Conszole Telnet Boot Server Eouting Name Server
Time Server FIP Web Server SHMLEP
Cizco Services Security Accounting Proxy Mobile IP
MNetwork Ports Diagnostics
Ethernet Identification Hardware Filters Advanced
Foot Radio Identification Hardware Filters Advanced

f.  Now click on the Express Setup link. This will now bring up the Express Setup Page.

Step 4 Configure the bridge settings

: C15c0 SYSTEMS
BR350-5aa7d6 Express Setup
Cisce 350 Series Bridge 12.03T @
Home| Map | Help | Uptime: 002321
System MName: |BPod
MAC Address: 4026 5aaTds
Confisuration Server Protocel: INn ng = |
Default [P Address: |1uu11
Deefault [P Subnet Mack: |255.255.EI i}
Deefault Gateveay: I]Ill} 1.254
Root Radio:
Service Set ID (SSID): |BR1 more...
Role n Radic Network: IRl:l ot Bridge LI
Optimize Radio Network For: & Throughput © Range  Custom
Ensure Commpatibility With: I 2Mb/see Clents
Security Setup
SNMP Admin. Community: |

Apply I QK I Cancel Restore Defaults
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Configure the following settings:

Parameter BPod1 BPod2
a. System Name: BPod1 BPod2
b. Configuration Server Protocol: None None
c. Default IP address: 10.0.1.1 10.0.2.1
d. Default Gateway: 10.0.1.254 10.0.1.254
e. Service Set ID: BR1 BR1
f.  Role in Radio Network: Root Bridge
g. Click Apply. The connection will drop.
h. Configure the PCs

PC1 with an IP address of 10.0.1.10/16
PC2 with an IP address of 10.0.2.10/16

Reconnect to the using the browser. Enter 10.0.P.1 and connect.

Verify the settings.

1. What roles can the bridge serve in the network?

Non-Root Bridge w/o Clients

Step 5 Advanced radio settings for the non-root bridge

BPodl Setup

Cisco 350 Series Bridge 12.03T

Home | Map | Network | Associations |[ Setup Logs | Help |
Express Setup

Cisco SYSTEMS

Uptime: 00:3927

Associations
Display Defaults Spanning Tree Port Assisnments Advanced
Address Filters Protocol Filters VLAN Service Sets
Event Log
Display Defaults | Event Handling | Motifications
Services
Console/ Telnet Boot Server Eouting MName Server
Time Server FTE Web Server SHME
Cisco Services Security Accounting Proxy Mobile IP
Network Ports Diagnoggns
Ethernet Identification Hardware Filters Advan
Eoot Radio Identification Hardware Filters Adeefnced
a. From the Setup Page, Click on the Root Radio>Advanced link to go to the Radio Advanced

page of the Non-Root Bridge.
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BPod1 Bridge Radio Advanced

Cisco 350 Series Bridge 12.03T

Map | Help |

Requested Status:

Current Status:

Packet Forwarding:

Forwarding State:

Default Multicast Address Filter:

Mazimmum Multicast Packets/Second:

Radio Cell Role:

Disallow Infrastructure Stations on any other SSID:
Use Aironet Extensions:

Classify Workgroup Bridges as Network Infrastructure:
Require use of Internal Radio Firmware: 5 200
Ethernet Encapsulation Transform:

Bridge Spacing (km):

Quality of Service Setup

Enhanced MIC wverification for WEP:
Temporal Key Integrity Protocol:
Broadcast WEP Key rotation interval (sec):

Advanced Primary SSID Setup more...

Preferred Access Point 1:
Preferred Access Point 2:
Preferred Access Point 3:
Preferred Access Point 4:

Radio Modulation:
Radio Preamble:
Non-Root Mobility:

Cisco SYSTEMS

Uptime: 00:44:08
Up =
Up
IEnabIed - I

Blocking

IAIIowed - I
ID

|CIier11fNon-Root ;I

SSID for use by Infrastructure Stations (such as Repeaters): |0

Cyes ®no
®yes Cno
*ves Cno
“ves  no

IRFC1D~42 - I
ID

I VLANs are nor enabled, set the following three parameters on this page. If VLANSs are enabled. the following three
parameters are set independently for each enabled VLAN through VLAN Setup.

MNone 'I
MNone "'I

o (0=off)

To configure 802.11 Authentication, EAP, Unicast Address Filters, and the Maximum Number of Associations for this radio's
Primary SSID (the default SS1D), please use the link below.

00:00:00:00:00:00
00:00:00:00:00:00
00:00:00:00:00:00
00:00:00:00:00:00

Standard vl
Short vl
Stationary = I

Applyl 0K | Cancel

Restore Defaults

b. Enter the MAC address of the Root Bridge into the Preferred AP 1: field.

This can be found on the bottom of the Root Bridge or from the Root Bridge Home Page.

182 - 429

Fundamentals of Wireless LANs v 1.2 —Lab 6.3.6.1

Copyright © 2003, Cisco Systems, Inc.



Cisco SYSTEMS

BPodi Summary Status

Cisco 350 Series Bridge 12.03T

[ Home Map | Network | Associstions | Setup | Logs | Help | Uptime: 00:46:31

Current Associations

Clients: 00f0 | Repeaters:00f0 |  Bridges:0ofl | APs:0
Recent Events
Time | Severity | Description
Network Ports Diagnostics
Device Status Mbis IP Addr. MAC Addr.
Ethernet Up 100.0 10.0.1.1 0040265227d6
Root Radio Up 11.0 10011 00409652a7d6

c. Click the Apply button to apply the settings.

BPod1 Association Table CIsco SYSTEMS

Network Diagnostics VLAN Service

y o
Home | Map | Network || Associations _Setup | Logs | Help | Uptime: 00:47:47

¥ Client W Repeater W Bridze W AP [ Infra Host [ Multicast I Entire Network

Press to Change Settings: Apply | Save as Default | Restore Current Defaults |
Association Table additional display filters
Device Name Go [P Addr./Name MAC Addr. VLAN | State | Parent
350 Series Bridge BPodl 10011 004006 5aa7 d6

d. Go to the Associations page of the Root Bridge. Is the Non-Root Bridge in the Association
table?

Step 7 Test the connection

Verify client PCs are configured with the appropriate IP address. The only wireless devices on this
topology will be the two wireless multi-function bridges used for the point-to-point connection.

a. Once the wireless bridge link is configured properly, ping from PC1 to BPod2. Then ping from
PC1 to PC2.

1. Were these successful?

b. Test layer 7 connectivity by browsing to BPod2 from PC1.

c. Configure FTP or Web services on PC1 and PC2. Transfer a files from PC1 to PC2 and vice
versa. Calculate the download performance across the wireless link.

1. What was the download speed in Mbps?
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2. How was this calculated?

3. What is the speed limitation?
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Lab 6.3.6.2 Configure Site-to-Site Wireless Link

Estimated Time: 60 minutes

Number of Team Members: Students will work in teams of two

Objective

Configure a site-to-site bridged network.

Scenario

A remote location several miles away requires connectivity to the existing wired network. The two
LAN segments will use a wireless bridge for their physical layer connection using two Cisco Aironet
Bridges (BR1310s).

Note This lab uses a different subnet mask to identify the two segments of the same network. These two
segments, although separated by distance, remain part of the same LAN through the use of a
Wireless physical layer link.

Topology

10.0.1.1/16 10.0.2.1/16
SSID: BR1  282e¢ :::Z:::::j:““ SSID: BR1
Root Bridge Bridge Bridge Non-Root Bridge

Pod1 Pod2

10.0.1.0/16 10.0.2.0/16

= -
PC 1 PC 2
10.0.1.10 10.0.2.10
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Preparation

In this lab, the following will be configured.

BPod1 BR1 10.0.1.1/16

BPod2 BR1 10.0.2.1/16

Tools and Resources
Each team will require the following:
o Two wired LAN segments that will be bridged together.
e Two Cisco BR1310

e PC with FTP server loaded and a file to transfer in the root directory of the FTP server

Step 1 Cable and power the bridge

a. First, attach two rubber duck antennas to the RP-TNC connectors.

b. Connect the Power Injector to the BR1310 using the RG-59 coax cables.

c. Connect the power cord to the Power Injector.
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Step 2 Connect to the bridge CLI

Using a standard console cable, you can connect to the bridge via a terminal emulator application
such as HyperTerminal. Follow these steps to open the CLI.

a.

Connect a nine-pin, female DB-9 to RJ-45 serial cable to the RJ-45 serial port on the power
injector and to the COM port on your PC.

Open a terminal emulator.
Enter these settings for the connection:

e Bits per second (baud rate): 9600

o Data bits: 8
e Parity: none
e Stop bits: 1

e Flow control: None

When the terminal emulator is activated, press Enter. An Enter Network Password window
appears. The default username is Cisco. The default password is Cisco. Both the username and
password are case sensitive.

Upon a success login, the bridge will display the user mode prompt.

Enter the enabled mode by typing the enable command and providing the default password:
Cisco.

br>enable
Password: *****
br#
Reset the bridge to factory defaults by entering the erase nvram command and confirming.
br#erase nvram

Erasing the nvram filesystem will remove all configuration files!
Continue? [confirm]

Step 3 Connect to the BR1310 using Express Setup

a.

Connect an RJ-45 Ethernet cable into the power injector Ethernet LAN port. Connect the other
end of the Ethernet cable into an Ethernet port on a switch or hub. Then connect PC1 to the
switch. (NOTE: A crossover cable can be used to connect directly from the power injector to
PC1/PC2.)

Configure PC1 to 10.0.0.2/24
Open a web browser, type the default bridge address http://10.0.0.1, and press Enter.
When prompted for the username and password, enter the case-sensitive default values:
i. Username: Cisco
ii. Password: Cisco
The bridge Home page will open displaying the Summary Status of the bridge.

Navigate to the Express setup page by selecting the Express Setup link from the left navigation
bar. The Express Setup page will allow configuration of some basis settings.
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Step 4 Configure the bridge settings

Gisco Srsrems

Hostname bridge

Association

Cisco Aironet 1300 Series Wireless Bridge

bridge uptime is 5 minutes

Home: Summary Status

Clients: 0

| Infrastructure clients: 0

Hetwork Identity

IP Address

10.0.01

MAC Address

0011.9375.13e2

Hetwork Interfaces

Interface MAC Address Transmission Rate

1t FastEthernet 0011.9375.13e2 100Mbi

1t radion-a02 11 0011.9345.4350 54.0Mb/s

Event Log

Time Severity Description

Mar1 00:03:31.415 #rotification Configured from console by console

Using the Express Setup page, configure the bridge with the appropriate settings as indicated in the
table below. Remember to choose the correct parameters for your pod.

Configure the following settings:

a.

c.
d.

Parameter

System Name:

Default IP address:

Default Gateway:

BPod1 BPod2
BPod1 BPod2
b. Configuration Server Protocol: Static IP Static IP
10.0.1.1/16 10.0.2.1/16
10.0.1.254 10.0.1.254
Role in Radio Network: Root Non-Root

e.

f.

Click Apply. The connection will drop. Reestablish the connection by changing the configuration

of the PC to match the bridge.
e PC1 with an IP address of 10.0.1.10/16
e PC2 with an IP address of 10.0.2.10/16

g. Browse to the configured IP address of the bridge.

1. What roles can the bridge serve in the network?

188 - 429

Fundamentals of Wireless LANs v 1.2 — Lab 6.3.6.2

Copyright © 2003, Cisco Systems, Inc.



Express Set-Up

System Name: |EiPDd1|

MAC Address: 001189375132

Configuration Server Protocol: © DHCP & Static IP

IP Address: [10.0.1.1

IP Subnet Mask: |255.255.EI.EI
Default Gateway: [10.0.1.254

SHNMP Community: |defauItCDmmunity

* Read-Only © Read-Wite

Radiol 802.11G

Role in Radio Network: # Root © Mon-Root [T Install-Mode
T Raoot AP € Warkgroup Bridge
Optimize Radio Network for: " Throughpot  © Range & Default  Custom

Aironet Extensions: ¥ Enable © Disable

From the left navigation bar, select the Security>SSID Manager link to configure SSIDs on the
bridges.

a. From the Current SSID List, make sure that <NEW> is selected. Configure a new SSID for both
bridges to the value: BR1.

b. Leave all other fields at their default values.
c. Click Apply to save the settings.
d. After the page refreshes, there will be 2 SSIDs in the current list.

Security: 551D Manager

S5ID Properties

Current S5I1D List

SSID: |
BRI

tgunami VLAN: |< MOME > vI Define WLAMNS
Network 1D: I (0-4096)
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e. Scroll to the bottom and select the BR7 SSID for the Infrastructure SSID, and click the check box
to force infrastructure devices to associate using this SSID.

f.  Click Apply to save your settings.

Global Radio0-802.11G 551D Properties

Set Guest Mode SSID: |< MOME vI

Set Infrastructure 8SID: |BR1 ¥| W Farce Infrastructure Devices to associate only ta this 331D

Applyl Cancel |

Step 5 Radio settings for the non-root bridge

To ensure that the non-root bridge associates with the correct root bridge, the root parent MAC
address can be configured on the non-root bridge.

a. Record the MAC address of the root bridge radio. This address can be found on the Summary
Status page of the root bridge.

Home: Summary Status

Association

Clients: 0 Infrastructure clients: 0

Hetwork ldentity

IP Address 10.0.0.1

MAC Address 0011.9375.13e2
Network Interfaces

Interface MAC Address Tranwissiun Rate
¥ FastEthernet 0011.9375.13e2 /zﬂﬁnms
 Radinn-502.116 0011.9345.4350 47 | 54.0Mbis

b. From the non-root bridge, navigate to the Settings tab of the Radio interface.

RADIOO-802.11G
STATUS = =

S DETAILED STATUS | SETTINGS TE CARRIER BUSY TESTW

[T
TR

Hostname BPodZ2 BPod2? uptime is 6 hours, 21 minutes

Network Interfaces: Radio0-802.11G Settings

NETWORK INTERFACES
IP Address Enable Radio: & Enable Disahle
FastEthernet
Radio0-802.11G Current Status (Software/Hardware): Enabled it Upﬂ
Role in Radio Network: " Root @ Mon-Root [ Install-Maode
Fallback mode upon loss I r .
of Ethernet connection S SRS S
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c. Scroll to the bottom of the settings page to enter the root bridge radio MAC address in the Root
Parent MAC address field. Click Apply to save the configuration.

Root Parent Timeout: |III (0-65535 sec)

Root Parent MAC 1 {optional): IEIEH 1.9345.4350  (HHHH.HHHH.HHHH]
Root Parent MAC 2 {optional): | {HHHH. HHHH. HHHH)
Root Parent MAC 3 {optional): I {HHHH. HHHH. HHHH)
Root Parent MAC 4 {optional): | {HHHH. HHHH. HHHH)

Apply § Cancel

Step 7 View Associations

The non-root bridge should now be associated with the root bridge. To view the current associations
on each bridge, open a web connection to the bridge from the wired PC.

a. Navigate to the bridge IP address.

b. Select the Association link from the left navigation bar. All associated devices should appear in
the list.

Hostname BPod1 BPod1 uptime is 3 hours, 3 minutes

Association

Clients: 0 Infrastructure clients: 1

Yiew: W Client M Infrastructure client Applyl
Radio802.11G

S5IDBR1:

Device Type Name IP Address MAC Address State Parent VLAN
1300-hridge BFodz 10.0.2.1 0011.89345 Bdm Associated self nane

1. Which devices are listed in the Association table for BR1? What device is the parent for this
association?

2. Which devices are listed in the Association table for BR2? What device is the parent for this
association?
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Step 8 Test the connection

Verify client PCs are configured with the appropriate IP address. The only wireless devices on this
topology will be the two wireless multi-function bridges used for the point-to-point connection.

a. Once the wireless bridge link is configured properly, ping from PC1 to BR2. Then ping from PC1
to PC2. Were these successful?

b. Test layer 7 connectivity by browsing to BR2 from PC1. Was this successful?
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Lab 6.4.4.1 Configure Bridge Services

Estimated Time: 30 minutes
Number of Team Members: Students will work in teams of two.

Objective
In this lab, students will configure the identity services, IP routing table, console parameters, and the
time server parameters of the bridge unit.

Scenario
Configuring services includes the following:

e The Boot Server page determines how the bridge obtains its IP address and assigns
required identifiers.

e Configuring the Routing Services page controls how IP packets originating from the bridge
are forwarded.

o The Console/Telnet page can set up essential system parameters.

e The Time Server menu page is used to set time parameters.

Topology

POD P

10.0.0.1/24

Bridge
PodP

10.0.0.0/24

[
PC 1

10.0.0.2/24
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Preparation
The students will read and familiarize themselves with the concepts and procedures of Chapter 6
prior to the lab.
Tools and Resources
Each team will require the following:
e One multi-function wireless bridge properly set up for Web browser access

e One PC to configure each bridge

Step 1 Configuring the identity process of the bridge unit

After connecting to the bridge by way of a web browser, select the Setup tab to go to the Setup
screen. From the Services section, select Boot Server.

AP1 Boot Server Setup Cisco Systems

Cisco 350 Series Bridge 12.01T1 A
Map | Help | Uptime: 24 days, 01:22:37
Configuration Server Protocol: [None =]
Use previous Configuration Server settings when no server responds? #yes < no
Read ".ini" file from file server? [if specified by server |
Load Now |
Current Boot Server: 0.0.0.0
Specified ".ini" File Server: 0.0.0.0
BOOTP Server Timeout (sec): [120
DHCP Multiple-Offer Timeout (sec): [5
DHCP Requested Lease Duration (min): [14a0
DHCP Minimum Lease Duration (min): [o
DHCP Client Identifier Type: [Ethemet (10ME) =]
DHCP Client Identifier Value: |
DHCP Class Identifier: [aPaan0E
Apply | QK | Cancel | Restore Defaults

Select the Identity process, Configuration Server Protocol that the bridge will use.
There are three options:
¢ None - Disableb BOOTP and DHCP, which is the default setting
e BOOTP - Configures BOOTP only
e DHCP - Configures DHCP
For Root Units, select DHCP.
For non-root units, select None.
a. What is the BOOTP selection for?
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Step 2 Configuring the IP routing table parameters of the bridge unit

From the Setup page in the Services section, select the Routing option.

AP1 Routing Setup Cisco SYSTEMS

Cisco 350 Series Bridge 12.01T1
Map | Help | Uptime: 24 days, 01:24:15

Default Gateway: [172.25.0.129
New Network Route:
Dest Network: |
Gateway: |
Subnet Mask: | Add
Installed Network Routes:
Remowve |

®

Apply | Ck. | Cancel | Festore Defaults
[Map][Login][Help]
Cisco 350 Senes Bridge 12.01T1 & Copyright 2002 Cisco Systems, Tne. credits

If the destination IP address exactly matches a host entry in the routing table, the packet is
forwarded to the MAC address corresponding to the next-hop IP address from the table entry.

If the destination address is on another subnet and matches the infrastructure portion of a net entry
in the table (using the associated subnet mask), the packet is forwarded to the MAC address
corresponding to the next-hop IP address from the table entry.

In order to configure the IP Routing Table parameters, complete the following steps:

o |f DHCP has been used for the identity process, the default gateway router IP Address will
be in the default gateway field.

e |f a static route is to be added for handling destination addresses, fill in the following fields:

1. Dest. Network:

2. Gateway:

3. Subnet Mask:
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Step 3 Configuring the console/Telnet parameters of the bridge unit

From the Setup page in the Services section, select the Console/Telnet option.

AP1 Console/Telnet Setup Cisco SYSTEMS

Cisco 350 Series Bridge 12.01T1

®

Map | Help | Uptime: 24 days,
01:25:07
Baud Rate: [a600 =]
Parity: [None =]
Data Bits: [a=]
Stop Bits: [1=]
Flow Control: [SW Xanfxoft =]

Terminal Type: [teletype <]
Columns (64-132):[s0

Lines (16-50): [24

Telnet: « Enabled ¢ Disabled
Apply | 04 | Cancel | Festore Detaults
[Map][Login][Help]
Cisco 350 Series Bridge 12.01T1 B Copyright 2002 Cisco Systems, Tnc. credits

In order to configure the Console/Telnet parameters, complete the following steps:

e Use the Console/Telnet setup page to configure the parameters for HyperTerminal and/or
Telnet sessions to the bridge unit.

Document the following settings:

a. Baud Rate
b. Parity

c. Data Bits
d. Stop Bits

e. Flow Control
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o If remote access to the bridge is a concern, the Telnet feature of the bridge unit may be
disabled by checking the Disabled button on this page.

Step 4 Configuring the time server parameters of the bridge unit to set the time

From the Setup page in the Services section, select the Time Server option.

AP1 Time Server Setup Cisco SysTEMS

Cisco 350 Series Bridge 12.01T1 &
Map | Help Uptime: 24 days, 01:25:49

Simple Network Time Protocol (SNTP): ¢ Enabled & Disabled

Default Time Server: |
Current Time Server:

GMT Offset (hr): | [GMT - D5:00) Eastern Time (US & canaca) =
Use Daylight Savings Time: #yes Cno

Manually set date (Y¥YYVAMM/DD): |
Manually set time (FA:MM:55): |

Apply | Ok | Cancel Restare Defaults
[Map][Login][Help]
Cisco 350 Series Bridge 12.01T1 B Copyright 2002 Cisco Systems, Tne. credits

Simple Network Time Protocol (SNTP) is a lightweight version of Network Time Protocol (NTP). NTP
is designed for extreme accuracy, while SNTP is designed for easy synchronization. SNTP clients
can obtain time form an NTP server. Even though SNTP is simple, it can easily provide accuracy
within a few milliseconds.

In order to configure the Time Server parameters of the bridge unit to set the time, complete the
following steps:

e Use the Time Server Setup page to change the time settings.
¢ Change the time to one hour ahead.

a. When would this step be necessary?

e Change the time back to the current time.
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Lab 6.4.4.2 Configure Bridge Services

Estimated Time: 30 minutes
Number of Team Members: Students will work in teams of two.

Objective
In this lab, students will configure various services on the BR1310.

Scenario

The bridge Services configuration page is used to set parameters for various services, including:
Telnet/SSH, CDP, DNS, Filters, HTTP, Proxy Mobile IP, QoS, SNMP, NTP, VLAN, STP, and ARP

Caching.

Topology

POD P

10.0.0.1/24

Bridge
PodP

10.0.0.0/24

]
PC 1

10.0.0.2/24

Preparation
The students will read and familiarize themselves with the concepts and procedures of Chapter 6
prior to the lab.
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Tools and Resources
Each team will require the following:
¢ One multi-function wireless bridge properly set up for Web browser access

e One PC to configure each bridge

Step 1 Viewing default values

Each of the Services available on the bridge has a default value. These defaults can be viewed from
the Services Summary page.

Hostname RootBR
Telnet'S5H: EnablediDisabled ZDP: Enahled
DME: Disahled Filters: Disabled
SELVICES HTTF: Enabled Proxy Mobile IP: Disabled

Telnet's5H
CDP 205 Disabled SkMP: Disabled
DrES _ _
Fillers TP Disabled WLAM: Disabled
HTTR STP: Disabled ARF Caching: Disabled
Proxy Mobile IP

Step 2 Configuring the console/Telnet parameters of the bridge unit

From the Setup page in the Services section, select the Telnet/SSH link. Record the current
settings.

Document the following settings:

a. Terminal Type:

b. Columns:

c. Lines:

If remote access to the bridge is a concern, the Telnet feature of the bridge unit may be disabled by
checking the Disabled button on this page.
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Services: Telnet’'SSH

Telnet: % Enabled  Disabled

Terminal Type: % Teletype  ANSI

Columns: IBD (B4-132)
Lines: |24 (16-50)

Step 3 Configuring the time server parameters of the bridge unit to set the time

From the Setup page in the Services section, select the NTP option.

Cisco Aironet 1300 Series Wireless Bridge -

Hostname RootBR RootBR uptime is 24 minutes

-

Cisco SvsTEMS

Services: NTP- Network Time Protocol

NTP Server

Network Time Protocol (NTP): " Enabled % Disabled

SERVICES
Telnet’S5H . .
oF Time Server (optional): IDISABLED {Hostname or IP Address)
OME
Filters
HTTR Time Settings
Prroey wobile 1P -
oS GMT Offset: |(GMT— 06:00) Central Time (S & Canada) j thrs)
SHMP Use Daylight Savings Time (United States only): & Yes Mo
HTP
WLAN
STP Manually Set Date: IEDD4£9£1U fyyyyimmidd)
ARE Caching Manually Set Time: [i0672 D

Cancel Refresh

[

NTP is designed for extreme accuracy and requires configuration of a Hostname or IP address of an
NTP server. Time Settings can be manually entered if an NTP server is not available.

In order to configure time parameters of the bridge, complete the following steps:
a. Select the GMT Offset for your time zone from the drop down list.

b. Select the daylight savings setting appropriate for your area.

c. Manually set the date and time following the format provided in parenthesis.
d

Click Apply to save these settings.
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e. The time settings can be confirmed by causing a log entry to be entered. From the Express Set-
up page, change the bridge System Name and apply the new settings.

f. Navigate to the Home page after the new name is saved. The Event Log should have an entry
with the correct GMT date and time.

Event Log

Time Severity Description

Sep1317:21:24 746 Wiarning Interface Dott 1Radial, cannot associate: Mo matching 5510
Sep 13172116411 #hlotification Configured from console by console

War1 004050536 Wiarning Interface Dott 1Radial, cannot associate: Mo matching 5810
Mar1 004042 947 #hlotification Configured from console by console
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Cisco SvsTems

Lab 6.5.3.1 Manage Bridge Configuration and Image Files

Estimated Time: 20 minutes
Number of Team Members: Students will work in teams of two.

Objective

In this lab, the student will learn the features of the wireless bridge configuration dump and the
process used for wireless bridge configuration and image load processes. Additionally, in this lab,
the student will learn the process for distributing firmware and configurations.

Topology

POD P

10.0.0.1/24

Bridge
PodP

10.0.0.0/24

(]
PC 1

10.0.0.2/24

Preparation
The students will read and familiarize themselves with the concepts in Chapter 6 prior to attempting
this lab.

Tools and Resources
Each team will require the following:
e One BR350
e One PC on the wired LAN for bridge configuration
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Step 1 Backup the current configuration file

In order to backup the current configuration files, complete the following steps:

BPod1 Summary Status

Cisco 350 Series Bridge 12.03T

Cisco SYSTEmS

| Home Map | Network | Associations | s | Help | Uptime: 00:2530
Current Associations
Clients: 0 of 0 ‘ Repeaters: 0 of 0 | Bridges: 0 of 1 ‘ APs: 0
Recent Events
Time | Severity | Description
Network Ports Diagnostics
Device Status Mb/s IP Addr. MAC Addr.
Ethernet Up 100.0 10.0.1.1 004096522746
Root Radio Up 11.0 10.0.1.1 0040965aa7dé

a. On PC1, open a web browser and access the bridge. From the Home page, click on the Setup

tab.

BPod1 Setup

Cisco 350 Series Bridge 12.03T

Home | Map | Network | Associations | Serup Logs | Help |

Cisco SYSTEmS

Uptime: 00:27:35

Express Sefup

Associations
Display Defaults Spanning Tree Port Assiznments Advanced
Address Filters Protocol Filters VLAN Service Sets

Event Log
Display Defaults | Event Handling | Motifications
Services

Console Telnet Boot Server Eouting Mame Server
Time Server FIP Web Server SNMP
Cisco Services Security Accounting Proxy Mobile IP

Network Ports Diagnostics
Ethernet Identification Hardware Filters Advanced
Foot Radio Identification Hardware Filters Advanced

b. From the Services section, select Cisco Services.

203 - 429

Fundamentals of Wireless LANs v 1.2 —Lab 6.5.3.1

Copyright © 2003, Cisco Systems, Inc.




BPod1 Cisco Services Setup Cisco SysTEms

Cisco 350 Series Bridge 12.03T

Home |£J Network | Associations ﬁu Logs | Help | Uptime: 00:29:23

Manage Installation Kevs

Manage Svstem Confisuration

Distribute Configuration to other Cisco Devices

Distribute Firmware to other Cisco Devices

Hot Standby Management

Cisco Discovery Protocol (CDP)

Fully Update Firmware: Through Browser From File Server
Selectively Update Firmware: Through Browser From File Server

Locate unit by flashing LEDs: " Enabled @& Disabled

Applyl OK | Cancel | Restore Defaults

c. Click on the Manage System Configuration link.

BPod1 System Configuration Setup Cisco SYSTEMS

Cisco 350 Series Bridge 12.03T

_Home | Map | Network |  Associations | Setup | Logs | Help | Uptime: 00:30:28

"WARM"RESTART SYSTEM NOW | "COLD" RESTART SYSTEM NOW |

Download Non-Default Svstem Configuration Except IP Identity

Reset System Factory Defaults Except IP Identity

Download Non-Default System Confisuration Download All System Configuration

Reset All System Factory Defaults |

Additional System Configuration File: | Browse... |
Read Config File from Server | Browser Update Now | Done |
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d. Click on the Download All System Configuration button.

BPod1 System Configuration Setup Cisco SysTEMs
Cisco 350 Series Bridge 12.03T ®
Home | Map | Network |  Associations | Setup | Logs | Help | Uptime: 00:30:28
File Download X |bLD" RESTART SYSTEM NOW |
o ] Some files can ham your computer. i the file information below
! 2 looks suspicious, or you do not fully trust the source, do not open or
save this file.
File: name: BPod1.ini |
File type: Configuration Settings
1 From: AL All System Conficuration
) Would you like to open the file or save it to your computer? — Browse.. |
Open | Save I Cancel More Infa
v Abways ask before opening this type of file Browser Update Now | Done |
I,
e. When the File Download screen appears, click the Save button.
BPod1 System Configuration Setup Cisco SysTENs

Cisco 350 Series Bridse 12.03T

EEERsaveAs 2]

Savein: I&}Gsco ;I e _? 2 [inl>

AL A

Saving:
BPod L.ini fror

Estimated tim
Download to:
Transfer rate

J W Close this

Cizco 350 Seriss Bri

File name: IEPod'l ;I Save
=

Save as type: ICorrfigumtion Settings
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f. Choose a file name and location or click Save to accept the defaults.

In this example, BPod1.ini was selected as the file name, and C:\Cisco directory was selected as
the location to save the configuration file.

_lo|x|

File Edit View Favorites Tools Help "
Back v () ~ (¥ | J)Search |~ Folders |53~

Address Ihi'l C:\Cisco ~| M

r

_ . e BBodi
File and Folder {ﬁ Configuration Settings
=) Make a new 20 KB
fﬂlde_f _ c1200-kow7-tar.122-11.JA
& Publish this TAR File
folder to the 3,315 KB
Web
&/ Share this
folder

- |4 |

g. Verify the configuration file is saved on PC1.

B BPod1 - Notepad _ ol x|
File Edit Format View Help
[t===Beginning of BPodl (Cisco 350 Series Bridge 12.03T) fj
Configuration File===

dotllauthenticationResponseTimeQut . 2=2000
dotllPowerManagementMode. 2=active
dotllDesired3SID. 2=BR1
dotllOperationalRateSet . 2="x82 x84 3x8b~x9%6
dotllBeaconPeriod. 2=100

dotll1DTIMPeriod. 2=2
dotllissociationResponseTimelut . 2=2000
dotllMultiDomainCapabilityEnabled. 2=false
dotlliuthenticationdlgorithmsEnable. 2. l=true
dotllauthenticationdlgorithmsEnable. 2. 2=false
dotlliuthenticationdlgorithmsEnable. 2. 3=false
dotllPrivacyInvoked. 2=false

dotl1lWEFPDefaul tKeyID. 2=0
dotl1WEPKeyMappingLlength.2=0
dotllExcludeUnencrypted.2=false
dotllRTSThreshold. 2=2339
dotllShortRetryLimit. 2=32
dotlllongRetryLimit.2=32
dotllFragmentationThreshold.2=2338
dotllMaxTransmitMSDULifetime . 2=5000
dotllMaxReceivelifetime.2=10000
dotllChanneligilityEnabled. 2=false
dotllCurrentTxAntenna. 2=diversity
dotllCurrentRxAntenna. 2=diversity
dotllCurrentTxFowerLevel . 2=6
dotllCurrentDwellTime. 2=19
dotllCurrentsSet. 2=1

dotllCurrentPattern.2=1
dotllCurrentChannel. 2=6
dotllCurrentCCiMode. 2=1

=2 t Wirelegs Communications. Inc.
rsysNamezBPodl ﬂ
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h. On PC1, open the configuration file with Notepad. Edit the “sysName="value to BPod1backup.

i. Save the changes and exit Notepad.

Step 2 Load a configuration file

If the configuration is ever lost or corrupted, it can be restored by using the Additional System
Configuration File. This is an option from the Cisco Services Setup menu or page to move the
configuration file into the bridge. The system automatically restores the configuration based on these

commands.
In order to load a configuration file, complete the following steps:
a. On the Cisco Services Setup page, click on the Manage System Configuration button.

BPod1 System Configuration Setup Cisco SYSTEMS

Cisco 350 Series Bridge 12.03T ®

Home IH | Network | Associations | Setup I Logs I Hgl Uptime: 00:30:28

"WARM" RESTART SYSTEM NOW | "COLD" RESTART SYSTEM NOW |

Dowmnload Non-Default System Configuration Except IP Identity

Reset System Factory Defaults Except IP [dentity

Dowmnload Non-Default System Configuration Download All System Configuration

Reset All System Factory Defaults |

Additional Systemn Configuration File: | Browse .. |
Read Config File from Server | Browser Update Now | Done |
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b. From the System Configuration Setup Page, click on the Browse... button near the Additional
System Configuration file: field.

Cisco SYSTEMS

BPod1 System Configuration Setup

Cisco 350 Series Bridge 12.03T
;i Choose file

Look in: I&)Gsco LI = c¥ E-

2| x|

WA -
& BPod1
= c1200-kow7-tar.122-11.JA
Download N My Recent
Documents
R [@
Download N¢ Desktop
Rese ‘
Y ' Documents
Additional Sy =
or
My Computer ]
.
-
My Metwork File: name: IBF‘od1 ;I Open
Place
Cizce 350 Sarizs Bri SEES Files of type: INI Files (%) ;I Cancel

c. Choose the configuration file BPod1 that is to be loaded and click the Open button.

Cisco SYSTEMS

MBPodlbackup System Configuration Setup

Cisco 350 Series Bridge 12.03T

Home | Map | Network |  Ascociations | Setup | Logs | Help | Uptime: 00:48:38

"WARM" RESTART SYSTEM NOW | "COLD" RESTART SYSTEM NOW |

Download Non-Default Svstem Confisuration Excepr IP Identity

Reset System Factory Defaults Except IP Identity

Download Non-Default Svstem Configuration Download All Svstem Configuration

Reset All System Factory Defaults |

Additional System Configuration File: | Browse. . |
Read Config File from Server | Browser Update Now | Done |
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d. Click the Browser Update Now button to load the file. After about 10 seconds, the page will
update. Notice the System name will change in the upper left corner.

18. Was it possible to load the saved configuration file into the current configuration of the
bridge? How is this confirmed?

Step 3 Update bridge firmware using a browser
Bridges may need to be updated to provide new services or greater security features.

In order to update firmware using a web browser, complete the following steps:

Home | Login | Register

Cisco SysTEMS

Technical Support ~ |W o]

MICAL SUPPORT
/ARE CENTER O (Y EA TN b O

DOWNLOADS

Wireless LAN Software

Cisco Aironet Wireless LAN Client Adapter Firmware, Drivers and
Utilities

Wireless LAM client adapters require firmware, drivers and utilities for
full functionality. Please select the link below to visit the new Wireless
LaM Client Adapter web page.

m Cisco Aironet Wireless LAN Client Adapters

Cisco Aironet Access Point Firmware and Utilities
Wirelezs Software Includes access point MIBs and Technology Releases (T).

Cisco Aironet Conversion Tool or Cisco 103 Software
Cizco Aironet 1200 Series (Cisco |08 Software)
Cisco Aironet 1200 Series (WVWarks

Cisco Aironet 1100 Series

Cisco Aironet 350 Series

Cisco Aironet 240 Series

Cisco Aironet 4300 Series

Cisco Aironet Wireless Bridge Firmware and Utilitie:
Includes wireless bridge MIBs and Technology ases (T).

m Cisco Aironet 1400 Series
m Cisco Aironet 350 Series
n
n

Cisco Aironet 340 Series
Cisco Aironet 4300 Series

a. Download the latest BR350 image from Cisco.com. Save the image file on PC1.
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BPod1 Cisco Services Setup Cisco SYSTEMS

Cisco 350 Series Bridge 12.03T

Home IE Network I Associations Iﬂ Logs I Help I Uptime: 01:10:03

Manage Installation Kevs

Manage Svstem Confiouration

Distribute Configuration to other Cisco Devices

Distribute Firmware to other Cisco Devices

Hot Standby Manapement

Cisco Discovery Protocol (CDP)

Fully Update Firmware: Through Browser From File Server
Selectively Update Firmware: Through Browser From File Server

Locate unit by flashing LEDs: " Enabled ' Disabled

Applyl 0K | Cancel | Restore Defaults

b. From the Cisco Services Setup Page, click on the Fully Update Firmware: Through Browser
link.

BPodl Update All Firmware Through Browser Cisco SYSTEMS

Cisco 350 Series Bridge 12.03T

Home | Map | Network | Associations | Setup | Logs | Help | Uptime: 01:14:02

Current Version of System Firmware: 12.03
Current Version of Web Pages: 1203
Current Version of Internal Radio Firmware: 5.200
Retrieve All Firmware Files
New File for All Firmware: Browse... |
Browser Update Now | Daone |

c. From the Update All Firmware Through Browser Page, click on the Browse... across from the
New File for All Firmware:
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BPodl Update All Firmware Through Browser Cisco SYSTEMS
Choose file 2] x|

x| = ®EckEr

Cisco 350 Series

. I | Look in: I [ Cisco
Current Versios E
Current Versios i

Current Versio

c1200-k9w7-tar.122-11.JA

Retrieve All Fir @

_

New File for A

My Documents

oL

My Computer
-

My Network File name: IBonsai_reIease_E-rterprise ;I Cpen

Flaces
Files of type: INI Files () ;I e

Cizco 350 Series Brids

d. Select the downloaded BR350 image file and click the Open button.

BPodl Update All Firmware Through Browser Cisco SYSTEMS
Cisco 350 Series Bridge 12.03T o
Home IM Network | Associations |% Logs | Help | Uptime: 01:14:02
Current Version of System Firmware: 12.03
Current Version of Web Pages: 12.03
Current Version of Internal Radio Firmware: 5200
Retrieve All Firmware Files
New File for All Firmware: |C:HCiscoIBonsai_release_Er Browse... |
| Browser Update Now Daone

e. The image file location will now appear in the field.

Note If the bridge has the latest image installed, skip the next step. If the bridge requires updating, ask for
instructor permission before upgrading.

f. Click on the Browser Update Now button.

Note Do not interrupt the update process one the update begins. This will corrupt the bridge operating
system, rendering the bridge inoperable.
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Step 4 Distribute bridge firmware

a.

The Cisco Services Setup menu provides an option for distributing firmware or configuration from
one bridge to all other bridges on the infrastructure. These options reduce the time needed to

perform firmware upgrades or make global changes to the configuration.

In order to distribute firmware, complete the following steps:

BPodibackup Cisco Services Setup

Cisco 350 Series Bridge 12.03T

Manage Installation Kevs

Manage Svstem Conficuration

Distribute Confisuration to other Cisco Devices

Distribute Firmware to other Cisco Devices

Hot Standby Management

Cisco Discovery Protocol (CDP)

Locate unit by flashing LEDs: " Enabled & Disabled

Cisco SYSTEMS

Home Ig | Networls | Associations I& Logs I Help | Uptime: (0:39:08

Fully Update Firmware: Through Browser From File Server
Selectively Update Firmware: Through Browser From File Server

Applyl OK | Cancel | Restore Defaults

page.

Click on the Distribute Firmware to other Cisco Devices from the Cisco Services Setup

BPodlbackup Distribute Firmware

Cisco 350 Series Bridge 12.03T

Distribute All Firmware:

Current Version of System Firmware:
Current Version of Web Pages:
Current Version of Internal Radio Firmware:

Status: INACTIVE

firmware option.

Home | Map | Network | Associations | Setup | Logs | Help |

Current User: User Manager Not Enabled

Cisco SYSTEMS

Uptime: 00:33:12

% yes

Ltltltl:’
(=]

% Abort

b. From the Distribute Firmware Page, choose the yes radio button on for the Distribute all
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Step 5

c. Click the Start button.

BPodlbackup Distribute Firmware

Cisco 350 Series Bridge 12.03T

Distribute All Firmware:

Current Version of System Firmware: 12.03
Current Version of Web Pages: 12.03
Current Version of Internal Radio Firmware: 520U

Status: SEARCHING

Home | Map | Network | Associations | Setup | Logs | Help |

Current User: User Manager Not Enabled

Cisco SYSTEMS

Uptime: 00:36:26

The bridge will search for other bridges to distribute its firmware to, which is indicated by the
SEARCHING status in the lower left hand corner of the page. If it locates a bridge, the distribution
will occur automatically. If no other bridges are available, the status will display INACTIVE.

Reset the bridge configuration

The bridge provides an option to restore the bridge configuration back to factory defaults using a web

browser. In order to reset the bridge, complete the following steps:

BPod1 Cisco Services Setup

Cisco 350 Series Bridge 12.03T

Home | Map | Network | Associations | Setup | _Help |

Manage Installation Kevys

Manage Svstem Configuration

Distribute Configuration to other Cisco Devices

Distribute Firmware to other Cisco Devices

Hot Standbv Management

Cisco Discovery Protocol (CDP)

Fully Update Firmware: Through Browser
Selectively Update Firmware: Through Browser

Locate unit by flashing LEDs: " Enabled & Disabled

Applyl oK | Cancel |

Cisco SysTEmS

Uptime: 00:29:23

From File Server
From File Server

Restore Defaults |

a. From the Cisco Services Setup page, click on the Manage System Configuration link.
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BPod1 System Configuration Setup

Ciszco 350 Series Bridge 12.03T

Home | Map | Network |  Associations | Setup | Logs | Help |

Cisco SYSTEms

Uptime: 01:27:57

"WARM" RESTART SYSTEM NOW | "COLD" RESTART SYSTEM NOW |

Download Non-Defaunlt Svstem Configuration Except IP Identity

Reset System Factory Defaults Except IP [dentity |

Download Non-Default Svstem Configuration Dowrﬂoa.@ Confisuration

Reset All System Factory Defaults |

Additional System Configuration File: |

Browse... |

Read Config File from Server | Browser Update Mow | Daone |

b. From the System Configuration Setup Page, click on the Reset All System Factory Defaults

button.
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Cisco SvsTems

Lab 6.5.3.2 Manage Bridge Configuration and Image Files

Estimated Time: 20 minutes
Number of Team Members: Students will work in teams of two.

Objective
In this lab, the student will learn the features of the wireless bridge configuration file backup and
image load processes.

Topology

POD P

10.0.0.1/24

Bridge
PodP

10.0.0.0/24

&
PC 1

10.0.0.2/24

Preparation
The students will read and familiarize themselves with the concepts in Chapter 6 prior to attempting
this lab.

Tools and Resources
Each team will require the following:
¢ One BR350
e One PC on the wired LAN for bridge configuration
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Step 1 Backup the current configuration file
In order to backup the current configuration files, complete the following steps:
a. Test connectivity from PC1 to the bridge.
b. Launch TFTP software on PC1.

c. On PC1, open a Telnet or console connection to the bridge. If prompted for a username and
password, enter the default values:

1. Username: Cisco
2. Password: Cisco
d. Enter enabled mode. When prompted for the password, enter Cisco.

bridge>enable
Password: *****

e. Test connectivity from the bridge to PC1.
bridge#ping 10.0.0.2
f.  Copy the running-configuration from the bridge to the TFTP server on PC1.

bridge#copy running-config tftp
Address or name of remote host []? 10.0.0.2

Destination filename [bridge-confg]?
'

1152 bytes copied in 0.081 secs (14222 bytes/sec)

g- On PC1 browse to the folder containing the uploaded file to ensure that it was copied correctly.

Step 2 Load a configuration file

If the configuration is ever lost or corrupted, it can be restored by using the backup configuration file.
In order to load a configuration file, complete the following steps:

a. Test connectivity from PC1 to the bridge.
Launch TFTP software on PC1.

c. On PC1, open a Telnet or console connection to the bridge. If prompted for a username and
password, enter the default values:

1. Username: Cisco
2. Password: Cisco
d. Enter enabled mode. When prompted for the password, enter Cisco.

bridge>enable
Password: *****
bridge#

e. Test connectivity from the bridge to PC1.
bridge#ping 10.0.0.2

h. Copy the saved backup configuration file from the TFTP server to the bridge. You should browse
to the TFTP folder on PC1 to view the filename of the backup configuration file.

bridge#copy tftp running-config

Address or name of remote host []? 10.0.0.2
Source filename []? bridge-confg

Destination filename [running-config]?
Accessing tftp://10.0.0.2/bpodl-confg...
Loading bridge-confg from 10.0.0.2 (via BVI1): !
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Step 3 Backup bridge image file

The CLI provides commands to archive a copy of the bridge image file to a TFTP server. This
archived file is stored in .tar format on the TFTP server and can be downloaded to the bridge if
needed.

a. Ensure that the TFTP server is running on PC1 and that the bridge can ping the IP address of
PCA1.

b. From CLI privileged mode, enter the following command:
bridge#archive upload-sw tftp://10.0.0.2/c1310-k9w7.tar
c. The bridge will build the image file and create the .tar file on the TFTP server. Confirm that the
file was uploaded by browsing to the TFTP directory on PC1.
Step 4 Load a bridge image file using the web interface

If the bridge has a firmware failure, an image file must be reloaded via the Web-browser interface or
by using the console serial port. The browser interface can be used if the bridge is operational.

a. Prior to loading an image file from the PC to the bridge, the image file must be saved to a local
directory on the PC and connectivity between the PC and the bridge must be established.

b. Access the bridge web interface from the PC. Enter a valid username and password when
prompted to do so.

c. From the left navigation bar, click the link for System Software and then Software Upgrade.
From the HTTP Upgrade tab, click the Browse button to locate the image file on the PC. Click
the Upgrade button.

HTTP UPGRADE hE TFTP UPGRADE )

Hosthame hridge

bridge uptime is 2 minutes

System Software: Upgrade- HTTP Upgrade

System Software Filename: o1 31 0-kSw7-tar122-15.04
System Software Version: 12.20180JA
Bootloader Version: 12201 8504
SYSTEM SOFTWARE
Software Upgrade
System Canfiguration Upygrade System Software Tar File: Llpgrade | | Browse. |
MTewrrmios &

d. A warning window will display. Read the information in this window carefully before continuing
with the HTTP upgrade. Click OK to continue.
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Microsoft Internet Explorer x|

WARNIMG:
Popup blockers must be disabled before attempting this procedure,

Request to replace the current swstem software with
CATFTP-Rookibridae. kar
will kake a Fews minutes and cause the system to restart,

Do not akkempt this upgrade if wou are connecking over
the wireless interface, as a loss in connectivity during
the uparade could resulk in a corrupk Flash file system.
after clicking 'Ok’ this command can not be safely
cancelled.

If the network connection does nat re-establish after the
restart then this page will ok refresh,

Click 'O ba continue,
O I Zancel

e. An additional browser window will open to provide information about the upgrade process. Do
not close this window or otherwise interrupt the upgrade process.

2 Status Window for Software Up =101 %]

Please wait...

The system is upgrading the software and
restarting. This should take between 5
and 15 minutes depending on your
network speed. Do not interrupt the

upgrade or atternpt to access other web
pages on the AP during this process,

IDDZD2 time elapsed

f.  If the bridge does not have room in flash for the new image, an error message will display. If this
error is displayed, the image must be installed using the CLI.

Microsoft Internet Explorer x|

ERRCR.:
pgrade error: Mok enough room in Flash.
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Step 5

Load a bridge image file using the CLI

If the bridge has a firmware failure, an image file must be reloaded via the Web-browser interface or
by using the console serial port. The browser interface can be used if the bridge is operational.

a. Prior to loading an image file from the PC to the bridge, the image file must be saved to a local
PC in the correct directory for the TFTP server. This PC must be running TFTP software.

b. Open the CLI using a connection to the bridge’s console port.
Reboot the bridge by removing power and reapplying power.

d. Let the bridge boot until the command prompt appears and the bridge begins to inflate the
image. When you see the # symbols on the CLI, press Esc:

Loading “flash:/c1310-k9%w-7mx.v122 15 ja.200040314-k9w7-
mx.v122 15 ja.200403147. . . #######HHH AR HHR R AR [EsC)

Note: Depending on the terminal emulation software you are using, you may have to press Esc
twice to access the boot loader.

e. Atthe bridge: prompt, enter the following commands to set an IP address on the bridge. Note:
You must use upper-case characters when you enter the IP-ADDR, NETMASK, and
DEFAULT_ROUTER options with the set command.

bridge: set IP ADDR 10.0.0.1
bridge: set NETMASK 255.255.255.0
bridge: set DEFAULT ROUTER 10.0.0.2

f. Prepare the bridge for TFTP transfer:
bridge: tftp init
g. The tar command is used to load and inflate the new image from the TFTP server. The
command should include each of the options listed:
i. The -xtract option, which inflates the image when it is loaded.
ii. The IP address of the TFTP server.
iii. The directory on the TFTP server that contains the image. (Optional)
iv. The name of the image as it appears on the TFTP server.
v. The destination for the image (the bridge Flash)
h. To load an image file from the default TFTP directory to flash on the bridge, enter this command:
bridge: tar -xtract tftp://10.0.0.2/cl1310-k9w7.tar flash:

i. The image will be downloaded and inflated. The CLI will display the progress as each file is
written to the bridge flash directory. When the display becomes full the CLI pauses and displays
--MORE- - . You must press the spacebar to continue. If you do not press the spacebar to
continue, the process eventually times out and the bridge stops inflating the image

extracting info (229 bytes)

c1310-k9w7-mx.122-15.JA/ (directory) 0 (bytes)
¢1310-k9w7-mx.122-15.JA/html/ (directory) 0 (bytes)
¢1310-k9w7-mx.122-15.JA/html/levell/ (directory) 0 (bytes)

extracting c1310-k9w7-mx.122-15.JA/html/levell/appsui.js (558 bytes)
extracting c1310-k9w7-mx.122-15.JA/html/levell/back.htm (205 bytes)
-- MORE --

j. Enter the set BOOT command to designate the new image as the image that the bridge uses
when it reboots. The bridge creates a directory for the image that has the same name as the
image, and you must include the directory in the command. Your entry might look like this
example:
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bridge:

set BOOT flash:/cl1310-k9w7-mx.122-15.JA/c1310-k9w7-mx.122-
15.JA

k. Enter the set command to check the bootloader entries.
bridge: set
BOOT=flash:/c1310-k9w7-mx.122-15.JA/c1310-k9w7-mx.122-15.JA
DEFAULT_ROUTER=10 .0.0.2
IP_ADDR=10.0.0.1
NETMASK=255.255.255.0

I. Enter the boot command to reboot the access point. When the access point reboots, it loads the

new image. Any previous configurations will be retained.
bridge: boot
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Lab 6.5.5.1 Configure Layer 3 Site-to-Site Wireless Link—OPTIONAL Challenge Lab

Estimated Time: 45 minutes

Number of Team Members: Students will work in teams of two.

Objective

Configure a site-to-site bridge network separated by a Layer 3 device. Test the speed of the

wireless bridge link.

Scenario

A remote location which is several miles away requires connectivity to the existing wired network.
The connection can be bridged wirelessly with two BR350s. In large networks, it is necessary to

provide Layer 2 broadcast control using routers.

Topology
192.168.1.0/24
192.168.1.3 192.1.68.1.4
SSID: BR1 OOOOOOOOOOOOO SSID:BR1
Root Bridge Non-Root Bridge
Bridge Pod2 Bridge Pod2
192.168.1.1 192.168.1.2

R1] 10.0.1.1

10.0.1.0/24

e
PC 1
10.0.1.10

R2

10.0.2.1

10.0.2.0/24

[
PC2

10.0.2.10
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Preparation

The instructor or students must cable and configure the perimeter routers in addition to the wired
LAN. The routers Ethernet interfaces must be configured and enabled. Static routing should be
configured on the routers. Ensure that the devices are configured according to the topology. The
bridge devices should be configured as follows:

Device Name Label SSID Address
BPodl1 BR1 BR1 192.168.1.3/24
BPod2 BR2 BR1 192.168.1.4/24

Tools and Resources
Each team will require the following:
e Two wired LAN segments that will be bridged together
e Two Cisco BR350s with 2.4dBi dipole antenna(s)
e Two dual Ethernet routers

e Two switches or hubs(optional)

Step 1 Connect and reset both bridges

Connect a nine-pin, male-to-female, straight-through serial cable to the COM port on a computer and
to the RS-232 serial port on the bridge. (This cable ships with the bridge)

a. Open a terminal emulator.

b. Enter these settings for the connection:
e Bits per second (baud rate): 9600
e Data bits: 8
e Parity: none
e Stop bits: 1
¢ Flow control: Xon/Xoff

c. Press = to display the home page of the bridge. If the bridge has not been configured before, the
Express Setup page appears as the home page. (GO TO STEP 3)

d. If the bridge is already configured, the Summary Status page appears as the home page. When
Summary Status screen appears, type :resetall, and press Enter.

Enter "YES" to confirm Resetting All parameters to factory defaults:
YES
00:02:12 (FATAL): Rebooting System due to Resetting Factory Defaults

*** Restarting System in 5 seconds...

e. Type yes, and press Enter to confirm the command.

f.  Power cycle the bridge by removing the power.
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Step 2 Connect to the BR350s using express setup

a. Plug a second RJ-45 Ethernet cable into the power injector end labeled TO NETWORK. Plug
the other end of the Ethernet cable into the Ethernet port on a switch or hub. Then connect PC1
to the switch. A crossover cable can be used to connect directly from the inline power injector to

PC1/PC2.
b. Configure PC1 to 10.0.0.2/24

Open a web browser and enter the default bridge address. http://10.0.0.1 and press Enter.

d. Either of the following pages will appear:

i. The Summary Status Page, also known as the Home Page

ii. The Express Setup Page

Cisco 350 Series Bridge 12.03T

BR350-5aa7d6 Summary Status

Cisco SYSTEMS

[ Home Map | Network | Associations | _Logs | Help | Uptime: 00:13:00
Current Associations
Clients: 0 of 0 | Repeaters: 0 of 0 | Bridges: 0 of 1 | APs: 0
Recent Events
Time | Severity ‘ Description
Network Ports Diagnostics
Device Status Mb/s IP Addr. MAC Addr.
Ethernet Up 100.0 10.0.0.1 0040965aa7d6
Root Radio Up 11.0 10.0.0.1 00409652a7d6
TE
BR350-5aa7d6 Express Setup Cisco SysTEMS
Cisco 350 Series Bridge 12.03T
Home| Map | Help | Uptime: 00:14:22
System Name: [BR350-53a7d6
MAC Address: 00:40:96:5a:a7:d6
Configuration Server Protocol: DHCP ~ I
Default IP Address: 10.0.0.1
Default IP Subnet Mask: |255.255.255.D
Default Gatewav: |255.255.255.255
Root Radio:
Service Set ID (SSID): Itsunami more...
Role in Radio Network: I Root Bridge =
Optimize Radio Network For: & Throughput ¢ Range ¢ Custom
Ensure Compatibility With: " 2Mb/sec Clients
Security Setup
SNMP Admin Community: |
Apply | 0K | Cancel Restore Defaults
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http://10.0.0.1/

e.

f.

If the Express Setup Page does not appear, from the Summary Status Page click on the Setup hyperlink.
This will bring up the Setup Page.

BR350-5aa7d6 Setup

Cisco 250 Series Bridge 12.03T

Home | Map | Network | Associations | Setup

Help |

Cisco SySTEmS

Uptime: 00:17:23

Express Setup
Associations
Display Defaults Spanning Tree Poit Assiznments Advanced
Address Filters Protocol Filters VLAN Service Sets
Event Log
Display Defaults | Event Handling | Notifications
Services
Console Telnet Boot Server Eouting MName Server
Time Server ETP Web Server SHMLP
Cizco Services Security Accounting Proxy MMobdle IP
Network Ports Diagnostics
Ethernet Identification Hardware Filters Advanced
Root Radio Identification Hardware Filters Advanced

Now click on the Express Setup link. This will now bring up the Express Setup Page.
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Step 3 Configure the bridge settings

BR350-5aa7d6 Express Setup Cisco SysTeus
Cisco 350 Series Bridge 12.03T ®
Hnmé Map | Help | Uptime: 00:23:24
System Name: |BPod‘I
MAC Address: 00:40:96:5aa7-d6
Configuration Server Protocol: INone - l
Default IP Address: I‘I 0011
Default IP Subnet Mask: |255.255.255.D
Default Gateway: I'I 0.0.1.254
Root Radio:
Service Set ID (SSIDY: [BR1 more...
Role in Radio Network: | Root Bridge =
Optimize Radio Network For: @ Throughput ¢ Range ( Custom
Ensure Compatibility With: [ 2Mb/sec Clients
Securitv Setup
SNMP Admin. Community: |
Apply I QK | Cancel | Restore Defaults
Configure the following settings:
Parameter BPod1 BPod2
e System Name: BPod1 BPod2
e Configuration Server Protocol: None None
o Default IP address: 192.168.1.3 192.168.1.4
e Default Gateway: 192.168.1.1 192.168.1.2
e Service Set ID: BR1 BR1
¢ Role in Radio Network: Root Bridge Non-Root Bridge w/o Clients

a. Click Apply. The connection will drop.

b. What roles can the bridge serve in the network?
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Step 4 Cable and configure the routers and PCs

Using dual Ethernet routers, such as an 806, 2514, or equivalent.

Configure both routers:

hostname Routerl

int £a0/0

ip address 192.168.1.1
255.255.255.0
description outside

no shut

|

int fa0/1

ip address 10.0.1.1 255.255.255.0
description inside

no shut

|
router eigrp 1

network 10.0.0.0
network 192.168.1.0

no auto-summary

|
line vty 0 4

password cisco

login

hostname Router2

int fa0/0

ip address 192.168.1.2
255.255.255.0
description outside

no shut

|

int fa0/1

ip address 10.0.2.1 255.255.255.0
description inside

no shut

|

router eigrp 1

network 10.0.0.0
network 192.168.1.0

no auto-summary

|
line vty 0 4

password cisco

login

Configure the PCs:

e PC1 with an IP address of 10.0.1.10/24.

e PC2 with an IP address of 10.0.2.10/24

Reconnect to the using the browser. Enter 10.0.P.1 and connect.

Verify the settings.

1. What other routing method can be used instead of EIGRP?

2. Can static routes be used? If so, what is the advantage/disadvantage?
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Step 5 Advanced Radio settings for the non-root bridge

BPodl Setup

Cisco 350 Series Bridge 12.03T

Home | Map | Network | Associations |[ Setup Logs | Help |

Express Setup

Cisco SYSTEMS

Uptime: 00:32:27

Associations

e

Display Defaults Spanning Tree Port Assignments Advanced
Address Filters Protocol Filters VLAN Service Sets
Event Log
Display Defaults Event Handling | Notifications
Services
Console Telnet Boot Server Eouting Mame Server
Time Server FTE Web Server SMMLE
Cisco Services Security Accounting Proxy Mobile IP
Network Ports Diagnostics
Ethernet [dentification Hardware Filters Advanced
Root Radio Identification Hardware Filters Advanced

a. From the Setup Page, Click on the Root Radio>Advanced link to go to the Radio Advanced

page of the Non-Root Bridge.
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BPod1 Bridge Radio Advanced

Cisco 350 Series Bridge 12.03T

Map | Help |

Requested Status:

Current Status:

Packet Forwarding:

Forwarding State:

Default Multicast Address Filter:

Mazimmum Multicast Packets/Second:

Radio Cell Role:

Disallow Infrastructure Stations on any other SSID:
Use Aironet Extensions:

Classify Workgroup Bridges as Network Infrastructure:
Require use of Internal Radio Firmware: 5 200
Ethernet Encapsulation Transform:

Bridge Spacing (km):

Quality of Service Setup

Enhanced MIC wverification for WEP:
Temporal Key Integrity Protocol:
Broadcast WEP Key rotation interval (sec):

Advanced Primary SSID Setup more...

Preferred Access Point 1:
Preferred Access Point 2:
Preferred Access Point 3:
Preferred Access Point 4:

Radio Modulation:
Radio Preamble:
Non-Root Mobility:

Cisco SYSTEMS

Uptime: 00:44:08
Up =
Up
IEnabIed - I

Blocking

IAIIowed - I
ID

|CIier11fNon-Root ;I

SSID for use by Infrastructure Stations (such as Repeaters): |0

Cyes ®no
®yes Cno
*ves Cno
“ves  no

IRFC1D~42 - I
ID

I VLANs are nor enabled, set the following three parameters on this page. If VLANSs are enabled. the following three
parameters are set independently for each enabled VLAN through VLAN Setup.

MNone 'I
MNone "'I

o (0=off)

To configure 802.11 Authentication, EAP, Unicast Address Filters, and the Maximum Number of Associations for this radio's
Primary SSID (the default SS1D), please use the link below.

00:00:00:00:00:00
00:00:00:00:00:00
00:00:00:00:00:00
00:00:00:00:00:00

Standard vl
Short vl
Stationary = I

Applyl 0K | Cancel

Restore Defaults

b. Enter the MAC address of the Root Bridge into the Preferred AP 1: field. This can be found
on the bottom of the Root Bridge or from the Root Bridge Home Page.
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C.

d.

Cisco SySTems

BPodl Summary Status

Cisco 350 Series Bridge 12.03T

[Home Map | Network | Associations | Setup | Logs | Help |

Uptime: 00:46:31

Current Associations

Clients: 0of0 | Repeaters:00f0 | Bridges:0ofl | APs:0

Recent Events

Time | Severity | Description

Network Ports Diagnostics
Device Status Mb/s IP Addr. MAC Addr.
Ethernet Up 100.0 10.0.1.1 0040965aa7d6

Root Radio Up 11.0 10.0.1.1 0040965aa7d6

Click the Apply button to apply the settings.

BPod1 Association Table Cisco SYSTEMS

Network Diagnostics VLAN Service

Home | Map | Network Uptime: 00:47:47

¥ Client W Repeater W Bridze W AP [ Infra Host [~ Multicast I Entire Network

Press to Change Settings: Apply | Save as Default | Restore Current Defaults |
Association Table additional display filters
Device Name Go [P Addr./™Name MAC Addr. VLAN | State | Parent
350 Series Bndge EPodl 10011 0040965aa7d6

Go to the Associations page of the Root Bridge.

1. Is the Non-Root Bridge in the Association table?

Step 7 Test the connection

Verify client PCs are configured with the appropriate IP address. The only wireless devices on this
topology will be the two wireless multi-function bridges used for the point-to-point connection.

a.

Once the wireless bridge link is configured properly, ping from PC1 to Router 1 inside
Ethernet port. Then ping to Router1 outside port. If successful, ping from PC1 to BPod2.
Ping from PC1 to Router2 outside port, followed by a ping to Router2 inside port. Finally,
Ping from PC1 to PC2.

Were these successful?

Test layer 7 connectivity by browsing to BPod2 from PC1.

Configure FTP or Web services on PC1 and PC2. Transfer a files from PC1 to PC2 and vice
versa. Calculate the download performance across the wireless link.

What was the download speed in Mbps?

How was this calculated?

What is the speed limitation?
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Lab 6.5.5.2 Configure Layer 3 Site-to-Site Wireless Link—OPTIONAL Challenge Lab

Estimated Time: 45 minutes

Number of Team Members: Students will work in teams of two.

Objective

Configure a site-to-site bridge network separated by a Layer 3 device. Test the speed of the

wireless bridge link.

Scenario

A remote location which is several miles away requires connectivity to the existing wired network.
The connection can be bridged wirelessly with two BR350s. In large networks, it is necessary to

provide Layer 2 broadcast control using routers.

Topology
192.168.1.0/24
192.168.1.3 192.1?8.1.4
SSID: BR1 OOOOOOOOOOOOO SSID: BR1
Root Bridge Non-Root Bridge
Bridge Pod2 Bridge Pod2
192.168.1.1 192.168.1.2

R2

R1] 10.0.1.1 10.0.2.1

10.0.1.0/24 10.0.2.0/24

3 r)
PC 1 PC 2
10.0.1.10 10.0.2.10
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Preparation

The instructor or students must cable and configure the perimeter routers in addition to the wired
LAN. The routers Ethernet interfaces must be configured and enabled. Static routing should be
configured on the routers. Ensure that the devices are configured according to the topology. The
bridge devices should be configured as follows:

Device Name Label SSID Address
BPod1 BR1 BR1 192.168.1.3/24
BPod2 BR2 BR1 192.168.1.4/24

Tools and Resources

Each team will require the following:

Two wired LAN segments that will be bridged together
Two Cisco 1310s with 2.4dBi dipole antenna(s)
Two dual Ethernet routers

Two switches or hubs(optional)

Step 1 Connect and reset both bridges
Connect to the bridge via the console connection and reset the bridge to factory default settings.
Refer to a previous lab if you are unsure how to do this.

Step 2 Connect to the bridge web interface

From the wired PC, open a web browser and navigate to the default IP address of the bridge.
Remember that the default factory settings are:

a. |IP address: 10.0.0.1
b. Username: Cisco

c. Password: Cisco

Step 3 Configure the bridge settings

Using both the Express Set-up and Express Security pages, configure the bridge with the following

settings:
Parameter BPod1 BPod2
e System Name: BPod1 BPod2
e Configuration Server Protocol: Static IP Static IP
e |IP address: 192.168.1.3 192.168.1.4
e Subnet Mask: 255.255.255.0 255.255.255.0
e Default Gateway: 192.168.1.1 192.168.1.2
e Service Set ID: BR1 BR1
¢ Role in Radio Network: Root Bridge Non-Root Bridge

Click Apply. The connection will drop.
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Step 4 Cable and configure the routers and PCs

Using dual Ethernet routers, such as an 806, 2514, or equivalent. Configure both routers with the
following commands:

hostname Routerl hostname Router2

int fa0/0 int fa0/0

ip address 192.168.1.1 255.255.255.0 ip address 192.168.1.2 255.255.255.0
description outside description outside

no shut no shut

| |

int fa0/1 int fa0/1

ip address 10.0.1.1 255.255.255.0 ip address 10.0.2.1 255.255.255.0
description inside description inside

no shut no shut

| |
router eigrp 1 router eigrp 1

network 10.0.0.0 network 10.0.0.0

network 192.168.1.0 network 192.168.1.0

no auto-summary no auto-summary

| |
line vty 0 4 line vty 0 4

password cisco password cisco

login login

a. Configure the PCs:

PC1 with an IP address of 10.0.1.10/24.
PC2 with an IP address of 10.0.2.10/24

b. Reconnect using the browser. Enter 10.0.P.1 and connect.
c. Verify the settings.
1. What other routing method can be used instead of EIGRP?

2. Can static routes be used? If so, what is the advantage/disadvantage?

Step 5 Advanced Radio settings for the non-root bridge

a. From the left navigation bar, select Network Interfaces>Radio0 802.11G and then the Settings
tab.

b. Enter the MAC address of the Root Bridge radio into the Root Parent MAC 1: field. Remember
to use the MAC address of the root bridge radio.

c. Click the Apply button to apply the settings.
d. Go to the Association page of the Root Bridge.

Ensure that the non-root bridge appears in the root bridge association table before continuing to test
the connection.
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Step 7 Test the connection

Verify client PCs are configured with the appropriate IP address. The only wireless devices on this
topology will be the two wireless multi-function bridges used for the point-to-point connection.

a.

Once the wireless bridge link is configured properly, conduct each of the following tests:

Test layer 7 connectivity by browsing to BPod2 from PCA1.

Ping from PC1 to Router 1 inside Ethernet port
Ping to Router1 outside port

Ping from PC1 to BPod2

Ping from PC1 to Router2 outside port

Ping from PC1 to Router2 inside port

Ping from PC1 to PC2
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Lab 7.1.4 Antenna Setup

Estimated Time: 15 Minutes

Number of Team Members: Students will work in teams of two.

Objective

This lab will introduce the user to the Cisco Aironet AP antenna configuration.

Scenario

An antenna is used to radiate transmitted signals and/or capture received signals. Different antenna
components have different ranges and capability in the area of signal they radiate. Placement of the
antenna can have different effects on the range or the ability of the AP to transmit and receive the
radio wave signals.

Cisco antennas use a Reverse Polarity Threaded Navy Connector (RP-TNC). This connector looks
like a TNC, but the center contacts have been reversed. This prohibits a standard off-the-shelf
antenna from being attached to a Cisco RF product. The U.S Federal Communication Commission
(FCC) requires vendors to use non-standard connectors to prevent accidental connections to
wireless equipment.

Preparation

Prior to the lab, the student should have a Cisco Aironet AP configured as a root unit and performing
properly. The student will also need a laptop computer with a Cisco Aironet client adapter and the
utilities installed and performing properly.

The students will perform some online Internet research and will require a computer with Internet
access.
Tools and Resources
Each team will require the following:
o Cisco Aironet AP with two standard antennas
e Laptop Personal Computer with a client adapter and client utility properly installed

e Cisco Aironet Antenna components to be tested
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Step 1 Antenna orientation of the AP

6562mf/3\\

(16.67 cm)

1.660 in.
(4.22 cm)

723210
(18.37 cm)

Total Weight = 26 oz (7379)

In order to set up the Cisco Aironet antenna, complete the following steps:
Note the image of the Aironet AP1200 series AP.

c. Note the Dual RP-TNC connectors on the AP. The right antenna coupling is the coupling on the
right when looking at the AP back panel.

1. What does RP-TNC stand for?

2. What is Vertical Polarization?

3. Define antenna beam width.

4. Define antenna bandwidth.
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Step 2 Aironet AP1200 AP with dipole antennas

a. Note the image of the Aironet AP1200 Access Point with the standard dipole antennas.

b. The orientation of the antenna will be important if the standard dipole antennas are not used.
When in diversity mode, the AP uses either the left or right antenna, but not both. Which
antena it uses depends on the signal strength. When an optional antenna is used, the
antenna receive and transmit setting will have to be changed to one side, which is either the
left or right.

c. The Cisco part number for the pictured antenna is CISCO AIR-ANT4941. Do some online
research and obtain the following information on this part:

http://www.cisco.com/en/US/products/hw/wireless/ps469/products data sheet09186a00800

92285.html

An additional reference can be found at the following link:
http://www.cisco.com/univercd/cc/td/doc/product/wireless/acessory/4941.pdf

1.

Gain (in dBi)

Frequency range

What is the part number for the Cisco lightning arrestor?

What does the Cisco lightning arrestor do?

What is the gain of Cisco part number CISCO AIR-ANT1949?
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Cisco SvsTems

Lab 7.1.8.1 Configure AP Diversity Settings

Estimated Time: 15 minutes
Number of Team Members: Students will work in teams of two.

Objective

The student will test the effects of various antenna diversity settings on the Cisco Aironet AP. The
student will configure the AP radio antennas through GUI and IOS command line.

Scenario

APs have two RP-TNC connectors. These two antennas connectors are for diversity in signal
reception, and their purpose is not to increase coverage. They help eliminate the null path and RF
being received out of phase. Only one antenna at a time is active.

Which antenna is active is selected on a per-client basis for optimal signal and only applies to that
specific client. The AP can hop back and forth between antennas when talking to different clients.
PCMCIA cards also have antenna diversity built into the card.

Topology

POD P
10.0.P.1/24
90.9009090009993 ococco
£

PC2

10.0.P.0/24

g
PC 1

10.0.P.10/24

Preparation
Cisco Aironet AP configured as a root unit and performing properly.
PCs with a properly installed Cisco Aironet client adapter and ACU utility.
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Tools and Resources or Equipment
e One AP
e One wired PC or Laptop

e One wireless Laptop or PC with a client adapter properly installed

Command List:

In this lab exercise, the following commands will be used. Refer to this list if assistance or help is
needed during the lab exercise.

Command Description
configure terminal enter global configuration mode
interface dotllradio 0 enter the device radio interface
antenna set the receive or transmit antenna

Step 1 Configure the Cisco Aironet antenna settings

Cisco 1200 Access Point

RADIOD-802.11B STATUS DETAILED STATUS

Hostname ap ap uptime is 24 minutes

Network Interfaces: Radio0-802.11B Settings
IP Address

FastEthemet Enable Radio: & Enable " Disable
Radio0-802.11B
Radio1-802.11A

SETTINGS CARRIER BUSY TEST

NETWORK INTERFACES

Current Status (Software/Hardware): Enabled 1T u pﬂ

Role in Radio Network: ¥ Access Paint Root (Fallback to Radio Island)
(Fallback mode upon loss ¢ Access Point Roat (Fallback to Radio Shutdown)
of Ethernet connection) )

" Access Point Root (Fallback to Repeater)
" Repeater Mon-Root

Data Rates: Best Range | Biest Throughput |
1.0Mbfsec & Require " Enable " Disable
2.0Mb/sec & Require " Enable " Disable
5.5Mb/sec & Require " Enable " Disable

11.0Mb/sec & Require " Enable " Disable

Open a web browser and type the IP address of the AP in the browser address box.
Go to the Radio0-802.11B Settings page of the AP.

c. Record the following information:
1. Enable Radio Setting:

2. Role in Radio Network

3. Default Radio Channel
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:lvt'l]l?ii-j[)ﬂr':li?n Operation: " Enable @ Disable

Radio Preamble % Shaort " Long

Receive Antenna: & Diversity  Left " Right
Transmit Antenna: ' Diversity O Left " Right

Step 2 Antenna settings

a. On the middle of the AP Radio Hardware page are the selections for the Receive Antenna and
one for the Transmit Antenna.

b. Record the Receive Antenna Setting:

c. Record the Transmit Antenna Setting:

Site Survey - 350 Series - Passive Mc X]
Signal Strength Signal Quality

oo

Link Speed 11 Mbps

Overall Link Quality Excellent
Associated Access Point Pod1
Access Point IP Address 10.0.1.1
Channel (Frequency) 1 (2412 MHz)

Restart Card | Setup | Start | 0k I Cancel Help

Step 3 Change antenna settings

a. Before making any changes to the antenna settings, open the Site Survey utility on the PC. Note
the Signal Quality and Signal Strength before any changes are made.

b. What is the current Signal Strength?
c. What is the current Signal Strength?
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Step 4 Change antenna settings (continued)
a. Is it necessary to physically remove the antennas to change the antenna settings?

b. Change the Receive and Transmit antenna settings to left, right, diversity or various
combinations and note any changes on the Site Survey Meter once the changes are applied.

c. If using only one antenna, the Receive and Transmit antenna settings will have to correspond to
the proper AP antenna setting for RF reception.

Site Survey - 350 Series - Passive X
Signal Strength Signal Quality

Link Speed 11 Mbps I"""""""""""""""""l

Overall Link Quality Good
Associated Access Point Pod1
Access Point IP Address 10.0141
Channel (Frequency) 1 (2412 MHz)

Festart Card Setup Start | ] I Cancel Help

If you are using two standard dipole antennas, very little changes will be effected on the Site Survey
Meter. If you remove one of the antennas, you will observe a more dramatic effect in the setting
changes. Make numerous changes with the antenna settings and check the results with the PC
Aironet Client Site Survey utility. Remember to only make one change at a time so that you have a
good idea which setting change caused the effect.

d. Which antenna setting gave the strongest signal quality (Left, Right, or Diversity)?

e. Which antenna setting gave the strongest signal strength (Left, Right, or Diversity)?

f.  Which setting gave the weakest signal strength (Left, Right, or Diversity)?
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g. Which setting gave the weakest signal quality (Left, Right, or Diversity)?

Step 5 Configure the 802.11b antenna using the 10S CLI

This section describes how to configure the AP radio antennas using the IOS command line.

Command List:

In this lab exercise, the following commands will be used. Refer to this list if assistance or help is

needed during the lab exercise.

Command

Description

configure terminal

enter global configuration mode

interface dotllradio 0

enter the device radio interface

antenna

set the receive or transmit antenna

Follow these steps to set the AP receive and transmit to right:

PodP
PodP
PodP
PodP

~ o~~~

config-if)#

config) #interface dotllradio O
config-if) #antenna receive right
config-if) #antenna transmit right

Follow these steps to set the AP receive and transmit to left:

PodP
PodP
PodP
PodP

—~ e~~~

config-if)#

config) #interface dotllradio O
config-if) #antenna receive left
config-if) #antenna transmit left

Follow these steps to set the AP receive and transmit to diversity:

PodP
PodP
PodP
PodP

—~ o~ o~ —~

config-if) #

config) #interface dotllradio O
config-if) #antenna receive diversity
config-if) #antenna transmit diversity

Step 6 Configure 802.11a antenna using the 10S CLI (optional)

Repeat Step 5 for the 802.11a radio
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Lab 7.1.8.2 Configure Bridge Diversity Settings

Estimated Time: 15 minutes
Number of Team Members: Students will work in teams of two.

Objective
The student will test the effects of various antenna diversity settings on the Cisco BR350

Scenario

Bridges have two RP-TNC connectors attached them. These two antennas connectors are for
diversity in signal reception, and their purpose is not to increase coverage or distance. They help
eliminate the null path and RF being received out of phase. Only one antenna at a time is active.

Which antenna is active is selected on a per-client basis for optimal signal and only applies to that
specific client. The bridge can hop back and forth between antennas when talking to different clients.

This can be useful in a point to multipoint installation.
Topology

POD P

10.0.P.1/24

99.0.00,

Bridge
PODP

10.0.P.0/24

(]
PC 1

10.0.P.10/24
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Preparation
Cisco BR350 configured as a root unit and performing properly.

Computers with a properly installed Cisco Aironet client adapter and utility.

Tools and Resources or Equipment
e Cisco BR350
e Laptop or PC with a client adapter properly installed

AP1 Root Radio Hardware Cisco SysTEus
Cisco 350 Series Bridge 12.01T1 A
Map | Help Uptime: 24 days,
04:30:46
Service Set ID (SSID): |4P1 More...

Allow "Broadcast" SSID to Associate?: ©yes ©no
Enable "World Mode" multi-domain operation?: [no =]

Data Rates (Mb/sec):
1.0 Ibasicj 2.0 Ibasicj 5.5 Ibasicj 11.0 Ibasic YI

Transmit Power: [Tmw =]

Frag. Threshold (256-2338): [2338 " RTS Threshold (0-2339); [2339
Max. RTS Retries (1-255): [52 Max. Data Retries (1-255):[32
Beacon Period (19-5000 Kusec): 100 Data Beacon Rate (DTIM): |2
Default Radio Channel: 1 412MH =] In Use: 1

Search for less-congested Radio Channel?: [no =] Restrict Searched Channels
Receive Antenna; [Diversity ] Transmit Antenna: [Diversity x|

If VLLANSs are not enabled, set Radio Data Encryption through the link below. If
VLANS are enabled, Radio Data Encryption is set independently for each enabled
VLAN through VLAN Setup.

Step 1 Configure the Cisco Aironet antenna settings
a. Open a web browser and type the IP address of the bridge in the browser address box.
b. Go to the Root Radio Hardware page of the bridge.
c. Record the following information:
1. Service Set ID

2. Transmit Power

3. Default Radio Channel
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4, Search for less congested channel

For this lab, keep this setting on NO. Both antenna settings should be set to diversity at this time.

Cisco SYSTEMS

AP1 Root Radio Hardware

Cisco 350 Series Bridge 11.23T &

Map | Help | Uptime: 1 day, 01:59:01 -
Service Set ID (SSID): |4P1

Allow "Broadcast”" SSID to Associate?: #ves ©no
Enable "World Mode" multi-domain operation?: [no =]

Data Rates (Mb/sec):
1.0 |basicj 2.0 Ibasicj 5.5 Ibasicj 11.0 |basicj

Transmit Power: [100mw =]

Frag. Threshold (256-2338): [2338  RTS Threshold (0-2339); [e332
Max. RTS Retries (1-255): [32 Max. Data Retries (1-255):[32
Beacon Period (Kusec): 100 Data Beacon Rate (DTIM):[2
Default Radio Channel: 1 2412MMz] =] In Use: 1

Search for less-congested Radio Channel?: [na =] Restrict Searched Channels
Receive Antenna: [Diversity =] Transmit Antenna: [Diversity »|

Radio Data Enc

Applyl (0] | Cancell Festare Defaults |

Located near the bottom of the Radio Hardware page, you will see two Pull down selection menu
boxes, one for the Receive Antenna and one for the Transmit Antenna.
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bw Survey « 350 Geries = Fassive Mode = [infractructere]

Signal Strength

-f”rﬁf‘ Link Speed 11 Mbpe

Cverall Link Cuality
Agsociated Access Point
Acceags Point IP Address

Channel (Frequencyl

Signal Quality

Fair

AP
172.25.0.14%

1 (2412 MHz)

Percent Complete  [TTC NN

Per cent Suceessful ‘
Lost To Target 1]
Lost To Source o
RetatCod | 5o || Smt ] 0k | Cawd | W |

Before making any changes to the antenna settings, open the Site Survey utility on the PC. Note the
Signal Quality and Signal Strength before any changes are made.

Cisco 350 Series Bridge 11.23T

Map | Help |

AP1 Root Radio Hardware Cisco SysTEMS

®
Uptime: 1 day, 01:59:01

Service Set ID (SSID): |AP1

Data Rates (Mb/sec):

Allow "Broadcast” SSID to Associate?; #yes ©no
Enable "World Mode" multi-domain operation?: [no =]

Transmit Power:

Frag. Threshold (256-2338):

Max. RTS Retries (1-255):

Beacon Period (Kusec):

Default Radio Channel:

Search for less-congested Radio Channel?:

Receive Antenna; [Diversity =]
Radio Data Enc

1.0 |basicj 2.0 |basicj 5.5 |basicj 11.0 |basicj

[100 mw =]
233 RTS Threshold (0-2339): [2339

[32 Max. Data Retries (1-255):[32
100 Data Beacon Rate (DTIM): |2

1 [e1zmbz) =] InUse: 1
no -] Restrict Searched Channels

Transmit Antenna; [Diversity =

Applyl (n]4 | Cancell Restore Defaults |
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Change the Receive and Transmit antenna settings to left, right, diversity or various combinations
and note any changes on the Site Survey Meter once you have applied the changes.

d. lIs it actually necessary for you to physically remove the antennas?

Cisco SysTems

AP1 Root Radio Hardware
Cisco 350 Series Bridge 11.23T

Map | Help | Uptime: 1 day, 01:59:01
Service Set ID (SSID): |AP1

Allow "Broadcast” SSID to Associate?: #yes ©no
Enable "World Mode" multi-domain operation?: [no =]

®

Data Rates (Mb/sec):
1.0 |basicj 2.0 |basicj 55 |basicj 11.0 |basicj

Transmit Power:; [To0mw =]
Frag. Threshold (256-2338): [2338 RTS Threshold (0-2339): [2339
Max. RTS Retries (1-255): [32 Max. Data Retries (1-255):[3z
Beacon Period (Kusec): 100 Data Beacon Rate (DTIM):[2
Default Radio Channel: 1 [2412MHz] =] In Use: 1
Search for less-congested Radio Channel?: [no ] Restrict Searched Channels
Receive Antenna: [Diversity ¥ Transmit Antenna: [Diversity =]
Radio Data Encryption (WEP)

Apply I 0K | Cancel | Restare Defaults |

If using only one antenna, the Receive and Transmit antenna settings will have to correspond to the
proper bridge antenna setting for RF reception.

ke Survey - 350 S0rine - Fassive Mods - [Infrasoructens ]

Signal Strength Signal Quality

| ekspoea  trweps (AN

Cwverall Link Guality Fair
Assoclated Access Point AP
Access Foint IF Address 1TE25.0.142
Channel (Frequency) 1 (2412 MHz)

percent Complete TSNS
percosuccesss |

Lot To Target 0
Lost To Source 0

RedakCod | Gep | [ St | 0k | Caned | Hen |
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If using two standard dipole antennas, very little changes will be effected on the Site Survey Meter. If
you remove one of the antennas, you will observe a more dramatic effect in the setting changes.
Make numerous changes with the antenna settings and check the results with the PC Aironet Client
Site Survey utility. Remember to only make one change at a time so that you have a good idea
which setting change caused the effect.

e. Which antenna setting gave the strongest signal quality (Left, Right, or Diversity)?

f.  Which antenna setting gave the strongest signal strength (Left, Right, or Diversity)?

g. Which setting gave the weakest signal strength (Left, Right, or Diversity)?

h. Which setting gave the weakest signal quality (Left, Right, or Diversity)?
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Lab 7.1.8.3 BR1310 Configure Bridge Diversity Settings

Estimated Time: 15 minutes
Number of Team Members: Students will work in teams of two.

Objective
The student will test the effects of various antenna diversity settings on the Cisco BR1310

Scenario

Bridges have two RP-TNC connectors attached them. These two antennas connectors are for
diversity in signal reception, and their purpose is not to increase coverage or distance. They help
eliminate the null path and RF being received out of phase. Only one antenna at a time is active.

Which antenna is active is selected on a per-client basis for optimal signal and only applies to that
specific client. The bridge can hop back and forth between antennas when talking to different clients.

This can be useful in a point to multipoint installation.

Topology
PODP
10.0.P.1/24
Bridge
PODP
Laptop
using
ADU
10.0.P.0/24
-
PC 1
10.0.P.10/24

Preparation
Cisco BR1310 configured as a root unit and performing properly.

Computers with a properly installed Cisco Aironet client adapter and utility.
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Tools and Resources or Equipment
e Cisco BR1310
e Laptop or PC with a client adapter properly installed

Step 1 Configure the Cisco Aironet antenna settings

a. Open a web browser and type the IP address of the bridge in the browser address box. When
prompted for the username and password enter the defaults or the username and password
provided by your instructor.

b. Go to the Network Interfaces>Radio0-802.11G>Settings page and select the current channel
as the default. The current channel will be displayed to the right of the drop down box. Click
Apply to save the changes.

Note: if multiple bridge units are operating within the classroom it is important that they use
different channels.

Default Radio Channel: iChannel 2 - 2417 kiHz *| Channel 2 2417 Mhz

c. Scroll down to the Receive and Transmit Antenna section. Both the Receive and Transmit
Antennas should be set to Diversity by default.

Receive Antenna: & Diversity © Left " Right
Transmit Antenna: @ Diversity © Left " Right

d. Before making any changes to the antenna settings, open the Aironet Desktop Utility on the PC.
From the Current Status tab, click the Advanced button and note the Signal Quality and Signal
Strength before any changes are made. The quality and strength will be updated continuously if
the Advanced Status window is left open.

I etwark Mame [S510]; Wirelezs Current Signal Strength: 1003

Server Based Authentication; Mone Curmrent Signal Guality: 1003

D ata Encroption: MHaone g Tirne: 1. 170635

Authentication Type: Open

Message Integrity Check: Mone 30211k Preamble:; Shart & Long

i Current Link Speed: 11.0 Mbps

Agzociated AP Mame: Channel: B

Associated AP IP Address: 0.0.0.0 Frequency: 2437 GHz

Associated AP MAC Address: 00-30-48-04-83-D6 Channel Set America

Power Save Mode: CAM [Constantly fumake Mode]

Current Power Lewel: 100 s

Available Power Levels (B0217a) 40, 25, 20, 13, 10 miaf

Arvailable Power Levels [802.11b4g) 100, 63, 50, 30, 20, 10 i I
Ok

e. Change the Receive and Transmit antenna settings to left, right, diversity or various
combinations and note any changes in the Signal Strength or Signal Quality once you have
applied the changes.

1. Is it actually necessary for you to physically remove the antennas?
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If using only one antenna, the Receive and Transmit antenna settings will have to correspond to
the proper bridge antenna setting for RF reception.

If using two standard dipole antennas, very little changes will be effected on the Site Survey
Meter. If you remove one of the antennas, you will observe a more dramatic effect in the setting
changes. Make numerous changes with the antenna settings and check the results with the PC
Aironet Client Site Survey utility. Remember to only make one change at a time so that you have
a good idea which setting change caused the effect.

1. Which antenna setting gave the strongest signal quality (Left, Right, or Diversity)?

2. Which antenna setting gave the strongest signal strength (Left, Right, or Diversity)?

3. Which setting gave the weakest signal strength (Left, Right, or Diversity)?

4. Which setting gave the weakest signal quality (Left, Right, or Diversity)?
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Lab 7.2.6 Omnidirectional Antennas

Estimated Time: 15 Minutes
Number of Team Members: Students will work in teams of two.

Objective
Test the range capabilities of the Cisco Aironet AP with an omni-directional antenna configuration.

Scenario

Omni-directional antennas create more coverage area away from the antenna in all directions, but
the energy level directly below the antenna will become lower. Omni-directional antennas are
generally used for point-to-multipoint implementations.

Topology

POD P
_ 10.0.P.1/24
90900999990903 o0
»

PC2

10.0.P.0/24

-
PC 1

10.0.P.10/24

Preparation
Prior to the lab, configure a Cisco Aironet AP as a root unit and ensure it is performing properly.
Obtain a laptop computer with a Cisco Aironet client adapter and the utilities installed.
Tools and Resources or Equipment
Each team will require the following:
o Cisco Aironet AP installed with Cisco Aironet AIR-ANT4941 2.2 dBi dipole antenna.

e Personal Computer with a client adapter properly installed
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Step 1 Omni-directional antenna

a. In order to set up the Cisco Aironet omni-directional antenna, complete the following steps:
The AP should be turned on and configured.

c. Open a Web browser and type in the AP IP address in the browser address box. This should
bring up the AP Summary Status or home page.

Receive Antenna: ¢ Diversity  Left " Right
Transmit Antenna: = Diversity 0 Left " Right

d. Check the Receive and Transmit mode of the antennas. Since two standard dipole antennas are
being used on the AP, the Receive and Transmit antenna modes should be set to Diversity. This
allows the AP to use the left or right antenna, depending on which is receiving the stronger
signal.
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Link Status Meter - [home] X

St - LiBusays [eubis

Signal Quality - 94%

Link Quality to Access Point Pod1

IP Address 10.0.1.1 MAC Address 00:07:85:83:C2:70
GOOD

k. I Help

e. Double click on the Link Status Meter (LSM) icon on the laptop and note the signal quality and
signal strength meter.

f.  Move the laptop computer around the room and possibly the building to note any changes in the
Link Status Meter. This will give an indication of the coverage area afforded this particular
antenna configuration.

g. This lab is using an omni-directional antenna and should generate a radio signal uniformly in all
directions.

h. Approximately how far is the indoor range of the AP (Meters or Feet)?

i. Experiment with changing the data rate on the AP. Were you able to extend your coverage
range?
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Step 2 Omni-directional 5GHz patch (if available)

eﬁezwﬂfax\

(16.67 cm)

1.660 in.
(4.22 cm)

r.232 in.
(18.37 cm)

Total Weight = 26 oz (737Q)

In order to set up the Cisco Aironet 5GHz Omni directional antenna, complete the following steps:
a. Flip up the patch antenna perpendicular to the Aironet AP1200.

b. The patch now operates in omni directional mode. The antenna is also dual diversity.
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Lab 7.3.4 Directional Antennas

Estimated Time: 15 minutes
Number of Team Members: Students will work in groups of two students per team.

Objective
In this lab, students will test the range capabilities of the Cisco Aironet AP with a directional antenna
configuration.

Scenario

Directional antennas will create a coverage area in a particular area caused by the condensed
energy of the signal being pushed in a certain direction. Very little energy is in the backside of a

directional antenna.

Topology

POD P
, 10.0.P.1/24
909009999.90903 o0
[

PC2

10.0.P.0/24

]
PC 1

10.0.P.10/24

Preparation
Prior to the lab, the student should have a Cisco Aironet 1200 AP configured as a root unit and
performing properly. A laptop computer is also needed with a Cisco Aironet 802.11a and a 802.11b
client adapter and the utilities installed and performing properly.
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Tools and Resources or Equipment
Each team will require the following:
e Cisco Aironet AP with the following:
o Cisco Integrated 802.11a patch antenna for AP1200.
o Laptop Personal Computer with a 802.11b client adapter properly installed
o Cisco Aironet AIR-ANT1949 13.5 dBi Yagi Mast Mount antenna to be tested.(optional)

Step 1 Directional antenna (11a patch)

In order to set up the Cisco Aironet directional antenna, complete the following steps:

a. For Lab purposes, orient the Patch antenna by placing the antenna in the closed position, which
is its directional polarization. The antenna should be pointing toward the area of coverage.

The AP can be turned on and configured.
Open a Web browser and type in the AP IP address in the browser address box.
Check the Receive and Transmit mode of the antenna on the AP Radio0-802.11A page.

When using the built in Patch antenna on the AP, the Receive and Transmit antenna modes
should be set to Diversity. This allows the AP to use the both antennas for transmitting and
receiving. Apply these settings.

®© a o o
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Link Status Meter - [home] X

045 | - Yibuans eubis

Signal Quality - 67%
Link Quality to Access Point Pod1

IP Address 10.0.1.1 MAC Address 00:07:85:B3:C2:70
POOR

Help |

f.  On the PC, Double click on the Link Status Meter (LSM) icon on the laptop and note the Signal
Quality and Signal Strength meter.

g. Move the laptop computer around the room and possibly the building to note any changes in the
Link Status Meter. This will give an indication of the coverage area which is given to this
particular antenna configuration.

h. Sketch the shape of the coverage of the antenna used. Show the AP and the PC client at their
farthest distance.

i. Whatis the signal quality?

j-  What is the signal strength?
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Step 2 Yagi directional antenna (optional)

In order to set up the Cisco Aironet directional antenna, complete the following steps:

a.

Turn the power off on the AP and unscrew both standard dipole antennas from the rear of the
AP. Then install the Yagi Mast Mount antenna to the AP by screwing the antenna TNC
connector to the AP right TNC connector.

For Lab purposes, orient the Yagi Mast Mount antenna by placing the antenna in a horizontal
position, which is its polarization. The antenna should be pointing toward the area of coverage.
Positioning of the Yagi Mast Mount is very important and affects the coverage area.

The AP can be turned on and configured.
Open a Web browser and type in the AP IP address in the browser address box.

Check the Receive and Transmit mode of the antenna on the AP Radio0-802.11 page.

Receive Antenna: * Diversity C Left " Right
Transmit Antenna: % Diversity O Left " Right
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f.  When using a single Yagi Mast Mount antenna on the AP, the Receive and Transmit antenna
modes should be set to right. This allows the AP to use the right antenna for transmitting and
receiving. Apply these settings.

Link Status Meter - [home] x|

%0 - WiBuans |eubis

Signal Quality - 91%

Link Quality to Access Point Pod1

IP Address 10.0.1.1 MAC Address 00:07:85:83:C2:70
FAIR

Help |

g. Double click on the Link Status Meter (LSM) icon on the laptop and note the Signal Quality and
Signal Strength meter.

h. Move the laptop computer around the room and possibly the building to note any changes in the
Link Status Meter. This will give an indication of the coverage area which is given to this
particular antenna configuration.

i. Sketch the shape of the coverage of the antenna used. Show the AP and the PC client at their
farthest distance.

j. What is the signal quality?

k. What is the signal strength?
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Lab 8.2.4 Wireless Attacks and Countermeasures

Estimated Time: 25 minutes
Number of Team Members: Students will work in teams of two.

Objective

In this lab, students will gain an understanding of the primary attack methods used to bypass
conventional security measures on WLANSs. Additionally, students will learn the countermeasures
that can be implemented for security on a WLAN.

Scenario

Network security is the process by which digital information assets are protected. The goals of
security are to maintain integrity, protect confidentiality, and assure availability.

This lab will focus on understanding wireless security concepts.

Preparation
The students will require access to the Internet for online research.

Tools and Resources
Each student team needs one PC with Internet access.

Step 1 Network security goals
Answer the following questions:

1. List the three primary goals of network security covered in FWL Module 8.

2. Which of the goals refers to the assurance that data is not altered or destroyed?

3. Which of the goals refers to the protection of data from unauthorized disclosure?

4. Which of the goals refers to the continuous operation of the computing system?
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Step 2 Network security weaknesses
Answer the following questions:

a. List the three primary network security weaknesses covered in FWL Module 8.

b. Which of the weaknesses refers to a lack of a written security policy?

c. Which of the weaknesses refers to unsecured default settings?

d. Which of the weaknesses refers to weak initialization vector, poor encryption and authentication
schemes, and firewall holes?

Step 3 Network security threats
Answer the following questions:

a. List the four basic network security threats covered in FWL Module 8.

Step 4 Attack methods
Answer the following questions:

a. List the three primary attack methods covered in FWL Module 8.

b. Which of the attacks is occurring when the attacker now controls one system and can either
deface the public Web presence or continue hacking for more interesting information?

c. How is this attack performed? What tools are available?
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d. Which of the attacks is occurring when the attack results in obtaining address ranges, hosts, and
services? In this case, the known servers and the firewall may or may not be detected.

e. How is this attack performed? What tools are available?

f.  Which of the attacks is occurring when the attacker has disabled valid users from accessing the
target network causing lost revenue, lost communications, and damaged software and
hardware?

g. How is this attack performed? What tools are available?

Step 5 The security wheel
Answer the following questions:

a. List the four processes involved in building a secure network.

b. Which of the processes involve collecting and analyzing information from the monitoring and
testing phases to make security improvements?

c. Which of the processes involve monitoring the network for violations and attacks against the
corporate security policy?

d. Which of the processes involve testing the effectiveness of the security safeguards in place?

e. Which of the processes involve implementing security devices, which include firewalls,
identification authentication systems, and virtual private networks?
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f.  What is at the center of the Wireless Security Wheel?

Step 6 WLAN security technologies
Answer the following questions:

a. List the two first-generation security technologies covered in FWL Module 8.

b. Name the one that serves to logically segment the users and APs that form part of a wireless
subsystem.

c. Name the other that replaces the original data payload with the output of the encryption
algorithm.

d. What are the two types of authentication methods defined in IEEE 802.117

e. What are the three elements of the association process?
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Lab 8.3.1.1 Configure Basic AP security through GUI

Estimated Time: 30 minutes
Number of Team Members: Students will work in teams of two.

Objective
In this lab, the student will learn the following objectives:
o Password protect the console
e Define administrator accounts
e Configure accurate time and check firmware
e Configure SSH

e Disable telnet and web (optional)

Scenario

Students will learn to secure the AP through GUI. The security policy of the company mandates all
devices should be locked down according to minimum standards. Also, SSH must be used for
remote management.

SSH is a program, similar to Telnet, which allows a network administrator to log into another
computer over a network. SSH allows an administrator to execute commands in a remote machine,
and to move files from one machine to another. It provides strong authentication and secure
communications over insecure networks. There are currently two versions of SSH available: SSH
Version 1 and SSH Version 2. Only SSH Version 1 is implemented in the Cisco IOS software.

Topology

POD P
B 10.0.P.1/24
0000009099900 o0
f

PC2

10.0.P.11/24
(optional
DHCP server)

10.0.P.0/24

=9
PC 1

10.0.P.10/24
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Preparation

1 Pod1 AP1 10.0.1.1/24

2 Pod2 AP2 10.0.2.1/24

The instructor should have a working wired network. PC1 should be connected to the wired network.
Prior to starting the lab, ensure that each host PC is loaded with a SSH client. There are numerous
SSH clients available for free on the Internet. The lab was developed using the PUTTY SSH client.
Tools and Resources

Each team will need:

e AP

e PC or laptop

e Console cable

e SSH client software

Additional Materials:

http://www.cisco.com/en/US/products/hw/wireless/ps430/products installation and configuration gu
ide book09186a0080147d69.html

http://www.chiark.greenend.org.uk/~sgtatham/putty/

Step 1 Configure basic AP settings

Cisco 1200 Access Point

Hostname PodP PodP uptime is 3 hours, 13 minutes
System Software: System Configuration
Current Startup Configuration File: config.txt
Load New Startup Configuration File: Load | | Browse..
Technical Support Infermation: Show tech-support
SYSTEM SOFTWARE
e Reset Startup Confi tion to Factory Defaults: Resetto Defaults
TR Upgrade esel p Lonthiguration -al y u
System Configuration Restart Now: Restart

Locate Access Point

Blink the Access Point LEDs: " Disable " Enable Apply

a. If there is an existing configuration on the AP, erase the configuration and reload either through
GUI or I0S CLI.

b. Configure the hosthame, SSID, and BVI interface according to the Preparation table.
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Step 2 Configure a new administrator account

Cisco 1200 Access Point

Hostname PodP PodP uptime is 3 hours, 15 minutes

Security: Admin Access

Administrator Authenticated by:

& Default Authentication (Global Password)
SECURITY

~ .
in Local User List Only (Individual Passwords)
$SID Manager

Encryption Manager

" Authentication Servar Only

" Authentication Server if nat found in Local List
Server Manager

Local RADIUS Server Apply | Cancel
Advanced Security

Default Authentication (Global Password)

Default Authentication Password:

Confirm Authentication Password: I Apply | Cancel

Local User List (Individual Passwords)

User List:
Username:
Cisco
Password:
Confirm Password:
Delete Capability Settings:  * Read-Only ¢ Read-Write

Apply | Cancel

One of the easiest ways for hackers to gain access to network devices is by using default usernames
and passwords.

a. Configure a new administrator account from the SECURITY>Admin Access page. Give this
user Read-Write privileges.

Username: clsCo123

Password: clsCo123

b. In a production environment, it is necessary to delete the old account. However, in the lab, do
not remove the existing account. Also, it is important to encrypt the passwords in the
configurations if there are multiple administrator accounts with various privilege levels. By
default, this is enabled on the AP 1200. Notice the password is bulleted out.

c. Enable only Local User List Only and click Apply. At this point, the AP will require
authentication with the new Username.

b

level 15 access

ser name: I ﬁ cIsCol23 ;I

Password; |--u-u-

[~ Remember my pazzword

0K I Cancel
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Step 3 Configure accurate time

Cisco 1200 Access Point

Hostname PodP PodP uptime is 3 hours, 32 minutes
Services: NTP- Network Time Protocol
NTP Server
SERVICES Network Time Protocol (NTP): ¢ Enabled  Disabled
Telnet’SSH
Hot Standby Time Server (optional): DISABLED {Hostname or IP Address)
CDP
DNS
Filters
HTTE Time Settings
;ronsxy LA GMT Offset: |(GMT] Greenwich Mean Time: Dublin, Edinburgh. Lisbon. Lundun;l (hrs)
SNIMP Use Daylight Savings Time (United States only): © Yes & No
NTP
VLAN
Manually Set Date: 19931311 (yyyy/mm/dd)
_ Manually Set Time: 03:32:19 (hh-mm-ss)

Refrest
In order to keep track on any potential attacks, it is important to maintain proper time.
a. From the SERVICES>NTP page manually set the correct time and date. Click Apply to save
the changes.
Step 4 Verify the AP image file

Many attacks can be prevented by maintaining the most up to date image. In order to keep up with
any vulnerabilities in Cisco products go to:

http://www.cisco.com/en/US/products/hw/vpndevc/ps2284/products _tech note09186a0
080132a8a.shtml

a. Are there any wireless vulnerabilities listed? If so, what are they?

b. From the SYSTEM SOFTWARE main page, check the current image.

Cisco 1200 Access Point

Hostname PodP PodP uptime is 3 hours, 34 minutes

System Software Version: 105 (tm) C1200 Software (C1200-K9WT7-M)

Product/Model Number: AIR-AP1220-108-UPGRD
Top Assembly Serial Number:
System Software Filename: c1200-kIw7-tar.122-11.JA
SYSTEM SOFTWARE System Software Version: 12.2(11JA
Software Upgrade Bootloader Version: 122(11JA
System Configuration System Uptime: 3 hours, 34 minutes

c. What version is running?
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d. Does this AP have any known vulnerabilities?

Step 5 Configure SSH

In some circumstances, attackers may be able to use a packet analyzer to intercept telnet
passwords, which may enable them to gain access to the AP or other networking devices. The SSH
protocol is a secure form of telnet, providing both authentication and encryption.

Cisco 1200 Access Point

Hostname PodP PodP uptime is 3 hours, 36 minutes

Services: Telnet/55H

Telnet:  Enabled ¢ Disabled
SERVICES Terminal Type: & Teletype © ANSI
Telnet/SSH
Hot Standby Columns: 80 (64-132)
CDP i
Bhig Lines: 24 (16-60)
Filts
Ters Secure Shell Configuration
HTTP
Proxy Mobile IP Secure Shell: " Enabled ¥ Disabled
QoS
SMMP
NTP System Name: DISABLED
VLAN
Domain Name: DISABLED
- RSA Key Size (optional): escesess  (350-2048 bits)
ication Timeout {optional) DISABLED  (1-120 sec)
ion Retries (optional) DISABLED  (0-5)

Secure Shell Server Connections

Connection Version Encryption State Username

From the SERVICES>Telnet/SSH page enable Secure Shell.

a.
b. Enter the System name of PodP (where P is the pod number).
c. Enter a domain name of fwl.com.

d. Enter a key size (optional).

e. Keep the default Timeout and Retries values.

f.  Click Apply.

g. What is the default size, in bits, of the key modulus?

h. Press OK to accept the default key size and continue.

Note In a production environment, after enabling SSH, telnet and http should be disabled.

Step 6 Communicating between a SSH PC (client) to AP (server)
The basic settings to allow a PC and an AP to establish a SSH session are now configured. In order
to establish a SSH session, launch the SSH client from the student PC.

a. The configurations will vary among different SSH clients. If PuTTY is being used as the SSH
client, following these instructions. Launch the PuTTY.exe file and a pane with various
configuration options will open.
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+{m)

Category:
[=1- Session
P Logging
=1 Terminal
- Keyboard
- Bell
- Features
[=)- Windo
- Bppearance
- Behaviour
- Tranzlation
- Selection
- Colours
[=)- Connection
- Promy
- Telnet
- Rlogin
- S5H
v Auth
Tunnels
- Bugs

About |

2X PuTTY Configuration

Bazic options for your PUT T session

 Specify pour connaction by host name or IP address

Host Hame [or [P address) Paort
1001 |22
Fratocal:

" Raw " Telnet  Rlogn % 5S5H

r Load. save or delete a stored session

Sawved Sezsionz

1200

Default Settings Load
1100 4'
1200 Save
PHxzeclabVFM :
ATS local Delete
home router

harme router outzide _I

Cloze window an exit:
 flwaps  © Mewver

" Only on clean exit

Open |

Cancel |

In the “Host Name (or IP address)” input box, enter the IP address of the pod AP. Next, change

the protocol to “SSH”. These two values must be sent to establish the SSH. To test the
connection, press the Open command button at the bottom of the window.

PuTTY Security Alert

The SSH Client will popup a Security Alert window. Click Yes to trust the host.

x|

AN

The server's host key is not cached in the registry. You
have no guarantee that the server is the computer you
think it is.

The server's key fingerprint is:

512 fa:30:c1:e3:b8:47:c9:a5:fe:71:b2:63:f3:c8:2f:4d
If you trust this host, hit Yes to add the key to
PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without
adding the key to the cache, hit No.

If you do not trust this host, hit Cancel to abandon the
connection.

Yes No Cancel

d. The SSH client will prompt for the local username and password that was previously set on the
Pod AP. Enter the “clsC0123” for the username and “clsCo0123” for the password.
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e.

Step 7 Verify SSH Connections

Was the SSH connection successful? If so, how is the prompt displayed?

Cisco 1200 Access Point

PodP uptime is 3 hours, 50 minutes

HOME Hostname PodP
EXPRESS SET-UP
MNETWORK MAP 4
ASSOCIATION
MNETWORK +
INTERFACES Telnet: @ Enabled " Disabled
SECURITY +
SERVICES Terminal Type: & Teletype © ANSI
Telnet/SSH
Hot Standby c 80 (64-132)
CDP
B Lines: 24 (16-50)
Filters Secure Shell Configuration
HTTP
Froxy Mobile IP Secure Shell: & Enabled  Disabled
Qos
SNMP
NTP System Name: PodP
VLAN )
WIRELESS SERVICES  + Domain Name: fl.com
SYSTEM SOFTWARE ar = c .
RSA Key S tional): L
EVENT LOG ¥ 2 S (i) sase (360-2048 bits)
Authentication Timeout {optional): 120 (1-120 sec)
Authentication Retries (optional) 3 (0-5)
Secure Shell Server Connections
Connection Encryption State Username
1 3DES Session started clsCo123
Apply Refrest
a. From the SERVICES>Telnet/SSH Page, view the active SSH sessions.
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b. Fill in the appropriate values in the table below based on the active Secure Shell Server

C.

Connections.

Connection

Version

Encryption

State

Username

Reset the AP back to the factory default configuration.
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Lab 8.3.1.2 Configure Basic AP Security through I0S CLI

Estimated Time: 30 minutes
Number of Team Members: Students will work in teams of two.

Objective
In this lab, the student will learn the following objectives:
o Password protect the console
o Define administrator accounts
e Configure accurate time and check firmware
e Configure SSH
o Limit VTY to SSH
o Access-list to secure SSH

e Disable telnet and web

Scenario

Students will learn to secure the AP through Cisco Internetworking Operating System (I0S). The
security policy of the company mandates all devices should be locked down according to minimum
standards. Also, SSH must be used for remote management.

SSH is a program, similar to Telnet, which allows a network administrator to log into another
computer over a network. SSH allows an administrator to execute commands in a remote machine,
and to move files from one machine to another. It provides strong authentication and secure
communications over insecure networks. There are currently two versions of SSH available, SSH
Version 1 and SSH Version 2. Only SSH Version 1 is implemented in the Cisco I0S software.
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Topology

POD P

9000090000909,

10.0.P.1/24

PC2

10.0.P.11/24
(optional
DHCP server)

10.0.P.0/24

PC 1
10.0.P.10/24

Preparation

1 Pod1 AP1 10.0.1.1/24

2 Pod2 AP2 10.0.2.1/24

The instructor should have a working wired network. PC1 should be connected to the wired network.
Prior to starting the lab, ensure that each host PC is loaded with a SSH client. There are numerous
SSH clients available for free on the Internet. The lab was developed using the PUuTTY SSH client.

Tools and Resources
Each team will need:
e AP
e PC or laptop
e Console cable
e SSH client software

Additional Materials

http://www.cisco.com/en/US/products/hw/wireless/ps430/products installation _and configuration gu
ide book09186a0080147d69.html

http://www.chiark.greenend.org.uk/~sgtatham/putty/
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Command List

In this lab exercise, the following commands will be used. Refer to this list if assistance or help is
needed during the lab exercise.

Command Description

crypto key generate rsa Generates Rivest, Shamir, and Adleman (RSA) key pairs.

hostname This command changes the APs hostname.

ip domain-name Defines a default domain name that the Cisco I0S software
uses to complete unqualified host names.

ip ssh Use the ip ssh command to configure Secure Shell (SSH)
control parameters on the AP.

transport input Defines which protocols to use to connect to a specific line of
the AP.

Step 1 Configure basic AP settings
a. Connect a Cisco rollover cable (console cable) between PC1 and the AP.
b. Open a terminal emulator.
c. Press return to get started.
d. Ifthere is an existing configuration on the AP, erase the configuration and reload.
e

Configure the hostname, SSID, and domain name according to the Preparation table.

PodP (config) #
PodP (config) #ip domain-name fwl.com

f. Configure a wireless PC or laptop to connect to the AP. This will be used later in the lab to
test the security configuration.

Remain on PC1 to configure the following steps.

h. While in configuration mode, check the configuration

PodP (config) #do show run

Step 2 Configure a new administrator account

One of the easiest ways for hackers to gain access to network devices is by using default usernames
and passwords.
a. Configure a new administrator account.
PodP (config) #fusername cIsCol23 password cIsCol23

b. In a production environment, it is necessary to delete the old account.

PodP (config) #no username Cisco password Cisco
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c. Also, itis important to encrypt the passwords in the configurations if there are multiple
administrator accounts with various privilege levels. By default, this is enabled on the AP
1200.

PodP (config) #service password-encryption

d. While in configuration mode, verify the user accounts and password encryption.

PodP (config) #do show run

e. Secure the console connection by requiring a password.

PodP (config) #line con 0
PodP (config-line) #login
PodP (config-line) #password cIsCol23

f.  Exit out of the AP and log back in.

User Access Verification

Password:

g. A more secure method is to require a username and password combination. Return to
configuration mode and configure local authentication on the console.

PodP (config) #line con 0
PodP (config-line) #login local

h. Exit out of the AP and log back in using the username password combination configured in
step 2a.

User Access Verification
Username:

Password:
PodP>

Step 3 Configure accurate time
In order to keep track on any potential attacks, it is important to maintain proper time.

a. Configure the correct time. Use the help feature if needed.
PodP#clock set
b. Set the correct timezone

PodP (config) #clock timezone [name of time zone] [offset in hours]

Example:
PodP (config) #clock timezone PhoenixAZ -7
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c. (Optional) Configure daylight savings time. Use the help feature or command reference if
needed.

PodP (config) #clock summer-time

d. Check the clock settings while in configuration mode.

PodP (config) #do show clock

Step 4 Configure MOTD and login banner

a. Configure a message-of-the-day (MOTD). The MOTD banner appears on all connected
terminals at login and is useful for sending messages that affect all network users (such as
impending system shutdowns).

PodP (config) #banner motd #
This is a secure site. Only authorized users are allowed.
For access, contact technical support.

#
PodP (config) #

b. Exit out of the console or telnet session to check the MOTD.

con0 is now available
Press RETURN to get started.

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

c. Configure a login banner. This banner appears after the MOTD banner and before the login
prompt.

PodP (config) #banner login $
Access for authorized users only. Please enter your username and
password.

$
PodP (config) #

d. Exit out of the console to check the banner.

con0 is now available
Press RETURN to get started.

This is a secure site. Only authorized users are allowed.
For access, contact technical support.

Access for authorized users only. Please enter your username and
password.

User Access Verification

Username:
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Step 5 Verify the image file

Many attacks can be prevented by maintaining the most up to date image. In order to keep up with
any vulnerabilities in Cisco products go to:

http://www.cisco.com/en/US/products/hw/vpndevc/ps2284/products tech note09186a0080132a
8a.shtml

a. Are there any wireless vulnerabilities listed? If so, what are they?

b. Check the current image.

PodP#show version

c. What version is running?

d. Does this AP have any known vulnerabilities?

Step 6 Configure SSH

In some circumstances, attackers may be able to use a packet analyzer to intercept telnet
passwords, which may enable them to gain access to the AP or other networking devices. The SSH
protocol is a secure form of telnet, providing both authentication and encryption.

First, begin by generating the asymmetric keys used in the SSH authentication process.
Generate RSA keys

a. Enter the following command in the configuration mode:
PodP (config) #crypto key generate rsa ?

b. What are the available help options for this command?

Generate RSA keys (continued)

e To enable SSH for local and remote authentication on the AP, enter the command crypto
key generate rsa and press Enter. The AP will respond with a message showing the
naming convention for the keys.

c. What is the default size, in bits, of the key modulus?

d. Press Enter to accept the default key size and continue.
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Step 7 Configure SSH timeouts

a. Configuring SSH timeouts and authentication retries is a way of providing additional security for
the connection. Use the command ip ssh {[time-out seconds]}
{authentication-retries integer} to enable timeouts and authentication retries.

Set the SSH timeout to 15 seconds and the amount of retries to 3 by entering the following
commands:

PodP (config) #ip ssh time-out 15
PodP (config) #ip ssh authentication-retries 3

1. What is the maximum timeout value allowed? What is the maximum amount of
authentication retries allowed?

Step 8 Configure local authentication and VTY

a. Use the following commands to define a local user and assign SSH communication to the vty
lines:

PodP
PodP
PodP
PodP

config)# username cisco password student
config)# line vty 0 4

config-line)# transport input ssh
config-line)# login local

—_ e~~~

1. What are the available parameters for the transport input command?

Step 9 Communicating between a SSH PC (client) to AP (server)

The basic settings to allow a PC and an AP to establish a SSH session are now configured. In order
to establish a SSH session, launch the SSH client from the student PC.

a. The configurations will vary among different SSH clients. If PUuTTY is being used as the SSH
client, following these instructions. Launch the PuTTY.exe file and a pane with various
configuration options will open.

| = =
2X PuTTY Configuration x|
Category:
- Gession Basic options for your PUTTY session
: Logging  Specify your connection by host name or [P address
=1+ Terminal Host Mame [or [P address) Fort
= Kepoand [ton71 [22
- Bell S
- Features s :
8 8 . o
& Window Flaw Telnet Rilogin S5H
.-’.‘n.ppealrance r Load, save or delete a stored session
Behawe.ur Saved Sessions
- Tranzlation 1200
- Selection
- Colours ‘ID%EUH Settings Load |
[=- Connection 1200 Cave
- Prawy PHxseclabVPN l:
- Telnet RTS local Delete
.. Blogi harme router
= SlSDEIm home router outside _I
- Buith
;unnels Cloze window on exit:
uags  plways € Mewer (¢ Only on clean exit
About | Open Cancel
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b. In the “Host Name (or IP address)” input box enter the IP address of the pod AP. Next, change
the protocol to “SSH”. These two values must be sent to establish the SSH. To test the
connection, press the Open command button at the bottom of the window.

c. The SSH client will prompt for the local username and password that was previously set on the
Pod AP. Enter the “clsC0123” for the username and “clsC0123” for the password.

£410.0.6.2 - PuTTY

d. Was the SSH connection successful? If so, how is the prompt displayed?

Step 10 debug and verify SSH
Enable debugging

a. Enable debugging of SSH by entering the following commands:

PodP (config) #logging on
PodP (config) #exit
PodP#terminal monitor
PodP#debug ip ssh

b. SSH debug output

c. Next, open another instance of the SSH client and connect to the AP. Use the correct username
and password to log in to the AP. The debug output should be similar to the output below.

03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:
03:

45:
45:
45:
45:
45:
45:
45:
45:
45:
45:

45

45:
45:
45:
45:
45:
45:

37:
37:
37:
37:
38:
38:
39:
39:
39:
39:
:39:
41:
41:
41:
44 .
44
44

SSH1:
SSH1:
SSH1:
SSHI1:
SSH1:

SSH:
SSH:
SSH:
SSH:

SSHI1:
SSH1:
SSH1:
SSH1:
SSHI1:
SSHI1:
SSH1:
SSH1:

starting SSH control process
sent protocol version id SSH-1.5-Cisco-1.25
protocol version id is - SSH-1.5-PuTTY-Release-0.53b
SSH_SMSG_PUBLIC KEY msg
SSH CMSG_SESSION KEY msg - length 112, type 0x03
RSA decrypt started
RSA decrypt finished
RSA decrypt started
RSA decrypt finished
sending encryption confirmation
keys exchanged and encryption on
SSH CMSG_USER message received
authentication request for userid cisco
SSH SMSG FAILURE message sent
SSH CMSG AUTH PASSWORD message received
authentication successful for cisco
requesting TTY
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03:45:44: SSH1: setting TTY - requested: length 24, width 80; set:
length 24, width 80

03:45:44: SSH1: SSH CMSG EXEC SHELL message received

03:45:44: SSH1: starting shell for vty03:45:37: SSH1: starting SSH
control process

To get an idea of the debugging process and the debugging message, open another instance of
the SSH client and intentionally enter the wrong username or password. View the debugging
output for failed authentication.

Disable debugging

PodP#undebug all
All possible debugging has been turned off

Viewing SSH sessions
Use the show ssh command to view the active SSH sessions.

Fill in the appropriate values of the table below, based on the output of the show ssh
command.

Connection Version Encryption State Username

Viewing SSH parameters
To display the version information and SSH parameters, use the show ip ssh command.

Is the output displayed exactly as the output below? If not, what are the differences?

PodP>sh ip ssh
SSH Enabled - version 1.5
Authentication timeout: 15 secs; Authentication retries: 3

Step 11 AP to AP SSH Connection (Optional)

Confirm peer SSH configurations.

a.

Verbally communicate with the peer team to ensure the peer AP has been configured to accept
a SSH connection. Instead of using a SSH client running on a host computer, the AP will be the
SSH client and will establish a connection to the peer AP. By default, the Cisco 10S will act as
both a SSH server and SSH client.

In order to communicate between the two APs across the wired LAN, the BVI interfaces will have
to be on the same subnet. This can be accomplished by changing the masks to 255.255.0.0 on
both AP BVI interfaces. One other option is to use a router between the two APs, which will
route between the two subnets.

Test Telnet.

When the peer group is ready, enter the telnet command and establish connectivity with the
peer AP.

PodP#telnet 10.0.Q.1 (where Q is the peer team AP)
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d. Was the Telnet connection successful? Why or why not?

Enter SSH parameters.
e. Enter the following commands to establish a SSH connection to the peer AP:
PodP#ssh ?

f.  What are the additional arguments of the ssh command?

g. What encryption algorithms are available?

Establish AP to AP SSH connection.

h. Enter the following command to establish a SSH connection to the peer AP:

PodP>ssh —-c des -1 cisco 10.0.Q.1 (where Q is the peer team AP)

This command makes a SSH connection to a peer AP with an address of 10.0.Q.2, DES as
the encryption, and cisco as the login username.

i. Was the SSH connection successful?

Verify SSH.

j-  Enter the following command to verify the SSH connection:

PodP#show ip ssh
PodP#show ssh

k. What other commands could be useful to verify and troubleshoot SSH connections?

Step 12 Disable web (optional)

Many security policies may mandate http access to devices be disabled. If https is not available,
then SSH is the second best option for secure communication to remote LAN devices.

a. Now that SSH is configured, disable web access to the AP.

PodP (config) #
PodP (config) #no ip http server

b. Open a web browser and try to connect to the AP?

c. If the configuration was saved to flash, erase the startup configuration and reload the AP.

PodP#erase startup-config
PodP#reload
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Lab 8.3.2 Configure Filters on AP

Estimated Time: 25 minutes
Number of Team Members: Students will work in teams of two.

Objective
In this lab, the student will learn how to set and enable a protocol filter on the AP and how to set and
enable MAC address filters on the AP.

Scenario

Protocol filters prevent or allow the use of specific protocols through the AP. Individual protocol filters
or sets of filters can be set up for either the Radio or Ethernet ports. Protocols can be filtered for
wireless client devices, users on the wired LAN, or both.

MAC address filters allow or disallow the forwarding of unicast and multicast packets either sent from

or addressed to specific MAC addresses. A filter can be created that passes traffic to all MAC
addresses except those that are specified. A filter can also be created that blocks traffic to all MAC

addresses except those that are specified.

Topology

PC 2 POD P
10.0.P.12/24 O 10.0.P.1/24
900090000090 03 00000

»
PC3
10.0.P.13/24 10.0.P.0/24

=
PC 1

10.0.P.10/24
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Preparation

1 Pod1 AP1 10.0.1.1/24

2 Pod2 AP2 10.0.2.1/24

The APs and PC client adapter and utility should be installed and properly configured prior to the lab.
The students will also familiarize themselves with the various EtherType, IP, and port filters available

on the AP.

Tools and Resources
Each team of students will require the following:
e Cisco Aironet AP
e 1 wired PC or laptop
e 2 wireless PCs with ACU

Step 1 Creating a MAC address filter
Make sure the Topology is cabled and configured according to the Topology.
a. Verify the SSID is configured
b. Verify both PC2 and PC3 are associated and TCP/IP is configured
c. Verify both PC2 and PC3 can ping the AP at 10.0.P.1

Step 2 Creating a MAC address filter
Follow the path below to reach the Address Filters page:
a. Click SERVICES in the page navigation bar.
b. In the Services page list, click Filters.
c. On the Apply Filters page, click the MAC Address Filters tab at the top of the page.
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Cisco 1200 Access Point

APPLY FILTERS MAC ADDRESS FILTERS

IP FILTERS ETHERTYPE FILTERS

Hostname Pod1 Pod1 uptime is 1 hour, 24 minutes

Services: Filters - MAC Address Filters
Create/Edit Filter Index: |< NEW > A l

SERVICES
Telnet'35H
Hot Standby : . |—
Filter Index: 701 a
eoF ilter Index: (700-799)
OMS
E"_l_el_:' Add MAC Address: IDDD?.EBS‘I.?C‘IE Mask: IDDDD.DDDD.DDDD Action: IForward vl
Proxy Mobile IP {HHHH HHHH_HHHH) {HHHH_HHHH HHHH}
Qos
SNMP
NTF Default Action: IBIock Al = I
WLAMN

Filters Classes:

Default- Block All

Delete Class |

Cancel

d. Make sure <NEW> (the default) is selected in the Create/Edit Filter Index menu.
e. Inthe Filter Index field, name the filter with a number from 701.

f. Enter a MAC address wireless PC2 in the Add MAC Address field. Enter the address with
periods separating the three groups of four characters (0007.50CA.E208, for example).

g. Select Forward from the Action menu.
h. Click Add. The MAC address appears in the Filters Classes field.

i. Click Apply. The filter is saved on the AP, but it is not enabled until it is applied on the Apply
Filters page.
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Step 3 Apply the MAC address filter

Cisco 1200 Access Point

MAC ADDRESS FILTERS IP FILTERS ETHERTYPE FILTERS

APPLY FILTERS

Hostname Pod1 Pod1 uptime is 1 hour, 31 minutes
Services: Filters - Apply Filters
FastEthernet Radio0-802.11B Radio1-802.11A

SERVICES | .

TelnetSsH ncoming MAC |< NONE > = l MAC | |71 - MAC |< NOMNE > = l
Hot Standby

OE EtherType |< NONE = l EtherType |< NONE = l EtherType |< NOMNE > - I
DS P |<NONE> - P |<NONE> -] P |<NONE> -]
Filters

HTTP QOutgaing MAC |< NONE> ~ | MAC | |701 ~ MAC |< NONE> =
Proxy Mobile IP

005 EtherType |< MNOME = = I EtherType |< MOMNE = = I EtherType |< NOME > = I
SNIIP P |<NONE> vl IP |<NONE> vl IP |<NONE> vl
NTP

VLAN

Apply § Cancel

From the SERVICES>Filters Page, go to the APPLY FILTERS tab.

Select the filter number 701 from the Radio0-802.11B MAC drop-down menus. Apply the filter to
incoming and outgoing packets.

c. Click Apply. The filter is enabled on the selected ports.

Note Client devices with blocked MAC addresses cannot send or receive data through the AP, but they
might remain in the Association Table as unauthenticated client devices. Client devices with blocked
MAC addresses disappear from the Association Table when the AP stops monitoring them, when the
AP reboots, or when the clients associate with another AP.

Step 4 Test the MAC address filter
When applying any security, it is important to test the configuration
a. From PC 3, located at 10.0.P.13, ping the AP at 10.0.P.1.

b. Was this successful? Should it be successful?

c. From PC 2, located at 10.0.P.12, ping the AP at 10.0.P.1

d. Was this successful? Should it be successful?
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Step 5

Step 6

Remove the MAC address filter
Before configuring any IP Filters, delete the existing MAC filter.

Cisco 1200 Access Point
APPLY FILTERS

IP FILTERS ETHERTYFPE FILTERS

ap uptime is 23 minutes

MAC ADDRESS FILTERS

Hostname ap

Services: Filters - Apply Filters

FastEthernet Radio0-802.11B Radio1-802.11A
e Incoming MAC | [<NONE > = | MAC [<NONE> =] MAC | [<NONE > = |
g;‘f‘a’“‘"’ EtherType | [<NONE > = | EtherType [<NONE > ~ | EtherType | [<NONE > = |
DNS IP | [<NONE> =] IP | [<NONE> =] IP | [<NONE> = |
:t:: Outgoing MAC | [<NONE > = | MAC [<NONE> =] MAC | [<NONE > = |
PQLDS“MM”W EtherType | [< NONE> = | EtherType [<NONE> =] EtherType | [<NONE > = |
i:gp IP | [<NONE> =] IP | [<NONE> =] IP | [<NONE> =]
VLAN
Cancel
a. From the SERVICES>Filters Page change the 701 to <NONE> on both Incoming and Outgoing.
b. Click Apply.
c. From PC 2 and PC 3, ping the AP at 10.0.P.1.
d. Was this successful? Should it be successful?

Creating an IP filter
Follow this link path to reach the IP Filters page:

a. Click Services in the page navigation bar.
b. Inthe Services page list, click Filters.
c. On the Apply Filters page, click the IP Filters tab at the top of the page.
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Services: Filters - IP Filters
Create/Edit Filter Name: |< MEW = - I

Filter Name: [MYFILTER
Default Action: IBIockAII hd I
IP Address

Destination Address: ID.D.D.D MNask: |255.255.255.255
Source Address: I‘l 00112 Mask: ID.D.D.D

Action: IForwardLl Addl

d. Make sure <NEW> (the default) is selected in the Create/Edit Filter Index menu, and then click
the Add button.

e. Enter a descriptive name of MYFILTER for the new filter in the Filter Name field.

f. Select Block all as the filter's default action from the Default Action menu.

g. Configure the Destination Address: of 0.0.0.0 and a Mask: of 255.255.255.255.

h. Add 10.0.P.12 as the Source Address: with a Mask: of 0.0.0.0 to permit PC2 traffic.

Make sure Forward is selected for the Action:

j-  Click the Add button. The ACL will now appear in the Filters Classes Box at the bottom of the
Filters page.

k. Verify the configuration in the Filters Classes box.

Filters Classes

IP destination address: 0.0.0.0, Mask: 255 255 255 255- source address: 10.0.1.12, Mask: 0.0.0.0 - Forward
Default- Block All

Delete Class |

[.  If the configuration is correct, click Apply.
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Step 7 Apply the IP filter

Cisco 1200 Access Point
MAC ADDRESS FILTERS IP FILTERS ETHERTYPE FILTERS

APPLY FILTERS

Hostname ap ap uptime is 47 minutes
Services: Filters - Apply Filters
FastEthernet Radio0-802.11B Radio1-802.11A
SERVICES .
TelnetssH SELT MAC | [<NONE> -] MAC | [<NONE > ~ | MAC | [<NONE > + |
g;‘f‘a”‘“’*’ EtherType | [< NONE > | EtherType | [< NONE > = | EtherType | [< NONE > = |
DNS P |< NOME > = I P |MYFILTER - l P |< MOME > = I
Filters
HTTFP Outgaing MAC |< NONE > v[ MAC |<NONE > v[ MAC |<NONE > v[
Proxy Mobile IP
008 EtherType |< NONE > = l EtherType |< NONE > = l EtherType |< NONE > = l
SMNMP
e P |< NOME > vl I=RNMYFILTER B P |<NONE » vl
WLAN
Apply § Cancel

a. Select MYFILTER from the radio ports incoming and outgoing IP fields.
b. Click Apply. The filter is now enabled on the selected interface(s).

Step 8 Test the IP filter
When applying any security, it is important to test the configuration
a. From PC 3, located at 10.0.P.13, ping the AP at 10.0.P.1.

b. Was this successful? Should it be successful?

From PC 2, located at 10.0.P.12, ping the AP at 10.0.P.1.

Was this successful? Should it be successful?

e. List three of the EtherType filters that can be used.

f. List three of the IP filters that can be used.

g. List three of the port filters that can be used.
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Lab 8.3.3.1 Configure WEP on AP and Client

Estimated Time: 20 minutes
Number of Team Members: Students will work in teams of two.

Objective

In this lab, students will demonstrate an understanding of the role of a Wired Equivalent Privacy
(WEP) key in network security. Additionally, students will learn how to enable WEP on an AP and on

the client PC.

Scenario

The purpose of WEP is to protect the privacy of transmitted data. WEP keys are used to encrypt the
data signals the AP transmits and to decrypt the data signals the AP receives (and includes data

transmitted and received by the client).

Topology

POD P
__ " 10.0.P.1/24
909009999909 93 >0
£

PC2

10.0.P.11/24
(optional
DHCP server)

10.0.P.0/24

4
PC1

10.0.P.10/24

Preparation
The students will read and understand FWL Chapter 8 prior to the lab.

All APs and PCs will be properly setup according to the topology prior to the lab. Ensure an existing
wireless connection is present from PC2 to the AP.
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Tools and Resources

Each team of students will require the following:

e Cisco Aironet APs

e PCs with the Cisco Aironet client adapter and utility properly installed

Step 1 Configuring WEP on the access point

Cisco 1200 Access Point

Hostname ap

ap uptime is 11 minutes

Security Summary

Administrators
SECURITY Username Read-Only Read-Write
Admin Access -
551D Manager S i
Encryption Manager Raio0-802.11B SSIDs
Server Manager
Local RADIUS Server SsiD VLAN Open shared Network EAP
Advanced Security AP none v
Radio1-802.11A 5SIDs
SSID VLAN Open Shared Network EAP
AP1 none v

In order to configure WEP on the AP, complete the following steps:

a. Verify connectivity from the wireless client (PC2) to the AP

b. Open a Web browser on the PC1 and type the IP address of the AP to configure in the browser
address bar.

c. Go to the Security Setup page of the AP and click on the Encryption Manager option.
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Step 2 Configuring WEP (continued)

Cisco 1200 Access Point
RADIOT1-802.11A

RADIOD-802.11B

ap uptime is 12 minutes

Hostname ap

Security: Encryption Manager - Radio0-802.11B

SECURITY Encryption Modes

Admin Access
SSID Manager ' None

Encryption Manager  WEP Encryption IOptionaI - l
Server Manager . .
Cisco Compliant TKIP Features: [~ Enable MIC ™ Enable Per Packet Keying

Local RADIUS Server
" Cipher IWEP 128 bit A l

Advanced Security

- Encwption Keys
Transmit Key Encryption Key (Hexadecimal) Key Size

Encryption Key 1: . [ [128 bit = |
Encryption Key 2: @ [ [128 bit = |
Encryption Key 3: . [ [128 bit = |

Encryption Key 4:

WEP keys can be entered in ASCII or hexadecimal on most equipment. Cisco Aironet equipment
requires WEP keys to be entered in hexadecimal. 40-bit WEP keys are 10 hexadecimal characters
long. 128-bit WEP keys are 26 hexadecimal characters long. To configure WEP, follow the steps

below:

a. Check the radio button WEP Encryption Mode for WEP Encryption

b. Use the Pull Down Menu to select Mandatory

c. Select the Transmit Key

d. Enter the Encryption key (for lab purposes will be) 12345678909876543210123456
e. Select the Key size 128 bits

f.  Click the Apply-All button to apply these options.

g

Once WEP is configured on the AP with a Mandatory option, all the clients will become
disassociated to this AP.
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Step 3 Verify the WEP configuration

SECURITY

RADIOD-802.11B

Hostname ap

Encryption Modes

Admin Access

Cisco 1200 Access Point

RADIO1-802.11A

ap uptime is 15 minutes

Security: Encryption Manager - Radio0-802.11B

SSID Manager " MNone

Encryption Manager

Server Manager

Local RADIUS Server

' WEP Encryption Il\-"landatory vl

Cisco Compliant TKIP Features: [~ Enable MIC

Advanced Security " Cipher |WEP 128 bit v[

" Enable Per Packet Keying

Encryption Keys

Encryption Key 1:
Encryption Key 2:
Encryption Key 3:

Encryption Key 4:

Transmit Key

=

r
r
r

Encryption Key (Hexadecimal) Key Size

I'IZS bit l

I'IZS bit l

I'IZS bit l

-
-
-
-

I'IZS bit l

View the SECURITY>Encryption Manager page. The WEP settings should be configured and the
Encryption Key field should be stored in the AP. However, the Key field should be encrypted with
asterisk symbols to prevent unauthorized users from viewing the Encryption Key.

1. What Encryption option allows client devices that can communicate with the AP either with or

without WEP?
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Step 4 Configure WEP on PC2 using the client adapter utility

350 Series Properties - [home] X

System Parameters I RF Metwork I Advanced (Infrastructure)  Network Security I

Metworlc Securty Type: WEP:
: " No WEP
IN:::ne ;I [Eanfigure... | % Use Static WEP Keys
£ ee Dynanic wEF Keps
— Static WEP Keys
WEF Key Entry Method: —————— Access Point Authentication:
* Hexadecimal (-9, &-F) ' Open Authentication
™ ASCI Text " Shared Key Authentication
Already Transmit WEP Key Size
Set 7 ey 40 128
P WEPKey1: © | ® 9
P wePKey2 © | o &
7 WEPKey3: © | o
P WePKeys © | Qo s

[~ Allow Association to Mixed Cells Defaults |

ok | canced | Hep |

In order to configure the WEP settings on the wireless client adapter, complete the following steps:

a. Open the Aironet client utility by clicking on the ACU icon.
Click Profile Manager to edit the WEP settings.

Under the Profile Management section, choose the profile being used for this lab, and click Edit.

b
c
d. Go to the Network Security tab of the profile that is being used for the lab.
e

Configure the following settings for WEP:

1.

Select the WEP setting — Use Static WEP keys

2. Select the Static WEP key entry method — Hexadecimal

3. Select the AP Authentication — Open authentication

4. Select and enter the Transmit key [for lab purposes will be]
12345678909876543210123456
Select the WEP key Size — 128 bits
Click the OK button to apply the WEP settings to the client
The client should re-associate to the AP once WEP is enabled properly on the AP and the
client adapter utility.
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f. How many WEP keys can be stored on the Cisco client adapter?

g. What happens if a device receives a packet that is not encrypted with the appropriate key?

h. What is the more secure authentication method, shared key or open?
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Lab 8.3.3.2 Configure an AP as a repeater using WEP

Estimated Time: 30 minutes
Number of Team Members: Students will work in teams of two.

Objective
The student will extend the coverage of a basic service set topology by implementing an AP as a
repeater using WEP.

Scenario

An AP can be configured as a repeater to extend the wireless infrastructure range or to overcome an
obstacle that blocks radio communication. The repeater forwards traffic between wireless users and
the wired LAN by sending packets to another repeater or to an AP connected to the wired LAN. The
data is sent through the route that provides the best performance for the client. In this lab, the Root
AP will be Pod1. The repeater AP will be Pod2.

WEP must now be enabled per the security policy.
Topology

POD P

F OO0 OO0 10.0.P.1/24

PC2

10.0.P.0/24

10.0.P.11/24

(optional
DHCP server)
(]
PC 1
10.0.P.10/24
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Preparation

Team Access Point Name SSID Address
1 Pod1 (root) AP1 10.0.1.1/24
2 Pod2 (repeater) AP1 10.0.1.2/24

The instructor should have a working wired network. PC1 should be connected to the wired network.

Tools and Resources
Each team will need:
e 2APs
e APCorlaptop

e Console cable

Additional Materials

http://www.cisco.com/en/US/products/hw/wireless/ps430/products installation _and configuration gu
ide book09186a0080147d69.html

Step 1 Configure the repeater AP

Make sure the first AP is configured and operational and clients can connect to the AP1. Pod1 will
be the root AP and should have a SSID of AP1. Pod2 will become the repeater AP. The repeater
AP will not require any Ethernet cables when configured in repeater mode.

a. Enter global configuration mode. Enter interface configuration mode for the 5-GHz radio 1.
Turn the interface off.

Pod2 (config) #interface dotllRadio 1
Pod2 (config-if) #shutdown

b. Enter interface configuration mode for the 2.4-GHz radio.

Pod2 (config) #interface dotllRadio O
Pod2 (config-if) #

c. Create the SSID that the repeater uses to associate to a root AP. The next step will
designate this SSID as an infrastructure SSID. If an infrastructure SSID was created on the
root AP, create the same SSID on the repeater.

Pod2 (config-if) #ssid APl
Pod2 (config-if-ssid) #

d. Designate the SSID as an infrastructure SSID. The repeater uses this SSID to associate to
the root AP. Infrastructure devices must associate to the repeater AP using this SSID unless
the optional keyword is also entered.

Pod2 (config-if-ssid) #infrastructure-ssid

Pod2 (config-if-ssid) #

*Mar 1 01:12:54.406: SLINK-5-CHANGED: Interface DotllRadioO,
changed state to reset

*Mar 1 01:12:54.424: SLINK-3-UPDOWN: Interface DotllRadioO, changed
state to up
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Pod2 (config-if-ssid) #
e. Exit SSID configuration mode and return to radio interface configuration mode.

Pod2 (config-if-ssid) #exit
Pod2 (config-if) #

f. Set the role of the AP in the wireless LAN to repeater.

Pod2 (config-if) #station-role repeater

g. If Aironet extensions are disabled, enable Aironet extensions.

Pod2 (config-if) #dotll extension aironet

h. MAC addresses can be entered for up to four parent APs. The repeater attempts to
associate to MAC address 1 first; if that AP does not respond, the repeater tries the next AP
in its parent list. (Optional) Enter the MAC address for the AP to which the repeater should
associate.

Pod2 (config-if) #parent 1 0987.1234.e345

(This should be the MAC address of Pod1 11.b radio.)
i.  Verify the configuration

Pod2#show run

interface DotllRadioO

no ip address

no ip route-cache

|

ssid APl
authentication open
infrastructure-ssid

|

parent 1 0987.1234.e345

speed basic-1.0 basic-2.0 basic-5.5 basic-11.0

rts threshold 2312

station-role repeater

Step 2 Verify connections on Pod1

After the repeater is setup, check the LEDs on top of the repeater AP. If the repeater is functioning
correctly, the LEDs on the repeater and the root AP to which it is associated will behave as follows:

o The status LED on the root AP is steady green, indicating that at least one client device is
associated with it (in this case, the repeater).

o The status LED on the repeater AP is steady green when it is associated with the root AP
and the repeater has client devices associated to it. The status LED of the repeater flashes
steady green for 7/8 of a second and off for 1/8 of a second when it is associated with the
root AP, but the repeater has no client devices associated to it.

The repeater AP should also appear as associated with the root AP in the Association Table of the
root AP. On Pod1, verify that Pod2 is connected. There may also be other wireless clients
associated.

a. Check the detailed status of all clients

Podl#show dotll associations all-clients
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Step 3 Verify connections on Pod2
Move the wireless laptop out of the range of Pod1 into the range of Pod2.
On Pod2, verify that the laptop is associated. There may also be other wireless clients associated.
a. Check the detailed status of all clients
Pod2#show dotll associations all-clients

b. Is the laptop associated? What information can be used to verify the connection?

Step 4 Configure WEP on the root and repeater AP

a. Ininterface mode, check the available encryption types that can be set. Then view the available
key sizes.

Pod2 (config-if) #encryption ?
key Set one encryption key
mode encryption mode
vlan vlan
PodP (config-if) #encryption key 1 size ?
128bit 128-bit key
40bit 40-bit keyCreate a WEP key and set the key properties

b. Create a WEP key and set up its properties.

PodP (config-if) #encryption key 1 size 128 12345678901234567890123456
transmit-key

Step 5 Verify connections on Pod1
a. After the WEP is setup, check the LEDs on top of the repeater AP for correct operation.

b. The repeater AP should also appear as associated with the root AP in the root AP Association
Table. On Pod1, verify that Pod2 is connected. There may also be other wireless clients
associated.

c. Check the detailed status of all clients.

Podl#show dotll associations all-clients

Step 6 Verify connections on Pod2
a. Now move the wireless laptop out of range of Pod1 into the range of Pod2.

b. On Pod2, verify that the laptop is associated. There may also be other wireless clients
associated.

c. Check the detailed status of all clients.

Pod2#show dotll associations all-clients

d. Are any laptops associated? Why?

Step 7 Configure the 802.11a radio as a repeater (optional)

Erase the configuration on Pod2. Return to Step 1 and configure the repeater topology using the
801.11a radio instead. In this case, disable the 11b radio. Make sure Pod1 is configured to accept
the 5 GHz clients.
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Lab 8.4.5.1 Configuring LEAP/EAP using Local RADIUS Authentication

Estimated Time: 40 minutes

Number of Team Members: Students can work in teams of two.

Objective

In this lab, the student will learn about the second generation of Wireless LAN security and how to
implement LEAP on a Wireless LAN for secure client authentication.

The main steps to this lab are:

1.

Topology

N o o k0D

Configure AP WEP Key or Cipher

Configure RADIUS Server

Configure Local RADIUS Server

Configure Users

Configure and verify LEAP/EAP Authentication on the AP
Configure LEAP/EAP on the client (PC2) through ACU

Monitor the connection, login, and authentication statistics

POD P

»
PC 2

10.0.P.0/24

10.0.P.11/24
(optional
DHCP server)

(
PC 1
10.0.P.10/24
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Scenario

One way to secure wireless LANs and improve network security is to use authentication for
accessing the AP. Wireless clients can use Extensible Authentication Protocol (EAP) to authenticate
to a wireless LAN. 802.1x local RADIUS authentication is available on the 1100 and 1200 APs. This
allows LEAP/EAP to be used without requiring a Cisco Secure ACS Server. Furthermore, this
feature provides a backup for ACS Servers in an Enterprise network.

Preparation

Prior to this lab, the Cisco Aironet AP should be configured to allow clients to associate. The IP
address, hostname and SSID should be configured on the AP. A PC should be installed with a Cisco
Aironet Client Card, and it should already be associated to the AP.

Cable the equipment according to the Topology.
Update the Aironet Client Utility version 6.0 or later.

Tools and Resources
Each team of students will require the following:
e Cisco Aironet AP
e Hub or switch

e A wireless PC, laptop, or handheld (PC2) with a Cisco Aironet Client Adapter Card and utility
properly installed and configured.

e One wired PC (PC1)

Step 1 Configure the AP WEP keys or cipher

Cisco 1200 Access Point

RADICO0-802.11B

RADIO1-802.11A

ap uptime is 1 hour, 46 minutes

Hostname ap

Security: Encryption Manager - Radio0-802.11B

| SECURITY Encryption Modes
Admin Access
S5ID Manager " None

| Encryption Manager & WEP Encryption IMandatory -
1 Server Manager

Local RADIUS Server Cisco Compliant TKIP Features: [~ Enable MIC I~ Enable Per Packet Keying
Advanced Security " Cipher IWEP 128 bit -
Encryption Keys
Transmit Key Encryption Key (Hexadecimal) Key Size
Encryption Key 1: ol eeseseseseseRetIIRRRNY I‘\ZB bit_~
Encryption Key 2: o I‘\ZB bit -
Encryption Key 3: o I‘\ZB bit -
Encryption Key 4: o I‘\ZB bit -

In order to enable Cisco LEAP on the AP, WEP Encryption or a Cipher must be enabled.

a. From the SECURITY>Encryption Manager Page of the AP, configure the Encryption Key 1.
b. Click on the WEP Encryption radio button.

c. Select Mandatory.

d. Click Apply-All.
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e. The Cipher option can be used for greater security. What options are available?

Step 2 Configure RADIUS server

Cisco 1200 Access Point

SERVER MANAGER

GLOBAL PROPERTIES

ap uptime is 2 hours, 19 minutes

Hostname ap

Security: Server Manager

Backup RADIUS Server

SECURITY
Admin Access

SSID Manager Backup RADIUS Server: [10011 {Hostname or IP Address)

Encryption Manager

Shared Secret:

Server Manager
Local RADIUS Server
Advanced Security

Apply | Delete Cancel

Corporate Servers

Complete the following steps to configure the Backup RADIUS Server from the SECURITY>Server
Manager Page:

a. Enter the IP address of the Local RADIUS server in the Server Name/IP entry field. This will be
the IP address of the AP where the local RADIUS database is running. Should be 10.0.P.1

b. Enter the Shared Secret key of secretkey
c. Click Apply.

Step 3 Configure local RADIUS server

Cisco 1200 Access Point

GEMNERAL SET-UP

SECURITY

Hostname ap

Network Access Server

Security: Local RADIUS Server - General SetUp

ap uptime is 2 hours, 22 minutes

Admin Access
SSID Manager

Current Network Access Servers

Delete

Encryption Manager

Senver Manager 10.01.1 Network Access Server: |1DD_11 (IP Address)
Local RADIUS Server

Advanced Security Shared Secret: W

Apply | Cancel |

Complete the following steps to configure a Local RADIUS Server from the SECURITY>Local

RADIUS Server Page:
a. Click on the GENERAL SET-UP tab.

b. Enter the IP address of the Local RADIUS server in the Server Name/IP entry field. This will be
the IP address of the AP where the local RADIUS database is running, 10.0.P.1

Enter the Shared Secret key of secretkey
Click Apply.
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Step 4 Configure users

Local RADIUS Server 10001

Advanced Security Shared Secret:
Delete
Apply | Cancel
Individual User
Current User List
Username: I
aaauser
cisco Password: I  Text © NT Hash
Confirm Password: I
Delete Group Name: |< NONE> ~
Apply | Cancel

Complete the following steps to configure users from the SECURITY > Local RADIUS Server Page:
a. Continue from the GENERAL SET-UP tab.

b. Enter the following users:

User Username Password

1 aaauser aaapass

2 Cisco1 ciscopass
c. Click Apply.
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Step 5 Configure authentication on AP

Cisco 1200 Access Point

RADIOD-802.11B

RADIO1-802.11A

Hostname ap ap uptime is 45 minutes

Security : 551D Manager - Radio0-802.11B

SECURITY SSID Properties
Admin Access )
$SID Manager Current SSID List
Encryption Manager < NEW > SSID: IP\P‘I
Server Manager
Lacal RADIUS Server VLAN: <NONE > ~ I Define VLANS
Advanced Security
Delete-Radiol o .
Delete-All :
™ Open Authentication: |< NO ADDITION> ;I
I Shared Authentication: | < NO ADDITION> =
¥ Network EAP: <NQ ADDITION > -
Authenti d Key M
= None  CCKM: | Mandatary = I £ WPA: |Optional =

WPA Pre-shared Key: # ASCIl ¢ Hexadecimal

EAP Client (optional):

Usemame: Password:

Association Limit (optional): (1-255)
" Enable Proxy Mobile IP

¥ Enable Accounting

Apply-Radiod | Apply-All I Cancell

In order to enable Cisco LEAP on the AP, complete the following steps to configure the
Authentication Method:

a. Onthe SECURITY>SSID Manager page of the AP, create a new SSID of APP, where P is the
Pod number.

b. Check the Network EAP box.
c. Click the Apply-All button.
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Step 6 Verify the LEAP configuration

Cisco 1200 Access Point

ap uptime is 8 minutes

Hostname ap

Read-Only Read-Write

Cisco
$SID Shared Network EAP

none
SSID Shared Network EAP

none
Encryption Mode TKIP WEP40bit WEP128bit CKIP CMIC Key Rotation
Cipher
Encryption Mode TKIP WEP40bit WEP128bit CKIP CMIC Key Rotation
Cipher
Server Name/IP Address Proxy Mobile IP Admin Accounting
10.0.1.1 RADIUS v

From the SECURITY Home page of the AP, verify Network EAP is checked and the only SSID is
APP. The default tsunami SSID should be deleted for security. Also verify the Server Based
Security is configured correctly as shown.
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Step 7

Configuring LEAP on the ACU

350 Series Properties - [LEAP]

In order to enable the EAP in the Aironet client utility, complete the following steps:

a. On PC2, configure the TCP/IP settings for the Wireless Network Connection if a DHCP server
is not available. Otherwise, when the client authenticates, the wireless PC will not be able to
communicate through IP.

i IP address of 10.0.P.12
il Subnet mask of 255.255.255.0
iii. Gateway of 10.0.P.254

LAN or High-Speed Internet

Wireless Network Connection 3
Enabled
— Cisco Systems 350 Series PCMCIA W...

— v [y —

b. Go to the Network Security tab in the Aironet Client Utility on PC2 and each of the wireless
client computers.

c. Select the LEAP from the Network Security Type: drop down list and click Configure.
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LEAP Settings X|

—LEAP Uzer Mame and Pazsword Settings

A~ Use Temporary Uzer Name and Passward

=) [ze windawe een Hiame atd Fasswond
| sutanmaticall Franmet fan LEEE U zer Hame atd Fasswerd
| Famualli Bramet fon LESE zer M ame. and Easswend

1% Usze Saved User Mame and Password

Idzer Mame: Iaaauser

EET R

Paszword: I

EET R

Confirm F'asswu:uru:l:l

Dramair: I

[ Include Windows Logon Domain with User Mame

[~ Mo Metwark Connection Unless User |z Logged In

LEAP Authentication Timeout ¥ alue [seconds]; IE":I
Defaultz | k. I Cancel | Help

d. Click on Use Saved User Name and Password.

i. Enter aaauser for the User Name.
ii. Enter aaapass for the Password.
iii. Enter aaapass for the Confirm Password.
iv. Uncheck the two checkboxes at the bottom of the LEAP Settings window.
v. Click OK.

e. In the profile manager, select the profile which LEAP is configured on and click OK. If a save
username and password was not configured, an authentication screen should come up asking
for a user ID and password. Type in the following.

i. The username for authentication is aaauser.
ii. The password for authentication is aaapass.
f.  The ACM icon should change to green once the authentication is complete.

g. From PC1, PC2 or the ACS Server, browse to the AP ASSOCIATION page to verify the
connection.

h. What are the three authentication states?
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Step 8 Verify the wireless connection

Cisco 1200 Access Point

Hostname ap

Association

Clients: 1

Repeaters: 0

ap uptime is 1 hour, 41 minutes

View: M Client M Repeater

Apply

Radio802.11B

SSIDAP:

Device Type Name IP Address MAC Address State Parent VLAN
350-client = 0.0.0.0 0007.eb31.7c12 EAP-Associated self nene
Radio802.11A

From the ASSOCIATION page of the AP, verify the association state. This should display all of the
connected clients.

EVENT LOG

Motification Options

Configuration Options

Cisco 1200 Access Point

Hostname ap

ap uptime is 2 hours, 34 minutes

Start Display at Index: |1 Max Number of Events to Display: IQD Previous I Next | Refresh | Clear
Index | Time Severity Description

1 Mar 102:27:22139 #information Interface Dot11Radio0, Station 0007.eb31.7¢12 Associated KEY_MGMT[NONE]

5 Mar 1 02:27-20 820 #information Lgt‘?cl“face Dot11Radio0, Deauthenticating Station 0007.eb31.7c12 Reason: Previous authentication no longer
3 Mar 1 02:27:20 820 ‘Warning Packetto client 0007 eb31.7¢12 reached max retries, remove the client

From the EVENT LOG Page of the AP, check the association logs.

STATISTICS

Hostname ap

Cisco 1200 Access Point

ap uptime is 11 minutes

Security: Local RADIUS Server - Statistics

SECURITY Local RADIUS Server Information
|| S mATEEY Successful Authentication 1 | Unknown Usernames 0
1 SSID Manager
Encryption Manager Client Blocks 0 | Invalid Passwords ]
| Server Manager Unknown NAS 0 | Invalid Packets From NAS 0
Local RADIUS Server
'm Network Access Server Information
View Information for: | < ALL servers > >
Network Access Server 10.0.1.1
Successes 1| Unknown Username 0
Client Blacks 0 | Invalid Passwords 0
Corrupted Packsts 0 | Unknown RADIUS Messages 0
Mo Username Attribute 0 | Shared Key Mismatch 0
Invalid Authentication Attribute 0 | Invalid State Attribute 0
Unknown EAP Messages 0 | Unknown EAP Type 0
User Information
User Name Successes Failures Blocks
aaauser 0 0 0
Ciscol 1 ] ]

From the SECURITY>Local RADIUS Server Page of the AP, click on the STATISTICS tab. Verify
the User Information for authentication successes, failures, and blocks.
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Cisco SvsTems

—_— e

Lab 8.4.5.2 Configuring LEAP/EAP using Cisco Secure ACS (OPTIONAL)

Estimated Time: 60 minutes

Number of Team Members: Students can work in teams of two.

Objective

In this lab, the student will learn about the second generation of Wireless LAN security and how to
implement LEAP on a Wireless LAN for secure client authentication.

The main steps to this lab are:
8. Install Cisco Secure ACS software (Instructor)
9. Configure the Cisco Secure ACS software
10. Create user accounts in the Access Control Server (ACS)
11. Configure AP WEP Key or Cipher
12. Configure LEAP/EAP on the AP
13. Configure LEAP/EAP on the client (PC2) through ACU

14. Monitor the connection and login

Topology

POD P

»
PC 2

10.0.P.0/24

10.0.P.11/24
ACS Server

(
PC 1
10.0.P.10/24
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Scenario

One way to secure wireless LANs and improve network security is to use authentication for
accessing the AP. Wireless clients can use Extensible Authentication Protocol (EAP) to authenticate
though a wireless LAN. EAP can authenticate through digital certificates such as public key
infrastructure (PKI) or passwords and usernames. EAP can pass authentication information onto an
Authentication, Authorization, Accounting (AAA) RADIUS server, such as a Cisco Access Control
Server (ACS).

The Network Authentication Process can be summarized in four main stages:
o The client adapter uses the username and password to start the authentication process.

o The AP communicates with the EAP-compliant RADIUS server to authenticate the username
and password.

e If the username and password are valid, the RADIUS server and the client adapter negotiate
a dynamic, session-based Wired Equivalent Privacy (WEP) key. The key, which is unique for
the authenticated client, provides the client with secure network access.

e The client and AP use the WEP key for all data transmissions during the session.

Preparation

Prior to this lab, the Cisco Aironet AP should be configured to allow clients to associate. The IP
address, hostname and SSID should be configured on the AP. A PC should be installed with a Cisco
Aironet Client Card, and it should already be associated to the AP.

Cable the equipment according to the Topology.
A Windows 2000 Server running ACS 2.6 or above must be available.

Update the Aironet Client Utility version 6.0 or later.

Tools and Resources
Each team of students will require the following:
e Cisco Aironet AP
e Hub or switch

o Awireless PC, laptop, or handheld (PC2) with a Cisco Aironet Client Adapter Card and utility
properly installed and configured.

e Windows 2000 Server running Cisco Secure ACS 2.6 or above.
e One wired PC (PC1)
An evaluation copy of Cisco Secure ACS can be downloaded from the following link:

http://www.cisco.com/cgi-bin/tablebuild.pl/acs-win-3des

309-429 Fundamentals of Wireless LANs v 1.2 — Lab 8.4.5.2 Copyright © 2003, Cisco Systems, Inc.


http://www.cisco.com/cgi-bin/tablebuild.pl/acs-win-3des

Step 1 Add a AAA client

bsee s Network Configuration

(8] %

ﬁ SE?U”S ‘%Q} AAA Clients ﬂ

H | E'Qinr;fn?nﬂ"e AAA Client Hostname | AAA Client IP Address | Authenticate Using
e | AP350 1192.168.0.105 | RADIUS (Cisco Aironet)
s ot imation AddEntry | Search |
Gonfiguration
oy | Adrninistration ‘%Q AAA Servers ﬁ
Em——— | AAA Server Name | AAA Server IP Address | AAA Server Type
s | Alliance 192.168.0.101 | CiscoSecure ACS

Repaorts and
dctivity

‘ Online
e Docurnentation

AddEntry | Search |

El

Follow these steps to include the AP as a AAA Client in Cisco Secure ACS:

a. After properly loading the TACACS software on the Windows Server computer, on the ACS main
menu, click Network Configuration.

b. Click Add New Access Server, or it may display Add Entry.
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Step 2 Configure AAA Client

3;—3 | Ex:e;na] T [T Single Connect TACACS+ AA RADIUS Cecatoe on faihre).
atabazes - . IsCco
[T Log Update/Watchdog Paclcets f :
S et aD RADIUS (Ciaco VN 3000}
crIN Ty T H
I Log RADIUS Tunneling Packets| o b/ 1o (Cicco VPN 5000)
B | Dosumentst I Replace RADIUS Port info with [RADIUS (IETF)
’ Docurnentation = i) RADILS (ASCEHCI]

tueo surews — etwork Configuration

Edit
Uszer
@ Setup
B | St Add AAA Client
% | ghared Protf'ile
S AAA Client Hostname IF-‘od‘l
Network
a Cin;’hgog:ration 10.0.1.1 ;l
= AAA Client I[P Address
s Sust
%l Cgﬁfg.gnl-l.lration LI
Key Isecretl-cey
Canfigur stion
L | Administration Authenticate Using RADIUS (Cisco Aironet) ~|

RADIUS {Juniper)

(
_ RADIUS (Nortel)
[Submit ] S|RaDIUS (Pass)

In the Network Access Server Hostname box, type the system name of the AP. Enter PodP
(where P is the Pod number)

In the Network Access Server IP address box, type the AP IP address. Enter 10.0.P.1 (where
P is the Pod number)

In the Key box, type the shared secret that the AP and Cisco Secure ACS use to encrypt the
data. For correct operation, the identical key, which is case sensitive, must be configured on the
AP. For simplicity of the lab, use the word secretkey.

From the Authenticate Using list box, click the network security protocol. Select RADIUS
(Cisco Aironet).

Each AP in the class will have to be added to this list if it will be using LEAP.

Remote Access Services must be started on the RADIUS Server for LEAP to work properly. To
save the changes and apply them immediately, click the Submit + Restart button.

Note It is very important to click Submit + Restart
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Step 3 Create a user account in the Access Control Server (ACS)

Cisco SvsTems

User Setup

| Uszer
Setup

Group
Setup

% Shared Profile
Cornponents

MNetwork
Configuration

= aq| Sustern
= Configuration

Interface
| Configuration

Adrninistration
Control

£ External User
3@ | Databaszes

User: |aaauser

Find [ Add/Edit |

List users beginning with letter/number:

Reports and
Activity

5 | Online
| Cocumentation

@ Back to Help |
-1

a. Click on the User Setup button located on the left side of the ACS Home page.

b. Type the user name aaauser in the User: field box, and then click on the Add/Edit button

beneath this box.
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Cisco Sverems USE[ SEII]I]
el

Edit

User
Setup
Group
Setup

User: aaauser (New User)

| [ Account Disabled
% Shared Profile
Components
Metwark - 17 @
é| e o Supplementary User Info s
=g System Real Name I
= Configuration
Description |

Interface
| Configuration
[=]

- =8 | Administration
24 | Contral
LA | Escternal User User Setup E
36 | [atabases
% Reports and Password Authentication:
Aoty |CiscoSecure Database ;I
[EE] | potne . tion CiscoSecure PAP (Also used for CHAP/MS-CHAP/ARAP, if the
Separate field is not checked )
Password |u|"u
Confirm Password |u|"u %

Type the user password aaapass in the Password: box and then type aaapass in the Confirm
Password: box.

d. Click on the Submit button to add this entry to the user list.

e. Additional users can be added to this database list for each wireless PC client.
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Step 4 Configure the AP WEP Keys or Cipher

Cisco 1200 Access Point

RADIO0-802.11B

RADIO1-802.11A

ap uptime is 1 hour, 46 minutes

Hostname ap

Security: Encryption Manager - Radio0-802.11B

| SECURITY Encryption Modes
|_Admin Access
| SSID Manager " None
| Encryption Manager ' WEP Encryption IMandamry -
Server Manager X 5
T Local RADIUS Server Cisco Compliant TKIP Features: I~ Enable MIC ™ Enable Per Packet Keying
Advanced Security " Cipher IWEP 128 bit -
Encryption Keys
Transmit Key Encryption Key (Hexadecimal) Key Size
Encryption Key 1: g sssssssssssssssssssnsns |123 bit +
Encryption Key 2: 8l ITEB bit_»
Encryption Key 3: 8l ITEB bit_»
Encryption Key 4: 8l ITEB bit_»

In order to enable Cisco LEAP on the AP, WEP Encryption or a Cipher must be enabled.

a. From the SECURITY>Encryption Manager page of the AP, configure the Encryption Key 1.
Click on the WEP Encryption radio button.

Select Mandatory.

Click Apply-All.

The Cipher option can be used for greater security. What options are available?

© 2 o T
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Step 5 Configure authentication on AP

Cisco 1200 Access Point

RADIOD-802.11B

RADIO1-802.11A

Hostname ap

Security : $SID Manager - Radio0-802.11B

ap uptime is 45 minutes

SECURITY 551D Properties
Admin Access
5SID Manager Current 55ID List

Encryption Manager < NEW > SSID: |AP1
Server Manager
Local RADIUS Server LLATE <NONE > =

Advanced Security

ds A

Delete-Radiol
Delete-All

Define VLANs

™ Open Authentication: |< NO ADDITION>

[ Shared Authentication: [<NO ADDITION>

<NOADDITION > -

v Network EAP:

d Key M
 None

—

WPA Pre-shared Key:

EAP Client (optional):

Usemame:
(1-255)

Association Limit (optional):
" Enable Proxy Mobile IP

¥ Enable Accounting

=]
=]

 CCKM: | Mandatary vl " WPA: |Optional =

& ASCIl ¢ Hexadecimal

Password:

Apply-Radiod Apply-Al | Cancel |

In order to enable Cisco LEAP on the AP, complete the following steps to configure the

Authentication Method:

a. On the SECURITY>SSID Manager page of the AP, create a new SSID of APP (where P is the
Pod number)
b. Check the Network EAP box.
Check the Enable Accounting box.
d. Click the Apply-All button.
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Step 6 AP RADIUS configuration

SECURITY

Admin Access

SSID Manager

Encryption Manager

Server Manager

Local RADIUS Server

Advanced Security

SERVER MANAGER

Hostname ap

Security: Server Manager

Cisco 1200 Access Point

GLOBAL PROPERTIES

ap uptime is 41 minutes

Backup RADIUS Server

Backup RADIUS Server:

Shared Secret:

[
—

(Hostname or IP Address)

Apply | Delete Cancel

Corporate Servers

Current Server List

RADIUS =

Delete

Server:

Shared Secret:

Authentication Port (optional):
Accounting Port (optional):

Use Server for:

100111

(0-65536)
[ (oss836)
¥ EAP Authentication
™ MAC Authentication
™ Proxy Mobile IP Authentication
I Admin Authentication
¥ Accounting

(Hostname or IP Address)

Apply | Cancel

In order to enable Cisco LEAP on the AP, complete the following steps to configure a RADIUS
Server from the SECURITY>Server Manager Page:

a.

Enter the IP address of the RADIUS server in the Server Name/IP entry field. This will be the IP
address of the Windows Server where the ACS software is running. Should be 10.0.P.11.

Enter the port number the RADIUS server uses for authentication. This will default to port 1645 if
the field is left empty.

Enter the shared secret used by the RADIUS server in the Shared Secret entry field. This was
configured as secretkey on ACS. The shared secret on the AP must match the shared secret on

the RADIUS server.
d. Check the EAP Authentication and Accounting box.

e. Click the APPLY button.

SECURITY Read-Only Read Write

Admin Access

SSID Manager Cisco v

Encryption Manager Radio0-802.11B SSIDs

Server Manager

Local RADIUS Server SSID VLAN Open Shared Network EAP

Advanced Security AP1 nane i
Radio1-802.11A SSIDs
SSID VLAN Open Shared Network EAP
AP1 nane v
Radio0-802.118 Settings
Encryption Mode MIC PPK TKIP 'WEP40hit WEP128bit CKIP CMIC Key Rotation
None
Radio1-802.11A Encryption Settings
Encryption Mode MIC PPK TKIP 'WEP40bit WEP128bit CKIP CMmIC Key Rotation
None
Server Based Securif
Server Name/IP Address Type EAP MAC Proxy Mobile IP Admin Accounting
100111 RADIUS v v
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f. From the SECURITY Home page of the AP, verify Network EAP is checked and the only SSID.
The default tsunami SSID should be deleted for security. Also verify the Server Based Security
is configured correctly as shown.

Step 7 Configuring LEAP on the ACU

350 Series Properties - [LEAP] X|

System Parameters I RF Metwork I Advanced (Infrastructure)  MNetwork Security I

. WEP:
Metworlc Security Type:
) I ER
Ij‘r Corfigure... | 1 (s Static ERKeys
= (U2 Dynamic wWEEKeps
— Static WEF Keys
WEP Key Entry Method: ————————— Access Point Authentication:
% | Hezadesimal (058 A-F | [Ipen Authentization
£ S| Tt £ Shared Kep duthentization
Already Transmit WEP Key Size
Set 7 Ky 40 128
™ WEPKey1: © @ s
r wePkey2 © | e
~ WePKeyz © | B
™ WEPKeys © | e

[~ Allow Association to Mied Cells Defaults |
ok | Cancel | Hp |

In order to enable the EAP in the Aironet client utility, complete the following steps:

a. On PC2, configure the TCP/IP settings for the Wireless Network Connection if a DHCP server
is not available. Otherwise, when the client authenticates, the wireless PC will not be able to
communicate through IP.

i. IP address of 10.0.P.12
ii. Subnet mask of 255.255.255.0
iii. Gateway of 10.0.P.254

LAN or High-Speed Internet

= Wireless Network Connection 3
> | Enabled
— Y Cisco Systems 350 Series PCMCIA W...

- . Ioa —

b. Go to the Network Security tab in the Aironet Client Utility on PC2 and each of the wireless
client computers.

c. Select the LEAP from the Network Security Type: drop down list and click Configure.
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LEAP Settings

—LEAP Uzer Mame and Pazsword Settings

A~ Use Temporary Uzer Name and Passward
£ e windows sen W ame and Fasswond
| sutanmaticall Franmet fan LEEE U zer Hame atd Fasswerd
| Famualli Bramet fon LESE zer M ame. and Easswend

1% Usze Saved User Mame and Password

Idzer Mame: Iaaauser

EET R

Paszword: I

EET R

Confirm F'asswu:uru:l:l

Dramair: I

[ Include Windows Logon Domain with User Mame

[~ Mo Metwark Connection Unless User |z Logged In

LEAP Authentication Timeout ¥ alue [seconds]; IE":I
Defaultz | k. I Cancel | Help

Click on Use Saved User Name and Password

i.
ii.
iii.
iv.
V.

In the profile manager, select the profile which LEAP is configured on and click OK. If a save
username and password was not configured, an authentication screen should come up asking

Enter aaauser for the User Name

Enter aaapass for the Password

Enter aaapass for the Confirm Password

Uncheck the two checkboxes at the bottom of the LEAP Settings window
Click OK.

for a user ID and password. Type in the following.

The username for authentication is aaauser.

The password for authentication is aaapass.

From PC1, PC2 or the ACS Server, browse to the AP ASSOCIATION page to verify the
connection.

What are the three authentication states?
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Step 8 Verify connection

Cisco 1200 Access Point

Hostname ap ap uptime is 1 hour, 41 minutes

Association
Clients: 1 Repeaters: 0
View: M Client M Repeater Apply
RadioB802.11B
SSIDAP:
Device Type Name IP Address MAC Address State Parent VLAN
350-client = 0.0.0.0 0007.eb31.7c12 EAP-Associated self nene
RadioB02.11A

| | | | | |

From the ASSOCIATION page of the AP, verify the association state. This should display all of the
connected clients.

Step 9 Monitoring LEAP login on ACS (Optional)

b s Reports and Activity
b

Reports

User
Setup

L
@ Group
Setup

i |ghared Profie TACACS+ Accounting
omponents . .
- B TACACS+ Administration
a MNetwork T . .
Ezn}l‘;?;[lratinn BADIUS Accounting
Cregy— VolP Accounting
| Sustern ] ) .
%| ool Passed Authentications
iE | Interface Failed Attempts
‘ Configuration ﬁ LDEEEd m _[:ieri
E‘% | G Disabled Accounts

ﬁ o o @3 ACS Baclap And Festore
z Databaces @3 Database Replication
% | Ezfif,ritt; and % Administration Aundit
& | Online @3 User Password Changes
' [Docurmentation

B ACS Service Moritoring

a. Click on the Reports and Activity button located on the left side of the ACS Home page.
b. Next, click on the RADIUS Accounting link.
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Select a RADIUS Accounting file

BRADIUS Accounting active.csv

RADIUS Accounting 2003-07-01 .csv
RADIUS Accounting 2003-06-30.csv
BADIUS Accounting 2003-06-29 csv
RADIUS Accounting 2003-06-28.csv
PADIUS Accounting 2003-06-27.csv
RADIUS Accounting 2003-06-26.csv
RADIUS Accounting 2003-06-25.csv
BADIUS Accounting 2003-06-24 csv
RADIUS Accounting 2003-06-23 csv

c. On the right hand side, select the RADIUS Accounting active.csv link.

d. Fillin the information found in the accounting file below.
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Lab 8.5.4.1 Configure Enterprise Security on AP

Estimated Time: 30 minutes
Number of Team Members: Students will work in teams of two.
Objective
In this lab, students will demonstrate an understanding of the role of enterprise wireless network

security. Additionally, students will configure MIC, TKIP and BKR on an AP.

Scenario
The purpose of WEP is to protect the privacy of transmitted data. However, WEP has inherent
security weaknesses. There are many mechanisms available to provide additional security for WEP.

Topology

POD P

Q OOOOOOOOOOOOO- e
'
PC 2

10.0.P.0/24

10.0.P.11/24
(optional
DHCP server)

&
PC 1
10.0.P.10/24

Preparation

The AP and PCs should be properly setup according to the topology prior to the lab. Ensure an
existing wireless connection is present from PC2 to the AP.
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Tools and Resources

Each team of students will require the following:

e One AP
e Wireless PC with the ACU
e Wired PC

Understanding wireless security terminology:

e TKIP (Temporal Key Integrity Protocol)—TKIP is a suite of algorithms surrounding WEP that
is designed to achieve the best possible security on legacy hardware built to run WEP. TKIP
adds four enhancements to WEP:

o A per-packet key mixing function to defeat weak-key attacks
o Anew IV sequencing discipline to detect replay attacks

o A cryptographic message integrity Check (MIC), called Michael, to detect forgeries
such as bit flipping and altering packet source and destination

o An extension of IV space, to virtually eliminate the need for re-keying

e CKIP (Cisco Key Integrity Protocol)—Cisco's WEP key permutation technique based on an
early algorithm presented by the IEEE 802.11i security task group.

e CMIC (Cisco Message Integrity Check)—Like TKIP's Michael, Cisco's message integrity
check mechanism is designed to detect forgery attacks.

o Broadcast key rotation—Broadcast Key Rotation allows the AP to generate the best possible
random key and update all key-management capable clients periodically.

Understanding WEP Key Restrictions

Security Configuration WEP Key Restriction on AP

CCKM or WPA authenticated key Cannot configure a WEP key in key slot 1

management

LEAP or EAP authentication Cannot configure a WEP key in key slot 4

Cipher suite with 40-bit WEP Cannot configure a 128-bit key

Cipher suite with 128-bit WEP Cannot configure a 40-bit key

Cipher suite with TKIP Cannot configure any WEP keys

Cipher suite with TKIP and 40-bit WEP or Cannot configure a WEP key in key slot 1 and 4

128-bit WEP

Static WEP with MIC or CMIC AP and client devices must use the same WEP
key as the transmit key, and the key must be in
the same key slot on both AP and clients

Broadcast key rotation Keys in slots 2 and 3 are overwritten by rotating
broadcast keys
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Step 1 Configure and verify WEP on the AP

Cisco 1200 Access Point
RADIOT1-802.11A

RADIOD-802.11B

ap uptime is 15 minutes

Hostname ap

Security: Encryption Manager - Radio0-802.11B

SECURITY Encryption Modes

Admin Access

$5ID Manager " None

Encryption Manager ' WEP Encryption Il\-"landatory - l

Server Manager . .
Local RADIUS Server Cisco Compliant TKIP Features: I~ Enable MIC ™ Enable Per Packet Keying

Advanced Security " Cipher |WEP 128 bit - I

- Enciyption Keys

Encryption Key 1: o

Transmit Key Encryption Key (Hexadecimal) Key Size

| [128 bit = |
| [128 bit = |
| -
|

Encryption Key 2:

I‘IZSbit l
I‘IZB bit_» l

-
Encryption Key 3: o
-

Encryption Key 4:

In order to configure WEP on the AP, complete the following steps:
a. Verify connectivity from the wireless client (PC2) to the AP.

b. Open a Web browser on PC1 and type the IP address of the AP to configure in the browser
address bar.

Go to the Security Setup page of the AP and click on the Encryption Manager option.
Check the radio button WEP Encryption Mode for WEP Encryption.

Use the Pull Down Menu to select Mandatory.

Select the Transmit Key.

Enter the Encryption key (for lab purposes will be) 12345678909876543210123456.
Select the Key size 128 bits.

Click the Apply-All button to apply these options.

j- Once WEP is configured on the AP with a Mandatory option, all the clients will become
disassociated to this AP.

k. View the SECURITY>Encryption Manager page. The WEP settings should be configured and
the Encryption Key field should be stored in the AP. However, the Key field should be encrypted
with asterisk symbols to prevent unauthorized users from viewing the Encryption Key.

S @ ™ o oo
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Step 2 Configure and verify WEP on the client

350 Series Properties - [home] X

System Parameters I RF Metwork I Advanced (Infrastructure)  Network Security I

Metworc Securty Type: WEP:
: " No WEP
INDI‘lE ;I Earfigure... | ¥ Use Static WEP Keys
) sz Mpnamic W ER Feps
— Static WEP Keys
WEP Key Entry Method: ————— Access Point Authentication:
* Hexadecimal (0-9, A-F) {* Open Authertication
™ ASCI Text " Shared Key Authentication
Alrzady Transmit WEP Key Size
Set 7 Key 40 128
P WEPKey1: © | ® o
7 WEPkKey2: © | o
F oWePKey: © | Qo s
P WEPKey4: | e

[~ Allow Association to Mieed Cells Defaults |

ok | Cancel | Hep |

a. Open the Aironet client utility by clicking on the ACU icon.
b. Click Profile Manager to edit the WEP settings.
c. Under the Profile Management section, choose the profile being used for this lab, and click Edit.
d. Go to the Network Security tab of the profile that is being used for the lab.
e. Configure the following settings for WEP:
i.  Select the WEP setting — Use Static WEP keys
ii. Select the Static WEP key entry method — Hexadecimal
iii. Select the AP Authentication — Open authentication
iv. Select and enter the Transmit key [for lab purposes will be]
12345678909876543210123456
V. Select the WEP key Size — 128 bits
Vi. Click the OK button to apply the WEP settings to the client
vii.  The connection should be reestablished between PC2 and the AP.
viii. From the ACU Statistics Page, notice the “Packets Aged” and “Up-Time” values on the
lower left hand corner.
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Step 3 Enable MIC and TKIP

Once WEP is configured correctly, additional measures should be configured to secure the wireless
link.

¢ Message Integrity Check (MIC)—MIC prevents attacks on encrypted packets called bit-flip
attacks. During a bit-flip attack, an intruder intercepts an encrypted message, alters it
slightly, and retransmits it, and the receiver accepts the retransmitted message as legitimate.
The MIC, implemented on both the AP and all associated client devices, adds a few bytes to
each packet to make the packets tamper proof.

o TKIP (Temporal Key Integrity Protocol, also known as WEP key hashing)—This feature
defends against an attack on WEP in which the intruder uses the unencrypted initialization
vector (1V) in encrypted packets to calculate the WEP key. TKIP removes the predictability
that an intruder relies on to determine the WEP key by exploiting IVs. On the AP, this feature
is the Enable Per Packet Keying (PPK) option.

Cisco 1200 Access Point

RADIOO-202.11B

RADIO1-802.11A

Hostname Pod1 Pod1 uptime is 38 minutes

Security: Encryption Manager - Radio0-802.11B

SECURITY Encryption Modes

Admin Access

351D Manager " None

Encryption Manager & WEP Encryption IMandatcry v l

Server Manager

Local RADIUS Server Cisco Compliant TKIP Features: W Enable MIC ¥ Enable Per Packet Keying

Advanced Security { Cipher IWEP 128 bit - I

Encryption Keys

Transmit Key Encryption Key (Hexadecimal) Key Size

£ | [128 it = |
Encryption Key 3: . [ [128bit = |
£ | [128 it = |

Encryption Key 1: 1o

Encryption Key 2:

Encryption Key 4:

From the SECURITY>Encryption Manager Page, enable Cisco Compliant TKIP features.

a. Check the Enable MIC and Enable Per Packet Keying (PPK). These mechanisms can be
used separately or together.

b. Click Apply-All

Aironet Extensions: * Enable " Disable

c. From the NETWORK INTERFACES>Radio0-802.11b Settings tab, verify the Aironet Extensions
are enabled.

d. Also, check the 802.11a interface if applicable.

e. Verify the connection between PC2 and the AP
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f. From the ACU Statistics Page, verify the “Packets MIC OK” statistics. The MIC statistics should
now appear between the “Packets Aged” and “Up-Time” values. These values appear when
MIC is enabled on the AP.

Security Summary

Administrators
SECURITY Username Read-Only Read-Write
Admin Access -
551D Manager Cisco v
Encryption Manager Radio0-2802.11B 55IDs
Server Manager
Local RADIUS Server SSID VLAN Open Shared Network EAP
Advanced Security AP none e
Radio1-802.11A SSIDs
SSID VLAN Open Shared Network EAP
AP1 none v
Radio0-802.11B Encryption Settings
Encryption Mode MIC | PPK | TKIP WEP40bit WEP128bit CKIP CMIC Key Rotation
WEP-Mandatory v v
Radio1-802.11A Encryption Settings
Encryption Mode MIC | PPK | TKIP WEP40bit WEP128bit CKIP CMIC Key Rotation
WEP-Mandatory v v

From the SECURITY Page, verify MIC and PPK are enabled.
h. What does MIC do to protect WEP?

i. What attack does MIC prevent?

j. Why do the Aironet extensions have to be used?

Step 4 Enable Broadcast Key Rotation (BKR)

Broadcast key rotation (BKR)—When enabled, the AP provides a dynamic broadcast WEP key
and changes it at the selected interval. Broadcast key rotation is an excellent alternative to TKIP if
the wireless LAN supports wireless client devices that are not Cisco devices or that cannot be
upgraded to the latest firmware for Cisco client devices.

Global Properties

Broadcast Key Rotation Interval: " Disable Rotation
¢ Enable Rotation with Interval: IQD (10-10000000 sec)
WPA Group Key Update: " Enable Group Key Update On Membership Termination

" Enable Group Key Update On Member's Capability Change

Apply-Radiol

Apply-All

Cancel

326 -429 Fundamentals of Wireless LANs v 1.2 — Lab 8.5.4.1 Copyright © 2003, Cisco Systems, Inc.



Remove MIC and PPK configured from the previous step.
Check the Enable Rotation with Interval radio button.
Enter a value of 90 seconds.

Click Apply-All

o o T o

Radio0-802.11B Encryption Settings

Encryption Mode MIC | PPK | TKIP WEP40bit WEP128bit CKIP CMIC Key Rotation

WEP-Mandatary v

Radio1-802.11A Encryption Settings

Encryption Mode MIC | PPK | TKIP WEP40bit WEP128bit CKIP CMIC Key Rotation

WEP-Mandatary v

e. From the SECURITY Page, verify Key Rotation is enabled.
f.  Verify connectivity from PC2 to the AP.

Step 5 Enable a cipher

Cisco 1200 Access Point

RADIOO-202.11B

RADIOA-802.11A

Hostname ap ap uptime is 29 minutes

Security: Encryption Manager - Radio0-802.11B

SECURITY Encryption Modes
Admin Access
281D Manager ' None
Encryption Manager " WEP Encryption IOptlonaI - l
Server Manager _ _
Local RADIUS Server Cisco Compliant TKIP Features: [~ Enable MIC ™ Enable Per Packet Keying
Advanced Security * Cipher
[WEP 40 bit
. TKIP
Encryption Keys CKIP
CMIC . i )
CKIP + CMIC Key Encryption Key (Hexadecimal) Key Size
- | TKIP + WEP 128 bit -
Encrypti [128 bit = |
MEYPH 1gp + WEP 40 bit ! :
Encryption Key 2: & [ | 128 bit = |
Encryption Key 3: - | I'IZB bit = l
Encryption Key 4: » [ | 125 bit ¥ |

From the SECURITY>Encryption Manager Page.

a. Remove Key Rotation configured from the previous step.
b. Check the Cipher radio button.

c. Choose the TKIP option in the drop down list

d. Click Apply-All
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Step 6

Authenticated Key Management:

WPA

Radio0-802.11B Encryption Settings

Encryption Mode MIC PPK | THKIP WEP40bit WEP128bit CKIP CMIC Key Rotation

Cipher v

Radio1-802.114A Encryption Settings

Encryption Mode MIC PPK | THKIP WEP40bit WEP128bit CKIP CMIC Key Rotation

Cipher v

e. From the SECURITY Page, verify TKIP is enabled.
f.  Verify the wireless connection from PC2 and the AP.

g. Return to step 5c and try some of the various Cipher settings. Verify the changes from the
SECURITY Page.

Understanding ciphers and Key Management (optional challenge)

& MNone - CCKM;IMandamw vI - WPA;IOpticnal vI

Preshared Key: & ASCI  Hexadecimal

a. From the SECURITY>SSID Manager Page, check the Authenticated Key Management
options.

Using Cisco Centralized Key Management (CCKM), authenticated client devices can roam from one
AP to another without any perceptible delay during reassociation. An AP on the network provides
Wireless Domain Services (WDS) and creates a cache of security credentials for CCKM-enabled
client devices on the subnet. The WDS AP cache of credentials dramatically reduces the time
required for reassociation when a CCKM-enabled client device roams to a new AP. When a client
device roams, the WDS AP forwards the client's security credentials to the new AP, and the
reassociation process is reduced to a two-packet exchange between the roaming client and the new
AP. Roaming clients reassociate so quickly that there is no perceptible delay in voice or other time-
sensitive applications.

Wi-Fi Protected Access (WPA) is a standards-based, interoperable security enhancement that
strongly increases the level of data protection and access control for existing and future wireless
LAN systems. It is derived from and will be forward-compatible with the upcoming IEEE 802.11i
standard. WPA leverages TKIP (Temporal Key Integrity Protocol) for data protection and 802.1X for
authenticated key management.

WPA key management supports two mutually exclusive management types: WPA and WPA-Pre-
shared key (WPA-PSK). Using WPA key management, clients and the authentication server
authenticate to each other using an EAP authentication method, and the client and server generate a
pairwise master key (PMK). Using WPA, the server generates the PMK dynamically and passes it to
the AP. Using WPA-PSK, a pre-shared key must be configured on both the client and the AP, and
that pre-shared key is used as the PMK.
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| WEP 128 bit |
'WEP 12
WEP 40 bit

TKIP

Encryption Keys CKIP

Cipher Suites Compatible with WPA and CCKM

CMIC
CKIE + CMIC

| TKIP ~ WEP 128 bit
Encrypti

9 TKIP + WEP 40 bit

CCKM

encryption mode cipher wep128
encryption mode cipher wep40
encryption mode cipher ckip
encryption mode cipher cmic
encryption mode cipher ckip-cmic
encryption mode cipher tkip
encryption mode cipher tkip wep128
encryption mode cipher tkip wep40

WPA

encryption mode cipher tkip
encryption mode cipher tkip wep128
encryption mode cipher tkip wep40

b. Explore the different Cipher settings.
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Lab 8.5.4.2 Configuring Site-to-Site Wireless Link using Enterprise Security

Estimated Time: 45 minutes
Number of Team Members: Students will work in teams of 2.

Objective
Configure a site-to-site bridged network using enterprise security features.
Scenario
A remote location located several miles away requires connectivity to the existing wired network. The

connection can be bridged wirelessly with the use of two BR350s. The company’s security policy
mandated a minimum of 128 bit WEP security for all wireless connections.

Topology

10.0.1.1/16 10.0.2.1/16
SSID: BR1 ::::::::::: o0 SSID: BR1
Root Bridge Bridge Bridge Non-Root Bridge

Pod1 Pod2

10.0.1.0/16 10.0.2.0/16

= -
PC 1 PC 2
10.0.1.10 10.0.2.10
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Preparation

In this lab, the following will be configured.

Device Name Label SSID Address
BPod1 BR1 BR1 10.0.1.1/16
BPod2 BR2 BR1 10.0.2.1/16

Tools and Resources

Each team will require the following:

Two wired LAN segments that will be bridged together
Two Cisco BR350

PC with FTP server loaded and a file to transfer in the root directory of the FTP server

Step 1 Cable and power the bridge

a.
b.

C.

First, attach 2 rubber duck antennas to the RP-TNC connectors.

Plug the RJ-45 Ethernet cable into the Ethernet port on the back of the bridge. Plug the other
end of the Ethernet cable into the Cisco Aironet power injector TO AP/BRIDGE end.

Connect the power cable into the inline power injector and to the receptacle.

Step 2 Connect to the bridge

Connect a nine-pin, male-to-female, straight-through serial cable to the COM port on a computer and
to the RS-232 serial port on the bridge. (This cable ships with the bridge)

a.
b.

Open a terminal emulator.

Enter these settings for the connection:

Bits per second (baud rate): 9600
Data bits: 8

Parity: none

Stop bits: 1

Flow control: Xon/Xoff

Press = to display the home page of the bridge. If the bridge has not been configured before, the
Express Setup page appears as the home page. If this is the case, go to Step 3.

If the bridge is already configured, the Summary Status page appears as the home page. When
Summary Status screen appears, type :resetall, and press Enter.

Enter "YES" to confirm Resetting All parameters to factory defaults:
YES
00:02:12 (FATAL): Rebooting System due to Resetting Factory Defaults

*** Restarting System in 5 seconds...

Type yes, and press Enter to confirm the command.

Power cycle the bridge by removing the power.
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Step 3 Connect to the BR350 through Express Setup

a. Plug a second RJ-45 Ethernet cable into the power injector end labeled TO NETWORK. Plug
the other end of the Ethernet cable into the Ethernet port on a switch or hub. Then connect PC1
to the switch. A crossover cable can be used to connect directly from the inline power injector to

PC1/PC2.
b. Configure PC1 to 10.0.0.2/16.

c. Open a web browser and enter the default bridge address http://10.0.0.1 and press Enter.

d. Either of the following pages will appear:
e The Summary Status Page, also known as the Home Page

e The Express Setup Page

BR350-5aa7dé6 Summary Status

Cizco 350 Series Bridge 12.03T

[Home Mip | Nework | Associrions | Semup | Logs | Help |

Cisco SYSTEMS

Uptime: 00:13:00

Current Associations
Clients: 0 of 0 | Repeaters: 0 of 0 | Bridges: 0 of 1 | APs: 0
Recent Events
Time | Severity ‘ Description
Network Ports Diagnostics
Device Status Mb/s IP Addr. MAC Addr.
Ethernet Up 100.0 10.0.0.1 0040965aa7dé
Root Radio Up 11.0 10.0.0.1 00409652a7d6
TE
BR350-5aa7d6 Express Setup Cisco Systens
Cisco 350 Series Bridge 12.03T ®
Hmé Map | Help | Uptime: 00:14:22
System Name: |BR350-5aa7d6
MAC Address: 00:40:96:5a:a7:d6
Configuration Server Protocol: DHCP = l
Default TP Address: 10.0.01
Default IP Subnet Mask: |255.255.255.D
Default Gateway: |255.255.255.255
Root Radio:
Service Set ID (SSID): |tsunami more...
Role in Radio Network: I RootBridge ;I
Optimize Radio Network For: & Throughput ¢ Range ¢ Custom
Ensure Compatibility With: 7 2Mb/sec Clients
Security Setup
SNMP Admin. Commmnity: |
Apply | OK | Cancel Restore Defaults
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http://10.0.0.1/

e. Ifthe Express Setup Page does not appear, from the Summary Status Page click on the
Setup hyperlink. This will bring up the Setup Page.

Cisco SYSTEMS
BR350-5aa7d6 Setup
Cisco 350 Series Bridge 12.03T ®
Home IM Network I Associations I Setup !gs I Hg I Uptime: 00:17:23
Express Setup
Associations
Display Defaults Spanning Tree Port Assiznments Advanced
Address Filters Protocol Filters VLAN Service Sets
Event Log
Display Defaults | Event Handlinz | Notifications
Services
Conszole Telnet Boot Server Eouting Name Server
Time Server FIP Web Server SHMLEP
Cizco Services Security Accounting Proxy Mobile IP
MNetwork Ports Diagnostics
Ethernet Identification Hardware Filters Advanced
Foot Radio Identification Hardware Filters Advanced

f. Click on the Express Setup link. This will bring up the Express Setup Page.

Step 4 Configure the bridge settings

: C15c0 SYSTEMS
BR350-5aa7d6 Express Setup
Cisce 350 Series Bridge 12.03T @
Home| Map | Help | Uptime: 002321
System MName: |BPod
MAC Address: 4026 5aaTds
Confisuration Server Protocel: INn ng = |
Default [P Address: |1uu11
Deefault [P Subnet Mack: |255.255.EI i}
Deefault Gateveay: I]Ill} 1.254
Root Radio:
Service Set ID (SSID): |BR1 more...
Role n Radic Network: IRl:l ot Bridge LI
Optimize Radio Network For: & Throughput © Range  Custom
Ensure Commpatibility With: I 2Mb/see Clents
Security Setup
SNMP Admin. Community: |

Apply I Ok I Cancel Restore Defaults
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Step 5

Configure the following settings:

Parameter BPod1 BPod2
a. System Name: BPod1 BPod2
b. Configuration Server Protocol: None None
c. Default IP address: 10.0.1.1 10.0.2.1
d. Default Gateway: 10.0.1.254 10.0.1.254
e. Service Set ID: BR1 BR1
f. Role in Radio Network: Root Bridge Non-Root Bridge w/o Clients
g. Click Apply. The connection will drop.
h. Configure the PCs.

e PC1 with an IP address of 10.0.1.10/16
e PC2 with an IP address of 10.0.2.10/16

i. Reconnect to the using the browser. Enter 10.0.P.1 and connect.

j-  Verify the settings.

k. What roles can the bridge serve in the network?

I.  Why would the BR350 be used in Root AP mode, compared to using a 1200 or 1100 AP?

Test the connection

Verify client PCs are configured with the appropriate IP address. The only wireless devices on this
topology will be the two wireless multi-function bridges used for the point-to-point connection.

a. Once the wireless bridge link is configured properly, ping from PC1 to BPod2. Then ping from

PC1 to PC2.

b. Were these successful?

c. Testlayer 7 connectivity by browsing to BPod2 from PC1.

d. Configure FTP or Web services on PC1 and PC2. Transfer a files from PC1 to PC2 and vice
versa. Calculate the download performance across the wireless link.

e. What was the download speed in Mbps?

f. What is the distance limitation between two wireless bridges?

g. What is the distance limitation between an AP and a Bridge?
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h. Why are 2 bridges able to connect at longer distances?

Step 6 Configure WEP on both bridges

BPod1 Root Radio Data Encryption (150 SYSTEMS

Cisco 250 Series Bridge 12.03T

Map | Help | Uptime: 02:34:02
If VLANs are not enabled. set Radio Data Encryption on this page. If VLANs are enabled, Radio
Data Encryption is set independently for each enabled VLAN through VLAN Setup.

Use of Data Encryption by Stations is: Not Awvailable
Must set an Encryption Key or enable Broadeast Kev Rotation first

Open Shared Network-EAP
Accept Authentication Type: 2 O C
Require EAP: r r
Transmit
With Key Encrvption Key
WEP Key 1: - | notset
WEP Key 2: - I Inm set - I
WEP Key 3: - | Inm set I
WEP Key 4: - | Inm set - I

Enter 40-bit WEP kevs as 10 hexadecimal digits (-2, a-f, or A-F).
Enter 128-bit WEP kevs as 26 hexadecimal digits (0-9, a-f, or A-F).
This radio supports Encryption for all Data Rates.

Applyl QK | Cancel Restore Defaults

Follow these steps to set up WEP keys and enable WEP:

a. Onthe Summary Status page, click Setup.

On the Setup page, click Security.

On the Security Setup page, click Radio Data Encryption (WEP).
From the Root Radio Data Encryption page.

© 2 o T

Before WEP can be enabled, a WEP key must be entered in at least one of the Encryption Key
fields.

Use the Key Size pull-down menu to select the 128-bit encryption for the WEP Key 1.

—h

Click in the Encryption Key field and enter a WEP key.
h. How many digits must be entered for 128 bit WEP?
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i. Record the key below.

j.  Click Apply to save the WEP Key.

BPod1 Root Radio Data Encryption Cisco SySTEMS

Cisco 350 Series Bridge 12.03T

Map | Help | Tptime: 02:30:32
If VLANs are not enabled, set Radio Data Encryption on this page. ANs are enabled, Radio
Data Encryption is set independently for each enabled VLAN oh VLAN Setup.

Use of Data Encryption by Stations is: | Mo Encryption ;I

Open Shared Network-EAP
Accept Authentication Tvpe: v r r
Require EAP: r r
Transmit
With Key Encryption Key Key Size
WEPKeyl: & | [128 bit =]
WEP Key 2: - | Inotset - I
WEP Key 3: - | Inotset - I
WEP Key 4 - I Inotset - I

Enter 40-bit WEP kevs as 10 hexadecimal digits (0-%, a-f, or A-F).
Enter 1258-bit WEP keys as 26 hexadecimal digits (0-8, a-f, or A-F).
This radio supports Encryption for all Data Bates.

Applyl 0K | Cancel Restore Defaults

k. Notice that the Drop down box appears next to the Use of Data Encryption by Stations is.
Select Full Encryption from the pull-down menu labeled Use of Data Encryption by Stations is.

I.  Click OK, which returns the bridge to the Security Setup Page.

m. Repeat the same steps on the other bridge.

Note The characters typed for the key contents appear only when typing. After the click Apply or OK, the
key contents cannot be viewed. Select Not set from the Key Size pull-down menu to clear a key.
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WEP Key Setup Example

Key Bridge (Root) Non-Root Device
Slot

Transmit? Key Contents Transmit? Key Contents
1 X 12345678901234567890abcdef - 12345678901234567890abcdef
2 - 09876543210987654321fedcba X 09876543210987654321fedcba
3 - not set - not set
4 - not set - not set

Because the bridge WEP key 1 is selected as the transmit key, WEP key 1 on the other device must
contain the same contents.

Step 7 Retest the connection

Once the wireless bridge link is configured with WEP, ping each PC to test end-to-end connectivity
between the two PCs.

a. Was this successful? If not, what should be checked?

Configure ftp services on PC1 and PC2. Calculate the download performance across the
wireless link.

b. What was the download speed in Mbps? Did WEP have a impact on performance?

c. What other enhancements can be used to improve WEP security?

d. What technology can be used at layer 3 to improve security of the wireless link?
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Step 8 Enable enterprise security

Once WEP is configured correctly, additional measures should be configured to secure the wireless
link. Follow these steps to set up TKIP, MIC and BKR.

Cisco SYSTEMS

BPodl Setup

Cisco 350 Series Bridge 12.03T

Home | Map | Network | Associations | Setup Logs | Help |

Uptime: 03:19:36

Express Setup
Associations
Display Defaults Spanning Tree Port Assignments Advanced
Address Filters Protocol Filters VLAN Service Sets
Event Log
Display Defaults | Ewvent Handlinz | Notifications
Services
Conszole Telnet Boot Server Eouting Name Server
Time Server FTP Web Server SMNLP
Cizco Services Security Accounting Proxy Mobile IP
Network Ports Diagnostics
Ethernet Identification Hardware Filters Advanced
Root Radio Identification Hardware Filters Advanced

a. From the Setup Page, click Root Radio advanced link

Radio Cell Role: |Access Point/Root ;I
=510 for use by Infrastructure Stations (such as Repeaters): I{]

Disallow Infrastructure Stations on anv other SSIDX:
Use Aironet Extensions:

Classify Workgroup Bridges as Network Infrastructure:
Bequire use of Internal Radio Firmware: 5 20U

C yes @ no
& ves T no
# yves T no
& ves T no

Ethernet Encapsulation Transform- IRF{HEME b I
Bridge Spacing (km): IEI
Cuality of Service Setup

If VLANSs are not enabled, set the following three parameters on this page. If VLANs ai
parameters are set independently for each enabled VLAN through VLAN Setup.

MMH vI
CISCO vI
[o (0=off)

Enhanced MIC verification for WEP:
Temporal Key Integrity Protocol
Broadcast WEP K ey rotation interval (sec):
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b. From the Root Radio Advance page, select MMH from the drop down list for the Enhanced MIC
verification for WEP:.

c. Verify the Use Aironet Extensions is selected as yes.

d. Click the Apply button. The wireless link will be lost with the other bridge.

e. Configure the other bridge with the same security setting.

f.  The link should be re-established.

g. From the Root Radio Advance page, select Cisco from the drop down list for the Temporal Key

Integrity Protocol:.
h. Verify the Use Aironet Extensions is selected as yes.
i. Click the Apply button. The wireless link will be lost with the other bridge.
j.  Configure the other bridge with the same security setting.
k. The link should be re-established.
o What attack does TKIP prevent?

e Why do the Aironet extensions have to be used?

I.  From the Root Radio Advance page, select enter a value of 90 seconds as the Broadcast
WEP Key rotation interval.

m. Click the Apply button. The wireless link will be lost with the other bridge.
n. Configure the other bridge with the same security setting.
0. The link should be re-established.

e What attack does BKR prevent?
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Lab 8.5.4.3 BR1310 Configuring Site-to-Site Wireless Link using Enterprise Security

Estimated Time: 45 minutes
Number of Team Members: Students will work in teams of 2.

Objective
Configure a site-to-site bridged network using enterprise security features.
Scenario
A remote location located several miles away requires connectivity to the existing wired network. The

connection can be bridged wirelessly with the use of two BR1310s. The company’s security policy
mandated a minimum of 128 bit WEP security for all wireless connections.

Topology

10.0.1.1/16 10.0.2.1/16
SSID: BR1 ::::::::::: o0 SSID: BR1
Root Bridge Bridge Bridge Non-Root Bridge

Pod1 Pod2

10.0.1.0/16 10.0.2.0/16

= -
PC 1 PC 2
10.0.1.10 10.0.2.10
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Preparation

In this lab, the following will be configured.

Device Name SSID BVI Address
BPod1 BR1 10.0.1.1/16
BPod2 BR1 10.0.2.1/16

Tools and Resources
Each team will require the following:
o Two wired LAN segments that will be bridged together
e Two Cisco BR1310

e PC with FTP server loaded and a file to transfer in the root directory of the FTP server

Step 1 Cable and power the bridge
a. For each bridge, attach 2 rubber duck antennas to the RP-TNC connectors.

b. Connect the power cable to the Power Injector and to a wall receptacle.

Step 2 Connect to the bridge and clear existing configurations
Connect a PC to the bridge power injector’s serial port using a DB-9 to RJ-45 serial cable.
a. Open a terminal emulator.
b. Enter these settings for the connection:
e Bits per second (baud rate): 9600
e Data bits: 8
e Parity: none
e Stop bits: 1
e Flow control: none
c. Press Return to get started
d. Enter privileged mode. Cisco is the default password.

PodP>enable
Password:
PodP#

e. Turn off notification logging to avoid interruptions as you enter commands.

PodP#configure terminal
PodP (config) #logging console 4

f. Erase the configuration with the following commands:

PodP#erase startup-config

Erasing the nvram filesystem will remove all files! Continue?
[confirm] (press Enter)

[OK]

Erase of nvram: complete

PodP# reload
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System configuration has been modified. Save? [yes/no]: N
Proceed with reload? [confirm] (press Enter)

g. After the system reboots, repeat the step to turn off notification logging.
h. Assign an IP address and address mask to the BVI.

PodP (config) #interface bvil
PodP (config-if) #ip address 10.0.P.1 255.255.0.0

i. Configure the PCs.
e PC1 with an IP address of 10.0.1.10/16
e PC2 with an IP address of 10.0.2.10/16

Step 3 Connect to the BR1310 through a web browser

a. Connect an RJ-45 Ethernet cable to the Ethernet port on the bridge Power Injector. Connect
the other end of the Ethernet cable to the wired network.

b. Open a web browser, enter the bridge BVI address http://10.0.P.1, and press Enter.

Step 4 Configure the bridge settings

Configure the following settings from the Express Set-Up page:

Parameter BPod1 BPod2
a. System Name: BPod1 BPod2
b. Configuration Server Protocol: Static IP Static IP
c. IP address: 10.0.1.1 10.0.2.1
d. Subnet Mask: 255.255.0.0  255.255.0.0
e. Default Gateway: 10.0.1.254 10.0.1.254
f.  Role in Radio Network: Root Non-Root
g. Click Apply to save these changes.
h. Navigate to the Express Security page and configure the SSID: BR1

Verify the settings on both bridges. Navigate to the Association page to confirm that the
bridges have associated.
Step 5 Test the connection

Verify client PCs are configured with the appropriate IP address. The only wireless devices in this
topology will be the two wireless multi-function bridges used for the point-to-point connection.

a. Once the wireless bridge link is configured properly, ping from PC1 to BPod2. Then ping
from PC1 to PC2.

b. If these pings are not successful, troubleshoot as necessary.
c. Testlayer 7 connectivity by browsing from PC1 to BPod2.

d. Configure FTP or Web services on PC1 and PC2. Transfer a file from PC1 to PC2 and vice
versa. Observe the download performance across the wireless link.

e. What was the download speed in Mbps?
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Step 6 Configure static WEP on both bridges
Follow these steps to set up WEP keys and enable WEP:

a. From the Security: Encryption Manager page, click the radio button next to WEP
Encryption and select Mandatory from the drop down list.

b. Select the radio button for Encryption Key 1 in the Transmit Key column. Make sure that
drop down list has 128-bit selected for Key Size.

c. Click in the Encryption Key field and enter a WEP key. For a 128-bit encryption, the key will
need to be 26 hexadecimal characters in length. Only the numbers 0-9 and the letters A-F
can be used.

d. Record the key below.

e. Click Apply to save the WEP Key.

f. Repeat the same steps on the other bridge.

Security: Encryption Manager

Encryption Modes

" Hone

* WEP Encryption IMandatnry vI

Cizco Compliant TKIFP Features: [T Enable MIC

;Enahle Fer Packet Keying

T Cipher WEP 128 bit .

Encryption Keys

Transmit Key Encryption Key (Hexadecimal) Hey Size

Encryption Key 1: @ [ [128bit =]
Encryption Key 3: 'e [ [128bit =]

Encryption Key 2:

Encryption Key 4:

Step 7 Retest the connection

From either bridge, navigate to the Association page to view the status of the wireless link. If the
bridges do not associate, troubleshoot the static WEP configuration.

a. Once the wireless bridge link is functional, ping from PC1 to PC2 to test end-to-end
connectivity.
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b. Repeat the FTP download process from PC1 to PC2. Observe the download performance
across the wireless link.

c. What was the download speed in Mbps? Did WEP have an impact on performance?

Step 8 Enable enterprise security

Once WEP is configured correctly, additional measures should be configured to secure the wireless
link. Follow these steps to set up Per Packet Keying and MIC.

a. From the Encryption Manager page, select the check boxes for the Cisco Compliant TKIP
features.

b. Click the Apply button. The wireless link will be lost with the other bridge.

c. Configure the other bridge with the same security setting.

The link should be re-established.

d.
Security: Encryption Manager

Encryption Modes

" None

" Cipher

* WEP Encryption IMandatDry vI

Cisco Cornpliant TKIP Features: ¥ Enable MIC ¥ Enable Per Packet Keying

WER 128 hit

[

e. What attack does TKIP prevent?

f. View the Security Summary via the web browser for an overview of the security settings.
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Username

Read-Only Read-Write

Cisco

851D

VLAN

v

Open Shared Network EAP

BR1

Encryption Mode

none

WEP

no addition

Cipher Key

MIC | PPK

WEP-Mandatory

TKIP | WEP4Dbit | WEP128bit | CKIP | cmic | Rotation

345-429 Fundamentals of Wireless LANs v 1.2 — Lab 8.5.4.3 Copyright © 2003, Cisco Systems, Inc.



Cisco SvsTems

L]

—_— e

Lab 8.6.2 Configure VLANs on the AP

Estimated Time: 40 minutes
Number of Team Members: Students will work in teams of two.

Objective
The student will extend VLANs into a WLAN.

Scenario

VLANSs can be extended into a WLAN by adding IEEE 802.11Q tag awareness to the AP. Frames
destined for different VLANSs are transmitted by the AP wirelessly on different SSIDs with different
WEP keys. Only the clients associated with that VLAN receive those packets. Conversely, packets
coming from a client associated with a certain VLAN are 802.11Q tagged before they are forwarded
onto the wired network.

The basic wireless components of a VLAN consist of an AP and a client associated to it using
wireless technology. The AP is physically connected through a trunk port to the network VLAN switch
on which the VLAN is configured. The physical connection to the VLAN switch is through the AP
Ethernet port. A router is also necessary to route between the different VLANs. Up to 16 SSIDs can
be configured on the AP, hence 16 VLANSs are supported. Configuring the AP to support VLANs is a
three-step process:

1. Create SSIDs and assign authentication settings to SSIDs.
2. Assign SSIDs to VLANs and enable the VLAN on the radio and Ethernet ports.

Topology

PODP

\AMW! ﬁ10,0_p_1324
VLAN101 g
vaies VI.AN102 E 10.0.P.0/24 |

VLAN103
guest

(]
PC1

10.0.P.10/24
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Preparation

1 PodP management 10 Network EAP Shared 1 10.0.P.1/24
voice 101 Network EAP Open 101
data 102 102
guest 103 103

Reset the AP to the default configuration.

Tools and Resources
Each team will need:
e 1AP
e 2 PCs orlaptop

e Console cable

Additional Materials

http://www.cisco.com/en/US/products/hw/wireless/ps430/products installation _and configuration gu
ide book09186a0080147d69.html

Step 1 Configure the System Name and BVI address

Hostname ap ap uptime is 41 minutes

EXPRESS SET-UP

System Name: |F’ud1

MAC Address: 000bfd4a 700c

Configuration Server Protocol: " DHCP & Static IP

IP Address: 10.0.1.1

IP Subnet Mask: [255.255.255.0

Default Gateway: 0.0.0.0

SNMP Community: |defauItCnmmunity
 Read-Only ¢ Read-Write

From the EXPRESS SET-UP page, configure the System Name and BVI address.
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Step 2 Define the SSIDs and Authentication Type

Cisco 1200 Access Point

RADIO0-802.11B

RADIO1-802 11A

Hostname ap ap uptime is 26 minutes

Security : 551D Manager - Radio0-802.11B

SECURITY 551D Properties
Admin Access .
SSID Manager Current SSID List
Encryption Manager SSID: I\
Server Manager data
Local RADIUS Server guest VLAN: <NONE> [+ Define VLANS
Advanced Security voice
Delete-Radiol
Authentication Methods Accepted:
Delete-All
V¥ Open Authentication: [<NO ADDITION> =
™ Shared Authentication: |< NO ADDITION> ;l

I~ Metwork EAP: <NOADDITION » -

Authenticated Key Management:

& None " CCKM: [Mandatory ' WPA- |Optional _x
WPA Pre-shared Key: & ASCI © Hexadecimal

EAP Client (optional):

Username: Password:

Association Limit (optional): (1-258)
™ Enable Proxy Mobile IP

™ Enable Accounting

Apply-Radiol Apply-All | Cancel |

From the SECURITY>SSID Manager page, configure the 802.11b radio management, voice, data,
and guest SSIDs, and authentication type according to the Preparation table.

a. Enter the management SSID in the SSID: box.
b. Select the authentication method.
c. Click Apply.
d. Repeat the steps for the voice, data, and guest SSIDs.
1. Why is VLAN ID 10 used for the management VLAN instead of VLAN ID 1?
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Step 3 Define the VLANs

Cisco 1200 Access Point

Hostname ap

Global VLAN Properties

ap uptime is 18 minutes

Services: VLAN

SERVICES Current Native VLAN: ~ VLAN 10
Telnet/ssH
Assigned VLANs
Hot Standby
sl Current VLAN List Create VLAN
DN
Filters
HTTP VLAN ID: | (1-4095)
Proxy Mobile IP VLAN 102
QoS VLAN 103 " MNative VLAN
SMNMP - -
Delete " Enable Public Secure Packet Forwardin
NTP _I 9
VLAN " Radio0-802.11B

SSID: | <NONE > -

" Radio1-802.11A

SSID: |<NONE> =

Define SEID

Define SEID

Apply | Cancel

VLAN Information

View Information for: | VLAN 10 =

From the SERVICES>VLAN page, configure the 802.11b radio for management, voice, data, and
guest VLANs according to the Preparation table.

a. Enter VLAN ID 70 in the VLAN ID: box. Since this is the management VLAN, check the Native
VLAN box. Also, check the Radio0-802.11B.

b. Choose the management SSID from the SSID drop down box.
Click Apply.
Repeat the steps for the voice, data, and guest VLANSs.

Step 4 Verify the Configuration through GUI

Cisco 1200 Access Point

Hostname PodP

PodP uptime is 58 minutes

Security Summary

Administrators
SECURITY U Read-Only Read-Write

Admin Access X

SSID Manager Cisco 4

EIEEIRT RS Radio0-802.11B SSIDs

Server Manager

Local RADIUS Server SSID VLAN Open Shared Network EAP

Advanced Security data 102 e
guest 103 v
management 10 v
voice 101 v
Radio1-802.11A SSIDs
SSID VLAN Open Shared Network EAP

From the SECURITY home page
a. Verify the VLAN configuration through the GUI
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Step 5 Verify the Configuration through the 10S CLI

Telnet or Console into the AP.

a.

PodP#show run

Verify the configuration through 10S CLI.

Building configuration...

Current configuration : 3167 bytes

|
version 12.2
no service pad

service timestamps debug datetime msec

service timestamps

log datetime msec

service password-encryption

hostname PodP
|

enable secret 5 $1$SN46PSWIEDL.bK3xvfZ1XgDmRXDZ1

username Cisco password 7 01300F175804

ip subnet-zero
!

!

bridge irb

|

interface DotllRadioO

no ip address
no ip route-cache
|
ssid data
vlan 102
authentication
|
ssid guest
vlan 103
authentication
|
ssid management
vlan 10
authentication
|
ssid voice
vlan 101

authentication
|

network-eap eap methods

open

network-eap eap methods

shared

speed basic-1.0 basic-2.0 basic-5.5 basic-11.0

rts threshold 2312

station-role root
|

interface DotllRadio0.10
encapsulation dotlQ 10 native

no ip route-cache
bridge-group 1

bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source

no bridge-group 1
no bridge-group 1

source-learning
unicast-flooding
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bridge-group 1 spanning-disabled
|
interface DotllRadio0.101
encapsulation dotlQ 101
no ip route-cache
bridge-group 101
bridge-group 101 subscriber-loop-control
bridge-group 101 block-unknown-source
no bridge-group 101 source-learning
no bridge-group 101 unicast-flooding
bridge-group 101 spanning-disabled
|
interface DotllRadio0.102
encapsulation dotlQ 102
no ip route-cache
bridge-group 102
bridge-group 102 subscriber-loop-control
bridge-group 102 block-unknown-source
no bridge-group 102 source-learning
no bridge-group 102 unicast-flooding
bridge-group 102 spanning-disabled
|
interface DotllRadio0.103
encapsulation dotlQ 103
no ip route-cache
bridge-group 103
bridge-group 103 subscriber-loop-control
bridge-group 103 block-unknown-source
no bridge-group 103 source-learning
no bridge-group 103 unicast-flooding
bridge-group 103 spanning-disabled
|
interface DotllRadiol
no ip address
no ip route-cache
speed basic-6.0 9.0 basic-12.0 18.0 basic-24.0 36.0 48.0 54.0
rts threshold 2312
station-role root
bridge-group 1
bridge-group 1 subscriber-loop-control
bridge-group 1 block-unknown-source
no bridge-group 1 source-learning
no bridge-group 1 unicast-flooding
bridge-group 1 spanning-disabled
|
interface FastEthernetO
no ip address
no ip route-cache
duplex auto
speed auto
I
interface FastEthernet0.10
encapsulation dotlQ 10 native
no ip route-cache
bridge-group 1
no bridge-group 1 source-learning
bridge-group 1 spanning-disabled
|
interface FastEthernet0.101
encapsulation dotlQ 101
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no ip route-cache

bridge-group 101

no bridge-group 101 source-learning
bridge-group 101 spanning-disabled
|
interface FastEthernet0.102
encapsulation dotlQ 102

no ip route-cache

bridge-group 102

no bridge-group 102 source-learning
bridge-group 102 spanning-disabled
|

interface FastEthernet0.103
encapsulation dotlQ 103

no ip route-cache

bridge-group 103

no bridge-group 103 source-learning
bridge-group 103 spanning-disabled
|

interface BVIL

ip address 10.0.P.1 255.255.255.0
no ip route-cache

|

ip http server

ip http help-path http://www.cisco.com/warp/public/779/smbiz/

prodconfig/help/eag/ivory/1100
bridge 1 route ip
|
!
line con O
line vty 0 4
login local
line vty 5 15
login
|

end

PodP#

Step 6 Configure PCs and connect to the AP

a. Now configure 2 wireless PCs.

e PC 1 with Open Authentication with a SSID of guest
e PC2 with Shared Authentication with a SSID of voice
b. Verify the connection through the ASSOCIATION page.

Note

Cisco recommends not using shared keys due to inherent security flaws with the technology
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Step 7 Configure 802.11a VLANSs (optional)

Cisco 1200 Access Point

Hostname PodP PodP uptime is 1 hour, 15 minutes
Security Summary
Administrators

SECURITY Username Read Only Read Write

Admin Access )

351D Manager — v

Encryption Manager Radio-802.118 SSIDs

Server Manager

Local RADIUS Server A LA e o e

Advanced Security data de v

guest 103 v

management 10 v

voice 101 v

Radio1-802.11A SSIDs

5SID VLAN Open Shared Network EAP

data 102 s

quest 103 v

management 10 '

voice 101 "4

Now create the SSIDs for the 802.11a radio and apply to the existing VLANSs .
Verify the settings afterwards through the SECURITY home page.
Verify the setting through 10S CLI.

Return to Step 6 and configure 2 802.11a clients. Verify the connections.

®© 2 6 T o

Save the configuration to a text file.

Step 7 Configure 802.11a VLANSs through IOS CLI (Optional Challenge)
From the |IOS CLI:
a. Erase the existing startup configuration and reload the AP.
b. Configure the SSIDs and VLANSs for the 802.11b radio.
c. Verify the configuration by comparing to Step 5.
d. Configure the SSIDs and VLANSs for the 802.11a radio.
e

Compare to the text file saved from Step 6d.

Step 7 Configure PCs and connect to the AP

a. Now configure 2 wireless PCs for the guest VLAN (Client and TCP/IP setting).
Can the PCs ping each other?

b. Now change the PC2 to the Voice VLAN.
Hint: Remember this VLAN has WEP Mandatory.
Can the PCs ping each other?

c. Finally, change the PC1 to the Voice VLAN.
Can the PCs ping each other?

e PC 1 with Open Authentication with a SSID of guest
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e PC2 with Shared Authentication with a SSID of voice
e. Verify the connection through the ASSOCIATION page.

Note Cisco recommends not using shared keys due to inherent security flaws with the technology

Step 8 Configure 802.11a VLANSs (Optional)

Cisco 1200 Access Point

Hostname PodP PodP uptime is 1 hour, 15 minutes
Security Summary
Administrators
SECURITY Username Read-Only SR
Admin Access )
SSID Manager — v
Encryption Manager Radio0-802.118 $SIDs
Server Manager
Local RADIUS Server SR b e o e
Advanced Security data d Y
guest 103 v
management o v
voice 101 v

Radio1-802.11A SSIDs

SSID VLAN Open Shared Network EAP

data 102 s

quest 103 v

management 10 '

voice 101 "4

Now create the SSIDs for the 802.11a radio and apply to the existing VLANSs.
Verify the settings afterwards through the SECURITY home page.
Verify the setting through 10S CLI.

Return to Step 6 and configure 2 802.11a clients. Verify the connections.

® 2 6o T o

Save the configuration to a text file.

Step 9 Trunk AP to AP (Optional Challenge)
In this optional step, create a trunk between Pod APs through one of the following methods:

e On a802.1q enabled switch, connect each APs to a switch with 802.1q trunking enabled on
the port connecting each AP.

e Use a crossover cable between both APs

Change the BVI address to a 16 bit mask.

Configure the IP addresses on the wireless PCs with a 16 bit mask
Test connectivity between the PCs in VLAN 103.

Attempt to connect to the BVI address from the wireless PCs located in VLAN 103. Notice there
is no connectivity between VLANSs, only within VLANS.

o o T

e. Configure LEAP authentication for the data VLAN and test connectivity between pods PCs which
are connecting through Data profiles.

f.  Notice that there in no connectivity between VLANSs. If time permits, configure a “router on a
stick” to route between the VLANSs. If using an enterprise 3550 or routing capable switch, inter
VLAN routing can be configured without using a router.
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Step 10 Configure 802.11a VLANs through I0S CLI (Optional Challenge)
From the IOS CLI:

a
b
c.
d
e
f.

Erase the existing startup configuration and reload the AP.
Configure the SSIDs and VLANSs for the 802.11b radio
Verify the configuration by comparing to Step 5

Configure the SSIDs and VLANSs for the 802.11a radio.
Compare to the text file saved from Step 6d.

Return to Step 6.
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Lab 9.3.9 WLAN Design

Estimated Time: The time needed for this lab may vary

Number of Team Members: Students will work individually or in small groups.

Objective

In this lab, students will identify various applications of wireless local area networks (WLANs). The
student will then choose one application and detail a WLAN design for it. The detailed design should
utilize all of the following to present their findings:

e Drawings

e Configurations
e Topologies

e |Issues

e Advantages

e Disadvantages
e Challenges

¢ Any other useful information

Scenario
The four main design requirements for a WLAN solution are as follows:
e It must have high availability
e It must be scalable
e |t must be manageable
e |t must be an open architecture allowing integration with third-party equipment
Along with the design requirements there are a few WLAN design basics:
e Same principles apply to all WLAN designs
e Get to know the customer and the customer’s needs

e Design the WLAN to meet those needs

Preparation

The student will read and understand the material presented in FWL Module 9 prior to the lab.

Tools and resources
The following tools and resources will be helpful with this lab:
e Online Internet Research
e Industry Site Visits or contacts

e Trade Journals
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Step 1

Step 2

Customer industry

Identify the customer’s industry that the team will design the Wireless LAN application for. Some

common industries are listed below:
e Retailing
e Warehousing
e Healthcare
e Hotel/Hospitality
e Education
e Wireless Office
e Transportation
e Government and Military
e Internet Service Provider

Provide a brief summary of the business.

Data collection

When dealing with data collection, consider the following questions:

What are the needs of the customer?
What applications will be used over the WLAN?

What bandwidth do these applications require?

Notes:
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Step 3 Load and coverage
The following questions should be answered when dealing with load and coverage:
What is the total number of potential wireless clients on the network?
How big of an area has to be covered by the wireless LAN?

A diagram or sketch of the coverage area is required with this section.

Notes:

Step 4 Bandwidth and throughput
The following should be dealt with in regards to bandwidth and throughput:
What actual bandwidth speed is required by the wireless networking application used?
How will this bandwidth requirement be achieved with the chosen AP configuration?
Cell size
Channels
Data rate settings
High speed technologies like 802.11a or 802.11g

Note this information on the diagram.

Notes:

Step 5 Mobile users
When dealing with WLANSs the demands of mobile users must be considered:
Will the users need to roam about the coverage area?
Will they require seamless roaming?

What kind of design can be used in the topology to accomplish these objectives?
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Notes:

Step 6 Power consumption

What kind of power settings will be used on the wireless clients to conserve power when and if they
need to be mobile and roam about the facility?

Notes:

Step 7 Interference

The following steps must be taken when dealing with potential interference to the WLAN:

Identify the typical sources of RF interference for the type of industry that the WLAN application is
being designed for.

Locate each type of RF interference and note a possible option or solution for this type of
interference.

Note the sources of RF interference on the diagram.
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Step 8 Encryption

Encryption must also be considered depending on the client and the industry the WLAN is being
designed for:

What are the data security and privacy requirements of the customer?

What methods will be used to ensure their privacy and security requirements for the wireless LAN?
No encryption

40 bit encryption

128 bit encryption

Note the advantages and disadvantages of each.

Step 9 Fire code and safety

What are the fire and safety risks usually associated with the industry coverage area that has been
chosen? List each risk and identify the available options and solutions for each of them.

Notes:
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Lab 9.5.5 Link Status Meter and Preferences

Estimated Time: 5 minutes
Number of Team Members: Students will work in teams of two.

Objective

In this lab, students will operate the Link Status Meter (LSM) utility for the wireless client adapter.
Students will then learn how to set the Preferences options for the Aironet Client Utilities (ACU).

Scenario

This section explains how to use the LSM uitility to determine the performance of the radio frequency
(RF) link between the client adapter and its associated AP.

The second section explains how to set optional Preferences for the Aironet Client Utility.

Preparation
The student will read and understand the material presented in FWL Module 9 prior to the lab.

Tools and Resources
The following tools and resources will help with this lab:
e Cisco Aironet AP properly operating and configured
o PC or laptop with a Cisco Aironet Wireless client adapter and utility properly installed

Link Status Meter - [infrastrocture] . ﬁl

Signal Strength = 18%

—

Signal Quality = 70%

- e
Link Gualty to Access Point APS
1?2_25.5.151 MAC Address O0:0BAEBECAE2 iz
RF link Quality —
| Hep |
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Step 1

Link Status Meter
Use the Link Status Meter to determine the signal strength.

Open the Aironet Client Utility screen.

Click on the Link Status Meter button. The Link Status Meter screen appears.

Data pertaining to the performance of the RF link can be accessed from ACU and LSM. However,
they are displayed differently by each utility. This data is represented by histograms in ACU and is

depicted graphically in LSM.

The Link Status Meter screen provides a graphical display of the following:

¢ Signal strength— The strength of the radio signal from the client adapter at the time
packets are being received. It is displayed as a percentage along the vertical axis.

¢ Signal quality— The quality of the radio signal from the client adapter at the time packets
are being received. It is displayed as a percentage along the horizontal axis.

1. What is the signal strength of the PC to the AP (%)?

2. What is the signal quality of the PC to the AP (%)?

3. What is the quality of the overall RF link?

Aironet Client Utility Preferences

Sereen Updale Timer [seconds bebween updabes) |i

LT R T Tt R R T T |

Sl
1 =]

Fasten

| T Display Seconds on Clack

Signal Smangth Display Units:—
* Percent
" dBm

o

[ Alow Moa-dadministabor Ussis b save prolies to the regisiy

[~ Link Status Mete Optiors:
v Shew Histaty

Diefauls | ok |

Cancel Help
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Step 2 ACU preferences
Open the ACU Screen.
Click on the Preference button on the ACU screen.

a. What units are the signal strength and signal quality expressed in?

Click on the Percent or the dBm option to change the Signal Strength Display Units. Choose the
opposite of whatever the current setting is.

Click the OK button to save the changes.

Click on the Site Survey button on the ACU screen.

b. What units are the signal strength and signal quality expressed in now?

Click on the Preference button and change the Preferences to the settings preferred.

Click the OK button to save the changes.
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Lab 9.6.2 Using the Bridge Range Calculation Utility

Estimated Time: 15 minutes
Number of Team Members: Students will work in teams of two or individually

Objective

The student will learn how to use the Cisco Bridge Range Calculation Utility to determine bridge
distances based on the following:

e Type of bridge

e Antenna
e Cables
e Splitter

e Other applicable wireless connectors

Scenario

Cisco makes it easy to calculate bridge distances by using the Cisco distance calculations
spreadsheet that is available from the Cisco Web site.

These values are for line-of-sight and provide a 10dB fade margin, which helps assure that the
calculations will work.

Preparation
The student should download the Cisco Bridge Range Calculation Utility at the following link:

http://www.cisco.com/application/vnd.ms-
excel/en/us/guest/products/ps458/c1225/ccmigration 09186a00800a912a.xls
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Tools and resources

Outdoor Bridge
Range Calculation Utility

for

FCC, ISTC and other similar approvals areas
and

ETSI and similar (max +20dBm EIRP) areas.

Directions for use.

1. Select the proper page based upon your approvals for installation locations.

2. Select Product Being used for both sides of the link.

. Select Datarate being used

. Select power setting (if applicable) for both sides of the link (ETSI Calculation only)

5. Select antenna used oin each side . If using something other than Cisco/Aironet antennas, enter the gain
factor in dBi.

6. Select cables being used on each side. If using something other than Aironet cable, enter the loss/100 ft

7. REMEMBER These are THEORETICAL calculations.
Cisco Svsrems

8. LINE OF SITE IS REQUIRED!

=

®
EMPOWERING THE
B} WWW.CISCO.Com INTERNET GENERATION™ -
Address [&] http: v cisco.comjwarp]public/ecjpd]witcjao340ap/praditfobre _in.xs | e
Links “¥? My Yahoo! 7 Yahoo! Mal “¥7 Yahoo! News “¥7 Vahoo! g']Custnmizz Links .@Freaﬂotmai Q)Real()nePlaysr @Mndm;medm Qwhchws
A2 | = For Cisco Aironet 2.4GHz Outdoor Links ONLY
[ n [ B | | D [ E [ F [ G [ H [ x T v [ Z [ A

N =

Ciseo SysTems Cisco Systems
For Cisco Aironet 2.4GHz Outdoor Links ONLY |

2l Models Supported- Cisco Aironet BR350, BR340, BR500, WGB350, WGB340, PCI350 and PCI340

Fl

5 |Regulatory Domain——> [ nouh amercalFoc +]  Selectihis from Power Regulatory Damain page

]

7 Site 1 Site 2

8

8 Select Product #1 > | AIR-BRI50 'I Select Product #2 > AIR-BRI50 -

10

11 Select Power level-—-—--—-> [y - Select Power level-——-.- > 100 =

12

13 Select Datarate - > [rees =

14

15 Select Antenna 1 here--—> | 1548 vagi -I Select Antenna 2 Here----> 13548 Yagi -

16

17 |For other Antenna- Enter Gain Here-> [ 6] For other Antenna. Enter GainHere—> [ 6]
18

;g Select Cable 1--—---> 100t ILTRA LOW loss ,I Select Cable 2 > 'm
21 [For "OTHER' Cable For *OTHER® Cable

22 [Enter Cable Loss/100 ft here Enter Cable Loss/100 ft here > 4.4
23 [Enter in Length Here---- Enter in Length Here-- > 100
24

25 |Effective Isotrpoic Radiated Power--> Effective Isotrpoic Radiated Power-..> 29.1
26

27

28

29 |Max Distance (w/ 10dB Fade Margin)----------- > Miles 4.6 Kilometers
20

31 [Earth Bulge at above distance-----——— > 5 feet 1.5 Meters
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Step 1 Use the Cisco bridge range calculation worksheet

a. Download, Install and Open the bridge range calculation utility.

b. Select the product line being used. If using APs outdoors, the same procedures can be followed.
Next select the proper antenna for both sites:

d. For other non-Cisco antennas, enter the gain in dBi. If the gain is provided in dBd, simply add
2.14 to the number to convert to dBi.

e. Then select the cable used on both sites.

¢ If using something other than standard Cisco antennas, enter in the length and cable
loss per 100 ft. in the appropriate place. For Cisco cables this is 6.7dB /100 feet at
2.4Ghz.

o If a different cable is being used, contact the cable vendor for this information.
f.  Add any other losses due to splitters, connectors and so forth into the misc. column.
g. The figure example uses the following:

e 20dBm, or 2.4 GHz, for the transmitter power

e -13.5 dBiyagis antennas

e 2 cables of 20 feet each

i |Select Antenna 1 here---—-> | 1sqaivagi | Select Antenna 2 Here--—-> | jasaivag -]

|

' For other Antenna. Enter Gain Here-> [ 6] For other Antenna. Enter Gain Here...>
i

| Select Cable 1> ——————— Select Cable 2> [ownraiovies =]

)

For "OTHER' Cable For "OTHER' Cable

! Enter Cable Loss/100 ft here-——> [ 44] Enter Cable Loss/100ft hete > [X
| Enter in Length Here———— > [ 100] Enter in Length Here- > 100
|

i Effective Isotrpoic Radiated Power > Effective Isotrpoic Radiated Power >

[}

i

i |Max Distance (w/ 10dB Fade Margin)-—-—--- Lo MHes. 4.6 kilometers

i e

The Bridge range calculation tool gives a maximum distance of approximately 2.8 miles.

a. What is the maximum distance when changing the data rate to 5.5Mbps?

b. What is the maximum distance when changing the data rate to 2Mbps?

c. What is the maximum distance when changing the data rate to 1Mbps?

d. What is an easy way to extend the maximum distance while using the same power settings and
antenna?
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Lab 10.2.7.1 Site Survey Active Mode

Estimated Time: 20 minutes

Number of Team Members: Students will work in teams of two.

Objective
In this lab, the student will determine the best placement and coverage, or overlap, for the wireless
APs. This will be done through the use of the wireless client adapter site survey utility.
Scenario
A site survey provides detailed information about all of the following:
e Where the APs are to be located
¢ How they will be mounted
o How they will be connected to the network
o Where any cabling or power may need to be installed

The Aironet Client Utility (ACU) site survey tool operates at the radio frequency (RF) level and is
used to determine the best placement and coverage, or overlap, for APs.

During the site survey, the current status of the network is read from the client adapter and displayed
four times per second so network performance can be accurately gauged.

The feedback received can help to eliminate areas with low RF signal levels that can result in a loss
of connection between the client adapter and its associated AP.

The site survey tool can be operated in two modes:

o Passive Mode — This is the default site survey mode. It does not initiate any RF network
traffic. It simply listens to the traffic that the client adapter hears and displays the results.

o Active Mode — This mode causes the client adapter to actively send or receive low-level RF
packets to or from its associated AP. It then provides information on the success rate. It also
allows parameters to be set governing how the site survey is performed.

Preparation
The student will read and understand the material presented in FWL Chapter 10 prior to the lab.

e Perform the site survey when the RF link is functioning with all other systems and noise
sources operational.

e Execute the site survey entirely from the mobile station.
¢ When using the active mode, conduct the site survey with all variables set to operational
values.
Tools and resources
The following tools and resources will be helpful with this lab:
e An AP with a valid IP address

o PC or laptop with a client adapter and client utilities installed
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Step 1 Using Active Mode

Follow the steps below to activate the site survey active mode and obtain current information about
the ability of the client adapter to transmit and receive RF packets.

Site Survey - 350 Series - Passive Mode - [home2 k1

From the Client Utility Site Survey Passive Mode screen click the Setup button. The Site Survey
Active Mode Setup screen looks like the example below.
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Site Survey Active Mode Setup

) |

Step 2 Using Passive Mode

After setting any parameters, click OK to save the settings. The Site Survey Passive Mode screen
appears.

Note the information on the Passive Mode screen:
1. What is the signal strength?

2. What is the signal quality?

3. What is the link speed?

4. What is the overall link quality?
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Step 3 Run Site Survey test

Site Survey - 350 Series - Passive Mode - [home2JE1

Click the Start button to run the site survey test.
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Site Survey - 350 Series - Active

Signal Strength Signal Quality

Link Speed 11 Mbps

Overall Link Quality Excellent
Associated Access Point ap
Access Point IP Address 10.011
Channel (Frequency) 11 (2462 MHz)
Percent Complete 3%
Percent Successful _ﬂm
Lost to Target 0
Lostto Source 2
Restart Card | Setup | Stop (] 4 | Cancel |

Help

The Site Survey Active Mode screen appears.
Position the Laptop PC in various locations relative to the AP.
Note the changes in the indicator field values listed below:

a. What is the signal strength?

b. What is the signal quality?

c. Whatis the link speed?

d. What is the overall link quality?

e. How many packets were lost to target?

f. How many packets were lost to source?
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Site Survey - 350 Series - Passive Mod X
Signal Strength Signal Quality

1002 100%

Link Speed 11 Mbps

Overall Link Quality Excellent
Associated Access Point ap
Access Point IP Address 10.0141
Channel (Frequency) 11 (2462 MHz)

Percent Complete
Percent Successful M

Lost to Target 0
Lost to Source 100

Restart Card | Setup | Start | (] 4 I Cancel | Help

When the Stop button is clicked or the Percent Complete reaches 100%, the active mode changes
back to the passive mode.

Click OK or Cancel to exit the site survey application.
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Lab 10.2.7.2 Survey the Facility

Estimated Time: Actual time will vary depending on the size of the site.

Number of Team Members: Students will work in teams of two.

Objective

In this lab, students will perform a site survey of an assigned location. Students should include all of
the following in site survey results:

e Channel selections
e Datarates

e Antenna selection

Scenario
A site survey provides detailed information about the following:
o Where the APs are to be located
e How they will be mounted
o How they will be connected to the network
¢ Where any cabling or power may need to be installed

By providing the customer with a detailed site survey report, the IT manager can turn the
necessary portions over to a local contractor. The contractor can then install the network cabling
and power cabling that may be needed to provide the wireless local-area network (WLAN)
connectivity to the network.

e —" e TS —
R
— — AP 5
AP1
AP 3 Channel 6
Channel 1
‘\_’\/_ Channel 1
e R
AP 4 o
AP 2 Chann AP G
Channel 6 Channel 11
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Preparation

The student should perform all of the following in preparation for this lab:

Read through the lab prior to conducting the site survey.

Perform the site survey when the RF link is functioning with all other systems and noise
sources operational.

Execute the site survey entirely from the mobile station.

Conduct the site survey with all variables set to operational values for use in the active
mode.

Obtain a site map and permission to use the areas that are to be surveyed in advance.

Tools and resources

The following tools and resources will be helpful with this lab:

An AP with a valid IP address.
A PC with a client adapter and client utilities installed.
A site map of the area you are surveying.

An optional site survey kit for performing the site survey at an extended site other than the
classroom.
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Step 1 Begin the site survey in a corner of the facility

The easiest way to start a site survey is to pick one area of the facility that needs coverage. Choose
a corner and place the AP in that corner. Survey the coverage of that AP and make a note of where
the furthest point of coverage is from it. Then move the AP to the furthest coverage point.

Note If the AP is placed in the corner, as much as 75 percent of your coverage cell might be wasted
covering an area outside the building that does not need coverage.

Sketch the actual site below which is surveyed. Indicate where the AP is located. Draw the pattern
of coverage.
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Step 2 Plan for overlap

— % =
l E—
T [
I Iﬁ‘i
—] —
L

Once the AP has been moved, survey its coverage. It may be necessary to move the AP several
times in order to find the best placement.

Once the best location for that AP has been decided on, move to a different corner of the facility and
repeat the process. In a more advanced survey, repeating the process four times might only provide
coverage around the perimeter of the facility.

Now fill in the holes in coverage. This is where experience and judgment will come into play. Some
engineers might elect to survey the perimeter and then fill in the center. Remember, if seamless
coverage is needed, the coverage cells must overlap. For a standard survey, 15 percent overlap is
usually sufficient to provide for smooth, transparent handoffs.

Sketch the actual site below which is surveyed. Indicate where the APs will be located. Draw the
patterns of coverage.
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Step 3 Survey from the middle

L

Survey the first two areas and fill in the middle
Another approach is to survey the first two APs and find the coverage areas.

Place an AP at the edge of the first AP cell, survey the coverage, and then move the AP out further
to utilize its entire cell. This allows the size of the cell to be roughly judged. Then survey the new
location to determine feasibility and adjust as necessary.

Once the AP location has been decided, continue this process until the entire facility is covered.
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Step 4 Channel selection
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When surveying, take into account the fact that there are only three non-overlapping channels when
using 802.11b and 802.11g. In order to maximize the data rate, use these channels. Using the non-
overlapping channels insures that the APs will not interfere with each other.

As the WLAN is being designed, survey using the channel that the AP is intended to operate on. Part
of the surveying duties is to test for interference. If every AP is surveyed using the same channel,
andnot the actual channel the AP will be using, it will be difficult to verify that no interference exists
on the channel that the AP will actually be using.

Sketch the actual site below which is surveyed. Indicate where the APs will be located and the
channels to be used. Draw the patterns of coverage.
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Step 5 Survey the data rates

Surveyed at 2Mb Surveyed at 5.5Mb

Once the minimum data rate that the customer will be using has been determined, survey at that
data rate. The data rate that is chosen will drastically affect the results of the site survey. In the
example in the figure, the same area is surveyed at two different data rates. If the survey is done at
2Mb it takes six APs to cover the facility. If the survey is done at 5.5Mb it might take twelve APs to

cover the facility.
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Step 6 Antenna choice, power level and cell size

The student may elect to use a different antenna to obtain more coverage from the APs, use smaller
antennas and add more APs. Another possibility is changing the power levels on one or more of the
APs to change the size of the coverage cell or cells. Finally, the student may elect to use a
combination of these options to get the coverage they need.
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Lab 10.3.6 Mounting and Installation

Estimated Time: Actual times will vary depending on the amount of supplies and tools.

Number of Team Members: Students will work in teams of two.

Objective
The objective of this lab is to explore wireless installation options and methods for:
e BR350
e AP1200

Scenario
Proper installation techniques are required to complete a safe and professional installation. Students
should demonstrate proficiency using drywall or concrete anchors and wood screws. Proper routing
and anchoring of Ethernet cables can be covered as well.
Tools and resources
The following are required
e Cordless Drill and screwdriver
e 1200 AP
e 1200 AP mounting Brackets
e BR350 Mounting Kit
e Tie Wraps
e Wood Blocks
e Available flat surface and drop ceiling for practice mounting

e Ceiling enclosure (optional)

Additional resources

http://www.chatsworth.com/zone/wireless.htm

http://www.nema-enclosures.cc/

http://www.nema.org/index nema.cfm/606/

http://ulstandardsinfonet.ul.com/scopes/2043.html
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CAUTION Always consult the instructor before drilling in any surface.

CAUTION Never drill additional holes in antennas, APs, or bridges as this will void the warranty
CAUTION Make sure any electrical power is turned off

CAUTION Always have a person hold the ladder when in use.

CAUTION Always create a buffer zone with bright markers or cones

Step 1 AP Installation mounting on surface
The 1200 AP can be mounted on the following surfaces:
e Horizontal or vertical flat surfaces, such as walls or ceilings
e  Suspended ceilings

The 1200 AP meets Underwriters Laboratories (UL) 2043 certification, and has an extended
operating temperature of (-20 to 55°C or -4 to 131°F). Keep this in mind when deciding where to
mount the AP.

The AP ships with a detachable mounting bracket and the necessary mounting hardware. Because it
is detachable, the mounting bracket can be used as a template to mark the positions of the mounting
holes for the installation. Then install the mounting bracket and attach the AP when ready. The
mounting bracket provides a professional look to the installation.

BEEE3

1 |Access point mount 4 |Access point mounts

2 |Cable tie points 5 |Locking detent

3 |Ceiling mount holes Security hasp
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Mounting on a horizontal or vertical surface
Follow these steps to mount the AP on a horizontal or vertical surface.
a. Use the mounting bracket as a template to mark the locations of the four mounting holes.
b. Drill one of the following sized holes at the locations marked:
e 3/16in. (4.7 mm) if using wall anchors
e 1/8in. (6.3 mm) if not using wall anchors
c. Install the anchors into the wall if using them. Otherwise, go to Step 4.
d. Secure the mounting bracket to the surface using the #8 fasteners.

e. Attach the AP to the mounting bracket.

Note The installation can be made more secure by mounting it to a stud or major structural member and
using the appropriate fasteners. On a vertical surface, mount the bracket with its security hasp facing
down.

1 Suspended ceiling T-rail

2 | Caddy fastener

3 Plastic spacer

4 | Mounting bracket

5 | Keps nut
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Single Band

Dual Band

Mounting on a suspended ceiling

Note To comply with NEC code, a #10-24 grounding lug is provided on the mounting bracket

Follow these steps to mount the AP on a suspended ceiling or as directed by the instructor.

a.
b.

C.

Determine where to mount the AP.
Attach two caddy fasteners to the suspended ceiling T-rail.

Use the mounting bracket to adjust the distance between the caddy fasteners so that they align
with the holes in the mounting bracket.

Use a standard screwdriver to tighten the caddy fastener studs in place on the suspended ceiling
T-rail. Do not overtighten.

Install a plastic spacer on each caddy fastener stud. The legs of the spacer should contact the
suspended ceiling T-rail.

Attach the mounting bracket to the caddy fastener studs and start a Keps nut on each stud.
Use a wrench or pliers to tighten the Keps nuts. Do not overtighten.
Attach the AP to the mounting bracket.

Attaching the AP to the mounting bracket

Follow these steps to attach the AP to the mounting bracket:

a. Line up the three mounting pins on the AP with the large ends of the keyhole-shaped holes on
the mounting bracket.

b. Insert the AP into the keyhole shaped holes and maintain a slight pressure to hold it in place.

c. Slide the mounting pins for the AP into the small ends of the keyhole-shaped holes on the
mounting bracket and push the connector end of the AP. You will hear a click when the locking
detent contacts the AP and locks it into place.

d. Attach and adjust the antenna(s) or antenna cables.

e. Connect the Ethernet cable to the Ethernet port of the AP.

f. Insert the 1200 series power module cable connector into 48 VDC power port of the AP, if using
a local power source.
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Securing the AP to the mounting bracket

The security hasp on the mounting bracket allows the AP to lock to the bracket to make it more
secure. When the AP is properly installed on the mounting bracket, the holes in the security hasps
line up so a padlock can be installed.

Known compatible padlocks are Master Lock models 120T or 121T.

Other options

The AP can be mounted using nylon or metal tie wraps. Also, wood blocks can be attached to steel

beams. %" Plywood can be attached to concrete walls to provide a buffer against moisture.

Attaching a mounting bracket to wood is much easier than mounting directly to steel or concrete.
Step 3 Bridge installation indoors

Mount the bridge or AP to a wall using the mounting kit and the mounting template. The kit contains
the following parts:

e Four #6 - #10 plastic wall anchors

e Four #8 x 0.88" sheet-metal screws
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a. If the original mounting template cannot be found, create a mounting template to drill four holes
in the wall. Take the BR350 and trace the outline of the bridge and the holes on a separate
piece of cardstock or paper. Or, check it with the one shown above.

b. Mark the holes on the wall.
c. Dirill the holes. The holes should be 3/16 in. (0.48 cm) in diameter and 1 in. (2.54 cm) deep.

Tap the wall anchors into the holes.

e. Drive three screws into the wall anchors corresponding to the key-holes in the mounting
template, leaving a small gap between the screw head and the anchor.

f. Position the keyholes of the case over the screws and pull down to lock it in place.

g. Drive the remaining screw into the fourth wall anchor and tighten all mounting screws.

h. Connect the Ethernet cable to the AP or bridge.

If the AP or bridge has removable antennas, connect the antennas or antenna cables to the AP
or bridge.
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Step 4 Using enclosures to mount APs and bridges

Enclosures can be used to mount APs and bridges indoors and outdoors. There are many types and
styles of enclosures

Below is a sample wall enclosure:

Alternative AP installation in drop ceiling (optional)

Using a Ceiling Mounted enclosure, the Cisco 350, 1100, or 1200 with the standard dipole (rubber
duck) can be safely installed in a drop ceiling grid. This saves time and cost of installing other
antennas.

- -8

Ceiling Mounted Enclosures from Chatsworth include:
o AAT-CAP-35 - Faceplate for Cisco® 350
o AAT-CAP-11 -Faceplate for Cisco® 1100
o AAT-CAP-12 — Faceplate for Cisco® 1200
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Consult with the local, state, and federal guidelines for the proper enclosure. Below are NEMA

Rating levels.

indoor

hand contact with enclosed equipment. low cost enclosure but suitable
for clean and dry environments.

indoor

limited amounts of falling dirt and water

outdoor

Wind-blown dust, rain, and sleet; ice which forms on the enclosure.

outdoor

falling rain and sleet; ice which forms on the enclosure

indoor

windblown dust and rain, splashing water, and hose directed water; ice
which forms on the enclosure

indoor /
outdoor

corrosion, windblown dust and rain, splashing water, and hose directed
water; ice which forms on the enclosure

Indoor /
outdoors

occasional temporary submersion

Indoor /
outdoors

occasional prolonged submersion. Corrosion protection

Indoor /
outdoors

dust, falling dirt, and dripping non-corrosive liquids

indoor

dust, spraying of water, oil, and non-corrosive coolant
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Lab 10.4.2.1 Request for Proposal

Estimated Time: The time will vary depending on the scope of the project.

Number of Team Members: Students will work in teams of two.

Objective

The objective of this lab is to prepare a request for proposal (RFP) for a fictitious business for adding
a wireless local-area network (WLAN) to their business network.

Scenario

An RFP lists a customer's design requirements and the types of solutions a network design must
include. Organizations send a RFP to vendors and design consultants. They use the responses they
receive to help select a suitable vendor or supplier.

Preparation

The instructor will compile a list of approved fictitious businesses used for the RFP.

Tools and resources
The following tools and resources will be helpful with this lab:
e Online Internet research
e Vendor literature and site contacts
e Trade journals and publications
¢ Additional materials

A variety of technology RFPs are available at
http://networkcomputing.telezoo.com/asp/vrfp/showvendorrfp.asp?idcats=722&history="709"722&te
chname=Wireless

Step 1

Prepare a RFP that lists the design requirements of the business selected and the types of solutions
for the network design. The RFP must include all of the following:

e Business goals for the project
e Scope of the project
¢ Information on the existing network and applications
e Information on new applications
e Technical requirements including the following:
o Scalability
o Availability
o Performance

o Security
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o Manageability
o Usability
o Adaptability
o Affordability
o Warranty requirements for products
e Environmental or architectural constraints that could affect implementation
e Training and support requirements
e Preliminary schedule with milestones and deliverables

e Legal contractual terms and conditions
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Lab 10.4.2.2 RFP Response

Estimated Time: The time will vary depending on the scope of the project.

Number of Team Members: Students will work in teams of two.

Objective
In this lab, students will prepare a response to a request for proposal (RFP) for the addition of a
wireless local-area network addition to an existing wired LAN. Compete against other student teams
by responding to the same RFP.

Scenario

In the previous lab, a RFP was prepared for a fictitious business seeking to add a wireless local area
network to their existing network.

The instructor has reviewed those RFPs and has decided that each team will respond to the RFP.

Organizations send a RFP to vendors and design consultants. They then use the responses they
receive to weed out suppliers that cannot meet requirements.

RFP responses help organizations compare all of the following presented by competing suppliers:
e Designs
e Product capabilities
e Pricing
e Service
e Support alternatives

Despite the fact that a response to an RFP must stay within the guidelines specified by the customer,
use ingenuity to ensure that the response highlights the benefits of the design.

Base the response on an analysis of the customer's business and technical goals, and the flow and
characteristics of network traffic. Write the response so the reader can easily recognize that the
design satisfies critical selection criteria.

When writing the response, be sure to consider the competition. Try to predict what other vendors or
design consultants might propose and then call attention to the aspects of this solution that are likely
to be superior to competing designs.

In addition, pay attention to the customer's business style. Remember the importance of
understanding the customer's biases and any office politics or project history that could affect the
perception of the proposed design.

Preparation

The instructor will choose one RFP prepared from lab 10.5.2. All the student groups will use this
RFP. All student teams will be responding to the same RFP chosen by the instructor.
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Tools and resources
The following tools and resources will be helpful with this lab:
e Online Internet research sites
e Vendor literature, trade journals, and publications

¢ Response requirements

Step 1
The RFP states that the response must include some or all of the following topics:
e A network topology for the new design
e Information on the protocols, technologies, and products that form the design
e Animplementation plan
e Atraining plan
e Support and service information
e Prices and payment options
e Qualifications of the responding vendor or supplier
e Recommendations from other customers for whom the supplier has provided a solution

e Legal contractual terms and conditions
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Lab 10.4.2.3 Review of RFP Response

Estimated Time: Actual times will vary depending on the scope of the project

Number of Team Members: The instructor will review the responses with the class

Objective
In this lab, students will review the response written to the request for proposal (RFP) and determine
whether the response meets the requirements of the RFP. Students shall rank the responses
according to how well they addressed the RFP.

Scenario

Organizations use the responses they receive to eliminate suppliers that cannot meet requirements.
RFP responses help organizations compare all of the following presented by competing suppliers:

e Design

e Product capabilities

e Pricing

e Service and support alternatives
e Security

Use the comparison chart for the responses to rank them prior to this lab.

Tools and resources

Comparison chart for ranking the responses.

SERVICE
TEAM DESIGN | PRODUCT CAPABILITIES | PRICING and TRAINING SECURITY
SUPPORT

TEAM 1
TEAM 2
TEAM 3
TEAM 4
TEAM 5
TEAM 6
TEAM 7
TEAM 8
TEAM 9
TEAM 10
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Step 1 Ranking the RFP responses

Review

the responses to the RFP and determine if it meets the guidelines that were set in the RFP.

Rank each response

Use the

following criteria to help rank the RFPs:

Business goals for the project

Scope of the project

Information on the existing network and applications
Information on new applications

Technical requirements including scalability, availability, performance, security,
manageability, usability, adaptability, and affordability

Warranty requirements for products

Environmental or architectural constraints that could affect implementation
Training and support requirements

Preliminary schedule with milestones and deliverables

Legal contractual terms and conditions

Step 2 Weighting systems

A weight will be assigned to each criterion as shown below. Assigning a weight to each criterion
makes allowances to a team'’s total score based upon the importance of an individual criterion’s
impact on the project.

For example, a team may score very high on its design and low on support. But which of the criterion

is more

important to the success of the project? Should each of these criteria be given the same

weighted score? If training is more important to the organization, then assign a higher weight to it, if
the pricing is of higher importance to the organization, then assign a higher weight to the pricing
category.

Have the class rank the criterion in an order of importance to the project. As an example: a multiplier

based u

pon criterion importance is placed next to each criterion.

TEAM

SERVICE
DESIGNS |PRODUCT CAPABILITIES | PRICING and TRAINING | SECURITY
(3X) (5X) (4X) SUPPORT (2X) (5X)
(3X)

TEAM 1

TEAM 2

TEAM 3

TEAM 4

TEAM &

TEAM 6

TEAM 7

TEAM 8

TEAM 9

TEAM 1

0
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The ranking system can be based upon how well each of the teams addressed the projects criterion,
for example the following can be used:

1 — Poor

2 — Satisfactory

3 — Above Average
4 — Excellent

The score will take the ranking number and multiplier to assign a weighted score to the team. For
example: TEAM 1 scored:

Designs — 2, the weighted score becomes 2 times 3 equaling 6.
Product Capabilities — 3, the weighted score becomes 3 times 5 equaling 15
Pricing — 4, the weighted score becomes 4 times 4 equaling 16
Service — 3, the weighted score becomes 3 times 3, equaling 9
Training — 3, the weighted score becomes 3 times 2 equaling 6

Security — 2, the weighted score becomes 2 times 5 equaling 4

TEAM DESIGNS |PRODUCT CAPABILITIES | PRICING SE:rYJCE TRAINING | SECURITY
(3X) (5X) (4X) SUPPORT (2X) (5X)
(3X)

TEAM 1 6 15 16 9 6 10

TEAM 2

TEAM 3

TEAM 4

TEAM 5

TEAM 6

TEAM 7

TEAM 8

TEAM 9

TEAM 10

TEAM 1’s total score becomes 6+ 15+ 16 +9+ 9+ 4 =59

Score each team. The team with the largest numerical score wins the contract.
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Lab 11.1.4 Basic Troubleshooting on AP

Estimated Time: 10 minutes
Number of Team Members: Students will work in teams of two.

Objective

In this lab, the student will utilize basic troubleshooting procedures for problems with an AP.

Scenario
Troubleshooting networks, including WLANSs, is more important than ever. Networks continue to add
services as time goes on and with each added service comes more variables involved in
implementing networks. This adds to the complexity of troubleshooting the networks as well. So,
organizations increasingly depend on network administrators and network engineers having strong
troubleshooting skills.

Tools and resources
The following tools and resources will be helpful with this lab:

o AP properly installed and configured on a wired LAN

o PC with a properly installed wireless NIC and client utility

Step 1 Check the top panel indicators

— Ethernat

-
C 2 = — Status
: : &

— Radio

| B L1 %

a. If the AP is not communicating, check the three indicators on the top panel. These indicators can
be used to quickly assess the status of the unit.

b. The indicator lights have the following meanings:

c. The Ethernet indicator signals traffic on the wired LAN, or Ethernet infrastructure. This indicator
blinks green when a packet is received or transmitted over the Ethernet infrastructure.

d. Is the Ethernet Indicator light blinking on your AP? Yes or No
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e. The Status indicator signals operational status. Blinking green indicates that the AP is operating
normally but is not associated with any wireless devices. Steady green indicates that the AP is
associated with a wireless client.

f. Is the status of the AP associated or not associated?

g. The Radio indicator blinks green to indicate radio traffic activity. The light is normally off, but it
blinks green whenever a packet is received or transmitted over the radio of the AP.

h. Is there radio traffic on your AP? Yes or No

Step 2 Check the basic settings

Express Set-Up

System Name: |F-‘od‘||

MAC Address: 000bfd4a.700c
Configuration Server Protocol: " DHCP & Static IP
IP Address: {10011

IP Subnet Mask: |255.255.255.D

Default Gateway: |D.I}.I}.D

SNMP Community: |defauItCommunity

' Read-Only  Read-Write

Radio0-802.11B

SSID: AP1

Broadcast SSID in Beacon: Cyes % No

Role in Radio Network: & Access Point Root ¢ Repeater Non-Roat
Optimize Radio Network for: @ Throughput ¢ Range ¢ Custom
Aironet Extensions:  Enable ( Disable

a. Check the Service Set Identifier (SSID) of the AP and client. Mismatched basic settings are the
most common causes of lost connectivity with wireless clients. Wireless clients attempting to
associate with the AP must use the same SSID as the AP.

b. Verify authentication is set to Open on the AP and client. Shared Key exposes the Wired
Equivalent Protocol (WEP) key unnecessarily due to weaknesses in design.
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Step 3 Check the WEP key

Cisco 1200 Access Point

RADIOT-802.11A

RADIOO-802.11B

Hostname ap ap uptime is 1 hour, 29 minutes

Security: Encryption Manager - Radio0-802.11B

SECURITY Encryption Modes
Admin Access
551D Manager " None
ELERNITT TTEIET ' WEP Encryption IMandatory vl
Server Manager
Local RADIUS Server Cisco Compliant TKIP Features: I~ Enable MIC " Enable Per Packet Keying
Advanced Security ' Cipher lﬁ

Encryption Keys
Transmit Key Encryption Key (Hexadecimal) Key Size
Encryption Key 1: i |128 bit = l

I
I
. | [128 bit = |
Encryption Key 3: o | |128 bit_ = l
. | [128 bit = |

Encryption Key 2:

Encryption Key 4:

a. The WEP key used to transmit data must be set up exactly the same on the AP and any wireless
devices with which it associates. Make sure to enter the key in hexadecimal on the client and
AP.
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b. If there is a possibility that the AP WEP Key and the Client Adapter WEP Key are not congruent
to each other, reset the WEP setting to the default configuration or overwrite the current WEP

Key.

c. Ifthe password that allows the AP to be configured is unknown, or if major changes to the
configuration need to be made, the configuration may need to be completely reset.
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Lab 11.2.6 Troubleshooting TCP/IP Issues

Estimated Time: 20 minutes

Number of Team Members: Students will work in teams of two.

Objective
In this lab, standard TCP/IP commands are utilized to troubleshoot connectivity problems between
the wireless client and the AP.

Scenario

Basic troubleshooting for TCP/IP on Windows machines combines facts gathered from the
perspective of all of the following:

e The router

e The switch

e The bridge

e The AP

e The Windows client or server

Check to see if it is possible to connect using IP addresses. Use an IP address as a target for the
standard TCP/IP commands such as ping, tracert, and telnet. Basic IP setup can be verified
with the winipc£g utility for Windows 95 and 98 and the ipconfig utility for Windows NT, 2000,
and XP.

Preparation
The student should read and understand the material presented in FWL Chapter 11 prior to the lab.

Tools and resources
The following tools and resources will help with this lab:
e AP configured on a wired network
e PC with wireless client adapter and utility properly installed
e A NeoTrace Express freeware program can be downloaded at the following URL:

http://www.networkingfiles.com/PingFinger/Neotraceexpress.htm

Additional materials
Microsoft

http://www.microsoft.com/technet/treeview/default.asp?url=/technet/prodtechnol/winxppro/proddocs/t
cpip_utils.asp
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Step 1 Ping

The ping command can be used to confirm basic network connectivity on IP networks. For IP, the
ping command sends Internet Control Message Protocol (ICMP) Echo messages. ICMP is the
Internet protocol that reports errors and provides information relevant to IP packet addressing. If a
station receives an ICMP Echo message, it sends an ICMP Echo Reply message back to the source.

It is a good idea to use the ping command when the network is functioning properly to see how the
command works under normal conditions and to have something to compare against when
troubleshooting.

a. From the PC, ping the AP and examine the results.

C:\>ping 172.25.0.149

Pinging 172.25.0.149 with 32 bytes of data:

Reply from 172
Reply from 172
Reply from 172
Reply from 172

.25.
.25.
.25.
.25.

o o o o

Ping statistics for

Packets: Sent

.149:
.149:
.149:
.149:

bytes=32
bytes=32
bytes=32
bytes=32

172.25.0.149:

4,

time<1l0ms
time<10ms
time<1l0ms

time<1l0ms

Received = 4, Lost =

TTL=249
TTL=249
TTL=249
TTL=249

0 (0% loss),

Approximate round trip times in milli-seconds:

Minimum = Oms,

C:\>

Step 2 Tracert

Maximum =

Oms,

Average

Oms

The tracert tool on a Windows host reports each router a TCP/IP packet crosses on its way to a
destination. It does essentially the same thing as the trace command in the Cisco I0S Software.
The syntax for the tracert command is as follows:

tracert [-d [-h maximum hops] [-J host-list] [-w timeout]

target_name.

The following is an explanation of the parameters of the command:

d - specifies to not resolve addresses to host names (use recommended in test networks to

avoid DNS delays)

h maximum_hops - specifies the maximum number of hops to search for target

j host-1list — specifies loose source route along the host list

w timeout — waits the number of milliseconds specified by timeout for each reply

target_name — name or IP address of the target host

Errors that may occur include the asterisk (*) and the ‘request timed out’ message. These
messages indicate a problem with the router or a problem elsewhere on the network. The

error may relate to a forwarded packet or one that timed out.

Another common error is a report of ‘destination network unreachable’. This error usually
indicates that network filtering is happening, likely from a firewall. It may also indicate a
routing problem, such as a failed network link.

a. From the PC, perform a tracert to http://www.cisco.com

C:\>tracert www.cisco.com
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Tracing route to www.cisco.com

1 <10 ms <10 ms <10 ms
2 <10 ms <10 ms <10 ms
3 <10 ms <10 ms <10 ms
4 <10 ms <10 ms <10 ms
5 <10 ms <10 ms <10 ms
6 <10 ms <10 ms <10 ms
7 <10 ms <10 ms <10 ms
8 <10 ms <10 ms <10 ms
9 <10 ms <10 ms <10 ms

Trace complete.

Step 3 Ipconfig

[198.133.219.25] over a maximum of 30 hops:

sjc8-00-gwl.cisco.com [171.71.88.2]
sjc2-dtb-gwl.cisco.com [171.71.240.105]
sjc5-sbb4-gwl.cisco.com [171.71.241.153]
sjcl2-rbb-gw4.cisco.com [171.71.241.254]
sjck-rbb-gw2.cisco.com [171.69.7.229]
sj-wall-1l.cisco.com [171.69.7.182]

sjce-dirty-gwl.cisco.com [128.107.240.197]
sjck-sdf-ciod-gw2.cisco.com [128.107.239.102]

www.clsco.com [198.133.219.25]

The command syntax for ipconfig and winipc£g is as follows:

ipconfig [/all | /renew [adapter]

/release [adapter]]

The following are the parameters of the command:

Al1l- Produces a full display. Without this switch, ipconfig displays only the IP address,
subnet mask, and default gateway values for each network card.

/renew [adapter]- Renews DHCP configuration parameters. This option is available
only on systems running the DHCP Client service. To specify an adapter name, type the
adapter name that appears when you use ipconfig without parameters.

/release [adapter]- Releases the current dynamic host configuration protocol (DHCP)
configuration. This option disables TCP/IP on the local system and is available only on

DHCP clients.

With no parameters, the ipconfig utility presents all of the current TCP/IP configuration
values to the user, including IP address and subnet mask.

To check the local host configuration, enter a DOS window on the host and enter the
ipconfig /all command. This command shows your TCP/IP address configuration,
including the address of the Domain Name System (DNS) server. If any of the IP addresses
are incorrect or if no IP address is displayed, determine the correct IP address and edit it or

enter it for the local host.

a. Complete the information table below:

IPCONFIG COMMAND

INFORMATION

Host Name

Primary DNS Suffix

Node Type

IP Routing Enabled

WINS Proxy Enabled

DNS Suffix Search List

Connection-specific DNS Suffix

Description

Physical Address

DHCP Enabled

Autoconfiguration Enabled

IP Address

Subnet Mask
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Step 4 Telnet

a. Telnet from the host PC to the AP to test layer 7 connectivity:

Default Gateway

DHCP Server

DNS Servers

Primary WINS Server

Secondary WINS Server

Lease Obtained

Lease Expires

C:\>telnet 10.0.P.1

User Access Verification
Username:

Password:

AP1200#

b. Was the Telnet successful?

c.  Which command will be used for testing in the following situations?

Situation

Command

Host cannot access other hosts through
AP or bridge.

Host cannot access certain networks by
the way of AP or bridge.

Users can access some hosts, but not
others.

Some services are available and others
are not.

Users cannot make any connections
when one parallel path is down.

Certain protocols are blocked and others
are not.
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Step 5 Freeware Software utilities for telnet, trace and ping

There are freeware utilities available for download over the Internet that allow telnet, trace and ping
in a Graphical User Interface (GUI) environment. One such program is NeoTrace Express. It can be

downloaded at the following URL site:

http://www.networkingfiles.com/PingFinger/Neotraceexpress.htm

Other programs are:

A great free utility for the PocketPC is vxUtil. The utilities include:

http://www.cam.com/vxutil.html

DNS Audit

DNS Lookup

Finger

Get HTML

Info

IP Subnet Calculator
Password Generator
Ping

Ping Sweep

Port Scanner

Quote

Time Service

Trace Route

Whois

a.

Perform an Internet search to find two other TCP/IP utlities? Record them below. Share with

the class.
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Lab 11.5.6.1 Configure Syslog on AP

Estimated Time: 25 minutes
Number of Team Members: Students will work in teams of two.

Objective
In this lab, students will configure and use syslog logging to monitor network events.

Scenario

A network security administrator should always log significant events on the AP to the syslog server.
A syslog server should be located on a secure internal network to ensure log integrity. The syslog
server can be a dedicated server or another server running syslog services.

A Syslog Server is a basic application that allows Aironet AP and bridge event information to be
viewed from a Windows system. It includes all the following features:

e Receiving syslog messages through either TCP or UDP
o Full reliability because messages can be sent through TCP

e Ability to receive syslog messages from devices

Topology

M 10.0.P.1/24

10.0.P.11/24
{optional
DHCP server)

10.0.P.0/24

3
PC 1

10.0.P.10/24
(Syslog server)
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Preparation
The student will read and understand material presented in FWL Chapter 11 prior to this lab.

There are numerous syslog servers available on the Internet. This lab assumes that Kiwi Syslog
Daemon is used. This is a freeware utility that can be downloaded at http://www.kiwisyslog.com.
Download the syslog server and install the executable file.

Tools and resources
The following tools and resources will be helpful with this lab:
e A properly setup wired LAN
e A properly setup and installed AP
e A PC acting as the syslog server with a static IP address

e A PC with a properly installed wireless client adapter and utility

Additional materials

Further information about the objectives covered in this lab can be found at the following website:
http://www.kiwisyslog.com

Command List

In this lab exercise, the following commands will be used. Refer to this list if assistance or help is
needed during the lab exercise.

Command Description
configure terminal Enter global configuration mode
logging on Enables Message Logging
logging host Log Messages to a syslog server host
show logging Verify the log settings and entries entries.
show running-config Verify the active configuration in DRAM.
copy running-config startup-
config Save the active configuration into Flash
service timestamps log uptime Enable log timestamps.
service sequence-numbers Enable sequence numbers.

Step 1 Download and install the Kiwi Syslog software

a. Go to the http://www.kiwisyslog.com/software downloads.htm site and download the free edition
of the kiwi syslog software.

b. Install the executable file.
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Step 2 Setup the Kiwi Syslog Daemon

a.

5[, Kiwi Ssg aemun (ersinn 7.0.3) i Inl.ﬂ
File Yiew Help
Y] A & Display 00 (Defaul) 7]

| Date | Time | Priosity | Host | Message -

|

| [100% | 9 MPH | | 21:39 | 07052003

Click on the Kiwi Syslog Daemon Icon on the desktop to bring up the syslog screen.

Step 3 Enable logging on the AP

Hostname PodP PodP uptime is 3 hours, 11 minutes

Event Log : Notification Options

Events Generate Syslog Messages £ Enable © Disable

Syslog Server Host Name or IP Address: |

Syslog Facility: m
Cor}ﬁgur?noms
a. Open up the AP browser menu and go to the EVENT LOG>Notification Options Page.
b. Enable the Event Generate Syslog Messages utility on the AP
c. Type in the Syslog Server Host IP address. This should be 10.0.P.10
d. Set the Syslog Facility logging level. The default, Local7, can be used.
e. What other selections are available?

Click the apply button to begin logging events to the Kiwi Syslog.
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Step 4 View the Kiwi Syslog event log

3 1 Kiwi Syslog Daemon {version 7.0.3) -_ H = DI_)S]

File WView Help

ho4 @A Display 00 (Defaul)  ~

Date | Time | Prioiity | Hostname  Message
e AP350-5a56de (Info): Station=[PEPATRICK]0007eb317¢12 User="ppatrick™
07-05-2003 21:37:47 Mews.nfo 192.168.0.105 [, 0% Heoske Toon o

07-05-2003 21:37:47 News.Info 1
07-05-2003 21:37:47 News.Info {1

_AP350-5a56de (Info): Station [PEPATRICK]0007eb317c12 Associated<000>
i AP350-5a56de (Info): Station [PEPATRICK]0007eb317¢12 Authenticated<000>

-
4 I B

100% | IMPH | | 21:38 | 07-05-2003

o

Generate events to the syslog by logging into the AP that is being monitored.
Have the wireless users log onto the AP.

=3

Have the wireless users log off the AP.

d. These changes will trigger a logged event on the syslog. What is the message that was
displayed on the syslog?

Step 5 Enabling logging on the AP
a. Erase the configuration and reload the AP.
b. Configure the AP according to the Topology.

c. Enabled on an AP using the Cisco I0S with the following commands:

PodP (config) #logging on

d. To send the logging messages to a syslog server which is located on PC1, use the following
command:

PodP (config) #logging host 10.0.P.10 (where P is the Pod number)

e. View the available messaging levels for syslog :

PodP (config) #logging trap ?

<0-7> Logging severity level
alerts Immediate action needed (severity=1)
critical Critical conditions (severity=2)
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debugging Debugging messages (severity=7)

emergencies System is unusable (severity=0)
errors Error conditions (severity=3)
informational Informational messages (severity=6)

notifications Normal but significant conditions (severity=5)
warnings Warning conditions (severity=4)

<CIr>

f.  Configure the syslog message level to debugging.
PodP (config) #logging trap debugging (or 7)
g. Enable the service timestamps on the AP using the following command:

PodP (config) #service timestamps log uptime

h. Enable the service sequence numbers on the AP logging using the following command:

PodP (confiqg) #service sequence-numbers

Step 6 Verify the configuration

a. Verify the configuration on the AP.

PodP#show running-config

Building configuration...

Current configuration : 2552 bytes
!

version 12.2

no service pad

service timestamps debug datetime msec
service timestamps log uptime
service password-encryption
service sequence-numbers

!

hostname PodP

!

logging trap debugging

logging 10.0.1.10

|

[output omitted]
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b. Use the show logging command to view the entries.

PodP#show logging

Syslog logging: enabled
overruns)

(0 messages dropped,

Console logging: level debugging,

Monitor logging: level debugging,
Buffer logging: level debugging,

Logging Exception size (4096 bytes)

2 messages rate-limited, 0 flushes, 0

312 messages logged
0 messages logged

314 messages logged

Count and timestamp logging messages: disabled

Trap logging: level informational,

Log Buffer (4096 bytes):

*Mar 4 04:44:28.924: %DOT11-6-DISASSOC:

Station 0007.8592.e4ea Reason:

*Mar 4 04:47:55.076: %$DOT11-6-ASSOC:

9.b74c.b479 Associated KEY_ MGMT [NONE]

*Mar 4 04:51:36.967: %DOT11-4-MAXRETRIES:

ed max retries, remove the client

*Mar 4 04:51:36.968: %$DOT11-6-DISASSOC:

Station 0009.b74c.b479 Reason:
%$DOT11-6-ASSOC:

*Mar 4 05:36:44.416:

Interface DotllRadioO,

Interface DotllRadioO,

Interface DotllRadioO,

Interface DotllRadioO,

316 message lines logged

Deauthenticatin

Previous authentication no longer wvalid

Station csawyer 00

Packet to client 0009.b74c.b479 reac

Deauthenticatin

Previous authentication no longer wvalid

Station KDEVIAEN-W

K02 00d0.59c8.ca3f Reassociated KEY_ MGMT [NONE]

--More--

[output omitted]

c. Toclear the log, use the following command:

PodP#clear logging
Clear logging buffer [confirm]

PodP#

d. Issue the show log command again to view the clear log:
PodP#show log
Syslog logging: enabled (0 messages dropped, 2 messages rate-limited, 0 flushes,
0 overruns)
Console logging: level debugging, 312 messages logged
Monitor logging: level debugging, 0 messages logged
Buffer logging: level debugging, 314 messages logged
Logging Exception size (4096 bytes)
Count and timestamp logging messages: disabled
Trap logging: level informational, 316 message lines logged
Log Buffer (4096 bytes):
PodP#
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Step 7 View the Kiwi Syslog event log

a. Generate events to the syslog by establishing a wireless connection to the AP. Next, use Telnet
or SSH to log into the AP.

b. The login will trigger logged events on the syslog server located on PC1.

c. What is the message that was displayed on the syslog?
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Lab 11.5.6.2 Configure SNMP on AP

Estimated Time: 20 minutes
Number of Team Members: Students will work in teams of two.

Objective

In this lab, the student will install and configure the Kiwi Syslog Daemon to listen for SNMP logs.
The student will configure the contact and location of the SNMP agent and test the configuration.

Scenario
SNMP is an application-layer protocol that facilitates the exchange of management information

between network devices. It is part of the TCP/IP protocol suite. SNMP uses User Datagram
Protocol (UDP) port 161 for most requests and responses. SNMP traps use UDP port 162.

Topology

10.0.P.1/24

FODP
=
PC 2

10.0.P.11/24
(optional
DHCP server)

10.0.P.0/24

PC1

10.0.P.10/24
(Syslog server)

Preparation

1 Pod1 AP1 10.0.1.1/24

2 Pod2 AP2 10.0.2.1/24
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Tools and resources
The following tools and resources are required:
e One AP 1200
e Awired PC (PC1) acting as the SNMP server.
o A wireless PC or laptop with ACU

Command list

In this lab exercise, the following commands will be used. Refer to this list if assistance or help is
needed during the lab exercise:

Command Description
no snmp-server Disable SNMP.
show snmp Monitors SNMP status.
snmp-server community Defines the community access string.
snmp-server contact Sets the system contact string.

snmp-server enable traps snmp Enables the sending of traps, and specifies the type of
notification to be sent.

snmp-server host Configures the recipient of an SNMP trap operation.

snmp-server location Sets the system location string.

Step 1 Download and install the software
Go to the following web sites and download Kiwi Syslog Daemon Standard version software

http://www.kiwisyslog.com/software downloads.htm

Install the program on PC1.
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Step 2 Setup and execute the Kiwi Syslog Daemon

Kiwi Syslog Daemon Setup = =10l
AXO OB @O @ SNMP SNMP input options
= Rules = .
.= ¥ Default ¥ Listen for SNMP Traps
Fille_rs UDP Part (1 - 65535): |132
= Actions
; Display ~SNMP fields ——— — Spslag Priority to use
[v| Logto file v Community Syslog Facility:
Archiving [V Enterprise
= Formatting v Uptime
- Custom file formats 7 | Agant sdcress Syslog Level
Custom DB formats ElE IDehug ﬂ
= DNS Resolution e Sl
i . v
- DNS Caching kil ~ SNMP field tagging
Modifiers IV Message
Scripting [Drag and drop to re-order fields) Iﬁeldname:vdue j
Display
Appearance Decoding options
E-mail [~ Use LinkSys Display fiter [remove PPP everits)
= Alarms
-~ Min message count P~ | B fokis ;
- Max message count v Loag failed lookups to debug file
Disk space manitor ¥ Show OID of each variable binding
= Inputs |
- UDP g
- TCP
I L Kren-alive -:-l
| Hep | oKk | Concel | ooy |

Click on the Setup icon 4 located in the upper left corner of the syslog program window.
Configure SNMP on Kiwi Syslog Daemon by checking the Listen for SNMP Traps box.
Click the OK button to save the changes.

What UDP port does SNMP Trap Watcher listen on?

o o T o

Step 3 Use the web browser to setup SNMP

Cisco 1200 Access Point

Hostname ap ap uptime is 1 hour, 31 minutes
Services: SNMP- Simple Network Management Protocol
SNMP Properties
SERVICES Simple Network Manag t Protocol (SNMP): ' Enabled ¢ Disabled
Telnet’35H
Hot Standby
COP System Description: Cisco 1200 Access Point 12.2
DNS
Filters
HTTP System Name (optional): AP1

Proxy Mobile IP

QoS System Location (optional): Building 1, Room 200
SHMP

NTF System Contact (optional): John Doe

VLAN

m B
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a. Ensure the AP is configured according to the Topology and Preparation table. Ping from PC1,
located at 10.0.P.10 to the AP to ensure connectivity.

b. Browse to the SERVICES>SNMP Page of the AP.

c. Click the Enabled radio button to Enable SNMP on the AP.

d. Seta System Name (this is optional, but useful)

e. Seta System Location (this is optional, but useful)

f. Set a System Contact (this is optional, but useful)

g. Complete the following information for your AP in the table below:

System Name

System Location

System Contact

h. Click on the Apply buttion.

Step 4 Public community string

SNMP Request Communities

Current Community Strings New/Edit Community Strings
< NEW >
SNMP Community: |pub|ic
Delete | Object Identifier (optional): |ieeeSD2dot'|'I

% Read-Only " Read-Write

Applyl Cancel |

Create a public community string with Read Only. In a production environment, it is important to
configure a unique string for increase security. SNMP read only provides monitoring through an
SNMP management application.

Step 5 Private community string

SHNMP Request Communities

Current Community Strings New/Edit Community Strings
<MNEW =
ublic
SNMP Community: Iprivate‘lz}ﬂr

Delete | Object Identifier (optional): I

' Read-Only * Read-Write

Applyl Cancel |
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SNMP read-write access monitoring and management using SNMP management applications.
a. Click on the <NEW> in the Current Community String
b. Create a private1234 community string with Read_Write

c. Click the Apply button to create the string.

Step 6 SNMP trap destinations

SNMP Trap Community

SNMP Trap Destination: |‘ID.D.‘I.‘ID (Hostname or IP Address)
SHMP Trap Community: Ipublic 'I

& Enable All Trap Notifications

" Enable Specific Traps

™ 802.11 Event Traps [~ Encryption Key Trap
[ QOS Change Trap [~ Syslog Trap
™ Standby Switchover Trap [~ Rogue AP Trap

Applyl Cancel |

a. Seta SNMP Trap Destination by entering the IP address of PC1 located at 10.0.P.10.
b. Setthe SNMP Trap Community to public.
c
d

Enable All Trap Notifications.
Click the Apply button.

Step 7 Test the configuration

54 Kiwi Syslog Daemon (version 7.0.3) -0l x|
File View Help
/] G 4 & [Display 00 Defaul) ]

|Data Time | Priority } Hostname Message -

|

| 100% | 9MPH | | 21:39 | 07052003

a. Click on the Kiwi Syslog Daemon Icon on the desktop to bring up the syslog application. The
Kiwi Syslog Daemon can be customized or the defaults can be used.

b. Have a wireless user connect to the bridge.

c. Have the wireless user disconnect from the bridge.
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5% Kiwi Syslog Daemon (version 7.0.3) i -10] x|

Eile View tleip
' /] [ A Y [pisplay 00 (Default) =]
Date Time | Priority Hostname | Message -
BRI ER 21:43:20  Mews.Info 192.168.0.105 2:352;?:2:3:;[: :;:}iug;aliunz[?E PATRICK]0007eb317c12 User="ppatrnick"
community=public enterprise=1.3.6.1.4.1.522 ise_mib_r

uptime=42986213 agent_ip=192.168.0.105 generic_num=6 specific_num=4
version=Yerl varD1_oid=1.3.6.1.4.1.522.3.14.23.1.2.9186880 var01_value="4
days, 23:24:14" valm7mib7name=a|m:Eveanime
var02_oid=1.3.6.1.4.1.522.3.14.23.1.3 9186880 vai02_value=14
var02_mib_name=awcE ventSeverity var02_mib_value=protocollnfo
varl]3 0id=1.3.6.1.4.1.522.3.14.23.1.4.9186880 vail3_value=" [Info):
Slallun-lPEPATFIICK]I]UI]TEIJHI 7c12 User="ppatrick"” EAP-Authenticated"”
var03_mi e
var4_ 0|d-1.3.5‘1.4.1.522 3 14.23.1.5.9186880 var04_value=EAP_AuthOK
07-05-2003 21:43:20 HNews.Info 192.168.0.105 AP350-5a56de (Info): Station [PEPATRICK]0007eb317c12 Associated<000>
ity=public er ise=1.3.6.1.4.1.522 enterprise_mib_name=enterprises
uptlme—42936205 agent_ip=192.168.0.105 generic_num=6 specific_num=4
version=Yerl varD1_oid=1.3.6.1.4.1.522.3.14.23.1.2.9191576 var01_value="4
days, 23:24:14" varD1 _mib_name=awcEventTime
varD2_oid=1.3.6.1.4.1.522.3.14.23.1.3.9191576 var02_value=14
var02_mib_name=awcE ventSeverity vai02_mib_value=protocollnfo
var03_oid=1.3.6.1.4.1.522.3.14.23.1.4.9191576 var03_value=" [Info): Station
[PEPATRICK]0007eb 31 7c1 2 Associated”
var03_mib_i ntD
varl4_ uld-1 .36.1.41 .522 3.14.23.1.5.9191576 var04_value=AssociationOK
07-05-2003 21:43:20 Mews.Info 192.168.0.105 AP350-5a56de (Info): Station [PEPATRICK]0007eb317c12 Authenticated<000>
community=public enterprise=1.3.6.1.4.1.522 enterprise_mib_name=enterprises
uptime=42986203 agent_ip=192.168.0.105 generic_num=6 specific_num=4
version=Yerl varl1_oid=1.3.6.1.4.1.522.3.14.23.1.2. 9191608 var01_value="4

07-05-2003 21:43:20 Local7.Debug 1392.168.0.105

07-05-2003 21:43:20 Local7.Debug 192.168.0.105

days. 23_:24:]4" var01_mib_name=awcE ventTime ]
i |100% | 15MPH | | 21:55 | 07052003

d. View the main logging screen on Kiwi.

Step 8 Set the system contact, and location of the SNMP agent through 10S CLI

Before beginning this step, reset the AP back to factory configuration. Configure the AP according to
the Topology and Preparation table.

a. Now configure the system contact and location:
PodP (config) #snmp-server contact [name] [phone]
PodP (config) #snmp-server location [location]

b. What command would be used to verify this information on an AP?

Step 9 Enable SNMP traps
a. Enable all the SNMP trap types at once,

PodP (config) #snmp-server enable traps snmp

b. Specify to the SNMP destination host the trap notifications will be sent to.
PodP (config) #snmp-server host 10.0.P.10 private udp-port 162

c. If the default for an SNMP response is on port 162, what port is the request sent on?
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Step 10 Test the configuration

a. Exit out of the AP and log back in using the wrong password. After the failed attempts log back
into the AP. There will now be entries of traps sent from the AP to the SNMP server. Check the
SNMP application on PC1.

Besides startup-config and running-config, where would information on the contact,
location, and SNMP logging information for SNMP on the router be?

Step 11 Disable the SNMP traps on the AP by using the following commands

PodP (config) #no snmp-server enable traps
PodP (config) #no snmp-server system-shutdown

PodP (config) #no snmp-server trap-auth

Note By disabling SNMP trap notifications, which are not needed, the amount of free bandwidth can be
increased and unnecessary SNMP processing tasks can be eliminated.
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Lab 11.5.6.3 Configure Syslog and SNMP on the Bridge

Estimated Time: 25 minutes
Number of Team Members: Students will work in teams of two.

Objective

In this lab, students will configure and use syslog logging to monitor network events. Also, the
student will configure the contact and location of the SNMP agent and test the configuration.

Scenario

A network security administrator should always log significant events on the bridge to the syslog or
SNMP server. A server should be located on a secure internal network to ensure log integrity. The
server can be a dedicated server or another server running syslog services or SNMP

Topology

POD P

10.0.P.1/24 R

Bridge
PODP

10.0.P.0/24

(]
PC 1

10.0.P.10/24

Preparation
The student will read and understand material presented in FWL Chapter 11 prior to this lab.
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Tools and resources

The following tools and resources are required:
e One BR350

A wired PC (PC1) acting as the syslog and syslog server with a static IP address

A PC or laptop with a properly installed wireless client adapter and utility

Step 1 Download and install the software

Go to the following web sites and download Kiwi Syslog Daemon Standard version software
http://www.kiwisyslog.com/software downloads.htm
Install the program on PC1.

Step 2 Setup and execute the Kiwi Syslog Daemon

3¢ Kiwi Syslog Daemon (version 7.0.3)

3 101 x|
File ‘Yiew Help

|Display 00 (Default) =

|Data Time | Prioiity | Hostname | M g =

‘ =

[100% | 9MPH | | 21:39 | 07-05-2003

a. Click on the Kiwi Syslog Daemon Icon on the desktop to bring up the syslog application. The

Kiwi Syslog Daemon can be customized or the defaults can be used.
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Step 3 Enable logging on the bridge

BPodl Setup

Cisco 350 Series Bridge 12.03T

Cisco SYSTEMS

Home IQ Network I Associations " Setup Legs I Help I Uptime: 04:34:27
Express Setup
Associations
Display Defaults Spanning Tree Port Assiznments Advanced
Address Filters Protocol Filters VLAN Service Sets
Event Log
Display Defaults | Event Handling Notifications
Services
Console Telnet Boot Server Eouting Name Server
Time Server FTP Web Server SNMLEP
Cizco Services Security Accounting Proxy Mobile [P
Network Ports Diagnostics
Ethernet Identification Hardware Filters Advanced
Root Radio Identification Hardware Filters Advanced

a. From the Setup Page, click on the Event Log Notifications link.

BPodi Event Notifications Setup

Cisco SYSTEMS

Cisco 350 Series Bridge 12.03T

Map | Help |

SINMP Trap Destination:
SNMP Trap Community:

Syslog Destination Address:
Network Default Syslog Destination:
Syslog Facility Number:

Client Authentication Failure
Client Deauthentication

Client Disassociation

Applyl 0K | Cancel

Uptime: 4:56:16

Should Notify-Disposition Events generate SNMP Traps? & yes  no

[10.0.1.10
Ipublic

Should Notify-Disposition Events generate Svslog Messages? ® yes T no

Should Syslog Messages use the Cisco EMBLEM Format? " ves ' no

[10.0.1.10
0.0.0.0
[16

TEEE SINMP Traps should generate the following notifications:

Both IEEE Trap and Event Logikd
Both IEEE Trap and EventLog ;I
Both IEEE Trap and EventLog ;I

Restore Defaults
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b. Type in the Syslog and SNMP Destination Host IP address. This should be 10.0.P.10
c. Click the Apply button to begin logging events to the Kiwi Syslog.

BPod1 SNMP Setup Cisco SYSTEMS

Ciseco 350 Series Bridge 12.03T
glgl Uptime: 03:16:47

Simple Network Management Protocol (SNMP): " Enabled & Disabled

Svystem Description: Cisco 350 Series Bridge 12.03T
Svystem Name: |BF‘od‘I

System Location: |

Svystem Contact: |AironetWireIess Communications, |
SNMP Trap Destination: [10.0.1.10

SNMP Trap Commumity: |pub|ic

Browse Management Information Base (MIB)

Applyl OK | Cancel Restore Defaults

d. From the Setup Page, click on the Services SNMP link.
e. Click on the Enabled radio button to enable SNMP.
f. Configure a System location and contact.

g. Click the Apply button to begin logging events to the SNMP Trap Watcher.

Step 4 View event logs

Configuring logging is only half of the logging scenario. A security administrator must monitor the
logs on a daily basis.

Generate events to the syslog by logging into the bridge that is being monitored.
a. Have a wireless user connect to the bridge.

b. Have the wireless user disconnect from the bridge.
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bl )]

J @

52 Kiwi Syslog Daemon (version 7.0.3) =10] x|

File Wiew Help
4] [ A @ [pisplay 00 (Defaul]  ~
Date | Time | Piioiity | H M =

. AP350-5a56de (Info): Station=[PEPATRICK]0007eb317c12 User="ppatrick"
07-05-2003 21:37:47 MHews.Info 192.168.0.105 EAP-Authenticated<000>

07-05-2003  21:37:47 News.Info 192.168.0.105 AP350-5a56de (Info): Station [PEPATRICK]0007eb317¢12 Associated<000>
07-05-2003 21:37:47 News.Info AP350-5a56de (Info): Station [PEPATRICK]0007eb317c12 Authenticated<000>

-
4| I E

\ 100% 9MPH | | 21:38 | 07052003

View the messages in the Kiwi syslog window. The Hostname should match the IP address of
the bridge.

=101x|

UxXOmHhh @O @ SNMP SNMP input aptions
= Rules |- . :
|5 Default |v Listen for SNMP Traps
Filters UDFP Part (1 - 65535): 162
{= Actions
Display —SNMP fields ————— — Syslog Priority to use
[w] Log to file v Community Syslog Facility:
Archiving [V Enterprise
[= Formatting v Uptime
- Custom file formats 7 Agert sdchess Syslog Level:
" Custom DB formats & Trept [Debug =l
(= DNS Resalution ¥ Vrapl =
" DNS Caching b ersen ~ SNMP field tagging
Modifiers IV Message
Scripling [Drag and drop to re-arder fikds) fiekdname=value E7
Display
Appearance - Decoding options
E-mail [~ Use LinkSys Display fiter [remove PPP everits)
= Alarms
- Min message count b IFSEmME Inchies ;
- Max message count [v Log failed lookups to debug file
Disk space manitor ¥ Show OID of each variable binding
= Inputs |
- UDP -
- TCP
I L Kren-alive Lj
| Hep | oKk | Concel | ooy |

Click on the Setup icon 4 located in the upper left corner of the syslog program window.
Configure SNMP on Kiwi Syslog Daemon by checking the Listen for SNMP Traps box.
Click the OK button to save the changes.

Have a wireless user connect to the bridge.

Have the wireless user disconnect from the bridge.

View the main logging screen on Kiwi.

423 - 429

Fundamentals of Wireless LANs v 1.2 —Lab 11.5.6.3 Copyright © 2003, Cisco Systems, Inc.



5% Kiwi Syslog Daemon (version 7.0.3)

=10 x|

Eile View Help
14 [ 4 B [pieplay 00 Defaul)  ~|
Date Time | Priority |__Hostname | Message a

UFEILSFIIERS 21:43:20 News.Info 192.168.0.105

07-05-2003 21:43:20 Local7.Debug 1392.168.0.105

07-05-2003 21:43:20 News.Info 192.168.0.105

07-05-2003 21:43:20 Local7.Debug 192.168.0.105

07-05-2003 21:43:20 MNews.Info 192.168.0.105

l

AP350-5a56de (Info): Station=[PEPATRICK]0007eb317c12 User="ppatrick"”
EAP-Authenticated<000>

community=public enterprise=1.3.6.1.4.1.522 ise_mib_r
uptime=42986213 agent_ip=192.168.0.105 generic_num=6 specific_num=4
version=Yerl varD1_oid=1.3.6.1.4.1.522.3.14.23.1.2.9186880 var01_value="4
days, 23:24:14" var01 _mib_name=awcEventTime
var02_oid=1.3.6.1.4.1.522.3.14.23.1.3.9186880 vai02_value=14
var02_mib_name=awcE ventSeverity var02_mib_value=protocollnfo
var03_oid=1.3.6.1.4.1.522.3.14.23.1.4 9186880 vai03_value=" [Info):
Slalmn-[PEPATFIICK]I]UI]TeIﬂI 7c12 User="ppatrick"” EAP-Authenticated"”
var03 e
var04_ 0|d-1.3.5‘1.4.1.522 3 14.23.1.5.9186880 var04_value=EAP_AuthOK
AP350-5a56de (Info): Station [PEPATRICK]0007eb317¢12 Associated<000>
ity=public er ise=1.3.6.1.4.1.522 enterprise_mib_name=enterprises
up!lme—42936205 agent_ip=192.168.0.105 generic_num=6 specific_num=4
version=Yerl varD1_oid=1.3.6.1.4.1.522.3.14.23.1.2.9191576 var01_value="4
days, 23:24:14" var01 _mib_name=awcEventTime
var02_oid=1.3.6.1.41522 3 14.23.1.3 9191576 vai02_value=14
vatl]Z mib_name=awcE ventSeverity var02_mib. value—plutncnll nfo
var03_oid=1.3.6.1.4.1.522.3.14.23.1.4.9191576 vai03_value=" (Info): Station
[PEPATRICK]0007eb 31 701 2 Associated”
var03_mib_i ntD
varl4_ uld-1 .36.1.41 .522 3.14.23.1.5.9191576 var04_value=Association0K
AP350-5a56de (Info): Station [PEPATRICK]0007eb317c12 Authenticated<000>
community=public enterprise=1.3.6.1.4.1.522 enterprise_mib_name=enterprises
uptime=42986203 agent_ip=192.168.0.105 generic_num=6 specific_num=4
version=Yerl varl1_oid=1.3.6.1.4.1.522.3.14.23.1.2. 9191608 var01_value="4
days. 23:24:14" var01_mib_name=awcE ventTime ]

M I A AL A AA T A A A NAOACON Y ol 14

|100% | 15 MPH | | 21:55 | 07052003

Notice the SNMP messages contain much more information than the syslog messages. The
Hostname should match the IP address of the bridge.

When using the Cisco WLAN Solutions engine or other enterprise level SNMP applications,
SNMP can be used for monitoring and management.
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Lab 12.4.8.1 Wireless Case Study of a School

Estimated Time: Actual time of completion will vary.

Number of Team Members: Students will work in teams of two.

Objective

In this lab, the student will determine the feasibility of deploying a WLAN at a local school in their
area.

Scenario

Connectivity to IT tools is often restricted to IT classrooms or computer labs. However, with the
emergence of on-line curriculum and multimedia learning materials, the demand for student access
from any part of the campus is growing. Productivity for professors, lecturers, and teachers is no
different. A wireless network can enable teachers and students to gain access to information,
productivity tools, and applications regardless of their environment or smart devices like laptops,
PDA’s, BlackBerries, and phones.

Step 1 Arrange the visit

Locate a school in the area and make arrangements for a site visit. Then schedule an interview with
the person responsible for the school or district computer network.

1. Name of the school:

2. Person Contacted:

Step 2 Document the existing network

a. Summarize the existing computer network available for student access at this school. A good
place to start may be the access available in the library.

425-429 Fundamentals of Wireless LANs v 1.2 — Lab 12.4.8.1 Copyright © 2003, Cisco Systems, Inc.



Step 3 List the educational initiatives relating to WLANs

a. List any planned future enhancements to this network:

b. How much of the future enhancements involve additional cabling? Are classrooms cabled for
network access? Is there an outdoor study area that student’s use that could benefit from a
wireless hotspot?

Step 4 Determine the user needs
a. Determine how many additional users are expected to utilize the wired network.

This will help determine the amount of APs that will be needed to service the users. For
example, using the 2.4 GHz range, estimate one AP per 10-15 users and three APs per cell area
for normal bandwidth users. This allows approximately 30 to 45 students per cell coverage. In
the 5 GHz range, four APs can be colocated in one area and possibly up to 12, but heavy
bandwidth users should stay with a wired network.

Step 5 Prepare and estimate

a. Prepare a rough estimate of the project cost. Include labor, equipment, and supplies. Create a
separate spreadsheet of WLAN devices and accessories to be ordered.

426 - 429 Fundamentals of Wireless LANs v 1.2 — Lab 12.4.8.1 Copyright © 2003, Cisco Systems, Inc.



Step 6 Develop a proposed WLAN solution for this school
The following information should be included in the WLAN solution for the school:
e Frequency range spectrum chosen and the reason
e Total number of APs
e Type of antenna
e How to secure access to the WLAN
e Budget
e |Installation Schedule
e Total cost for the WLAN deployment
e Pros and cons of the WLAN solution

e Conclusion

Step 7 Present the proposal

Present the proposal to the classroom in a PowerPoint presentation.
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Lab 12.4.8.2 Wireless Case Study of an Organization

Estimated Time: Actual time of completion will vary.

Number of Team Members: Students will work in teams of two.

Objective
In this lab, the student will learn about the process of implementing a WLAN in an existing
organization.

Scenario

A recent study of WLANSs, conducted by NOP World-Technology, studied the perceived benefits of
WLANSs after implementation. The study found that WLANs increase productivity. End-users stay
connected to the network an average of 1.75 hours longer each day, and report average daily time
savings of 70 minutes. Overall, WLANs create a productivity increase of 22 percent.

Preparation

The instructor can do some of the preliminary research involved in locating organizations in the area
that have implemented or have plans to implement a WLAN.

Step 1
Locate an organization that has implemented a WLAN

1. List the organization name and describe its core service or business:

Step 2
Coordinate an on site interview with the IT manager

a. Who was contacted?

b. What is this person’s primary responsibility?

c. Was a site survey performed?
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d. What prompted the necessity of the WLAN?

e. Describe the organizations wired network prior to adding a WLAN. For example, what routers,
switches, workstations, servers, and applications were used?

f. List the equipment that was added for the WLAN deployment.

g. What methods are used to secure access onto the WLAN?

h. What quantifiable results were achieved?
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