Access Control Lists

ACL Technical Support Page:

http://www.cisco.com/pcgi-bin/Support/browse/psp_view.pl?p=Internetworking:ACCESS-LIST_ARP_BOOT_DHCP
http://www.cisco.com/en/US/products/sw/secursw/ps1018/products_tech_note09186a00800a5b9a.shtml
This is a good page.  It details how packets are matched against an ACL and includes an ACL flowchart for the decision process.

http://www.cisco.com/warp/public/105/acl_wp.html
Great page for the most commonly used ACLs on a router.

http://www.cisco.com/warp/public/105/ACLsamples.html
Content Based Access Control Lists (CBACs):

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_command_summary_chapter09186a008008720e.html
Reflexive Access Lists:

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_command_summary_chapter09186a0080087256.html
Turbo Access Control Lists:

http://www.cisco.com/en/US/products/sw/iosswrel/ps1829/products_feature_guide09186a00800881a7.html
Commented IP Access List Entries:

http://www.cisco.com/en/US/products/sw/iosswrel/ps1830/products_feature_guide09186a0080087868.html
Lock and Key commands (Dynamic Access Lists):

http://www.cisco.com/en/US/products/sw/iosswrel/ps1835/products_command_reference_chapter09186a00800ca7ba.html
Access Control Lists for the Catalyst 2950:

http://www.cisco.com/en/US/products/hw/switches/ps628/products_configuration_guide_chapter09186a00800d84c8.html
Access List Numbers 

	ACL Number 
	Type 
	Supported 

	1-99
	IP standard access list
	Yes

	100-199
	IP extended access list
	Yes

	200-299
	Protocol type-code access list
	No

	300-399
	DECnet access list
	No

	400-499
	XNS standard access list
	No

	500-599
	XNS extended access list
	No

	600-699
	AppleTalk access list
	No

	700-799
	48-bit MAC address access list
	No

	800-899
	IPX standard access list
	No

	900-999
	IPX extended access list
	No

	1000-1099
	IPX SAP access list
	No

	1100-1199
	Extended 48-bit MAC address access list
	No

	1200-1299
	IPX summary address access list
	No

	1300-1999
	IP standard access list (expanded range)
	Yes

	2000-2699
	IP extended access list (expanded range)
	Yes


